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Synopsis 

 
Managing cybersecurity programs to keep up with rapidly changing technologies and emerging threats is 

a major challenge for federal agencies and the companies that support them.   

Providing a cybersecurity workforce with sufficient skills and capacity to address those challenges, on an 

ongoing basis, is one of the biggest obstacles organizations face in achieving their cybersecurity goals. 

ACT-IAC developed this report to provide detailed ideas to strengthen the federal cybersecurity workforce 

based on case studies of successful practices in government agencies and commercial organizations.  This 

report provides practical, useful information about ways organizations can enhance and sustain their 

cybersecurity workforces. 
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American Council for Technology-Industry Advisory Council (ACT-IAC) 

The American Council for Technology (ACT) is a non-profit educational organization established to 

create a more effective and innovative government.  ACT-IAC provides a unique, objective and trusted 

forum where government and industry executives are working together to improve public services and 

agency operations through the use of technology.  ACT-IAC contributes to better communications 

between government and industry, collaborative and innovative problem solving and a more 

professional and qualified workforce. 

The information, conclusions and recommendations contained in this publication were produced by 

volunteers from government and industry who share the ACT-IAC vision of a more effective and 

innovative government.  ACT-IAC volunteers represent a wide diversity of organizations (public and 

private) and functions.  These volunteers use the ACT-IAC collaborative process, refined over thirty years 

of experience, to produce outcomes that are consensus-based.  The findings and recommendations 

contained in this report are based on consensus and do not represent the views of any particular 

individual or organization.  

To maintain the objectivity and integrity of its collaborative process, ACT-IAC does not accept 

government funding.  This report and other ACT-IAC activities are underwritten by AT&T, ACT-IAC’s 

strategic mission partner, and a number of private sector organizations who share the ACT-IAC 

commitment to better government.  ACT-IAC is greatly appreciative of this support and a complete list 

of sponsors can be found on the ACT-IAC website.  

ACT-IAC welcomes the participation of all public and private organizations committed to improving the 

delivery of public services through the effective and efficient use of IT. For additional information, visit 

the ACT-IAC website at www.actiac.org.  

  

 

Evolving the Workforce Community of Interest  

 

The ACT-IAC Evolving the Workforce Community of Interest mission is to bring industry and government 

executives together to exchange information, support professional development, improve 

communications and understanding, solve issues and build partnership and trust, thereby enhancing 

government's ability to serve the nation's citizenry. 

 

 

Disclaimer 

This document has been prepared to contribute to a more effective, efficient and innovative 

government.  The information contained in this report is the result of a collaborative process in which a 

number of individuals participated.  This document does not – nor is it intended to – endorse or 
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recommend any specific technology, product or vendor. Moreover, the views expressed in this 

document do not necessarily represent the official views of the individuals and organizations that 

participated in its development. Every effort has been made to present accurate and reliable 

information in this report. However, ACT-IAC assumes no responsibility for consequences resulting from 

the use of the information herein.  

Copyright 

©American Council for Technology, 2016. This document may not be quoted, reproduced and/or 

distributed unless credit is given to the American Council for Technology-Industry Advisory Council. 

Further Information 

For further information, contact the American Council for Technology-Industry Advisory Council at (703) 

208-4800 or www.actiac.org.  
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Executive Summary 
 

Managing cybersecurity programs to keep up with rapidly changing technologies and effectively address 

emerging threats is a major challenge for federal agencies and the companies that support them.   

One of the biggest obstacles in addressing that challenge is the shortage of qualified cybersecurity 

professionals.  Federal agencies and companies alike report great difficulties in hiring and retaining 

enough cybersecurity professionals with the knowledge, skills, and experience required.  

ACT-IAC developed this report to help organizations strengthen their cybersecurity workforces based on 

successful practices in government agencies and commercial organizations.  This report provides 

practical, useful information about ways organizations can enhance and sustain their cybersecurity 

workforces.  It contains real-world case studies from government and industry that resulted in major 

improvements in finding, assessing, attracting, developing, and retaining cybersecurity professionals.  

Those practices are readily transferrable to other agencies and companies to improve their programs.  

The report also contains additional recommended management practices that could further improve 

agencies’ cybersecurity workforce management.  

  

http://www.actiac.org/


Strengthening Federal Cybersecurity:  Best Practices for Recruiting, Developing and Retaining Cyber 
Workers in Government 

 American Council for Technology-Industry Advisory Council (ACT-IAC)  

3040 Williams Drive, Suite 500, Fairfax, VA 22031  

www.actiac.org ● (p) (703) 208.4800 (f) ● (703) 208.4805 

Advancing Government Through Collaboration, Education and Action Page 2 

 

Introduction  

In response to multiple serious cybersecurity incidents, ACT-IAC provided a report on “Strengthening 

Federal Cybersecurity: Results of the Cyber Innovation Ideation Initiative”1 to Federal Chief Information 

Officer and the Federal CIO Council in December 2015.  Subsequent discussions with the Federal CIO and 

other senior government officials identified the cybersecurity workforce as a high priority issue requiring 

additional attention. 

ACT-IAC undertook this report to extend the discussion in the previous report about strengthening the 

cybersecurity workforce.  This report provides examples of government and industry organizations best 

practices in finding, assessing, attracting, developing and retaining cybersecurity professionals.  It also 

includes a chapter on ensuring a strong cyber understanding and reaction capacity across the entire 

federal workforce. 

When reading this report, please consider the following: 

 The information contained in this report may also be available on-line or through other means; this 

report serves as a repository of current “best practices” assembled in one useful reference 

document; 

 This report includes case studies as practical examples that may be applicable in other organizations.  

It also recommends several fundamental changes (some that would require statutory or regulatory 

changes) that could have significant positive impact in addressing cyber workforce challenges; and 

 This report is a “snapshot” of current and promising practices.  As cybersecurity continues to evolve 

rapidly, based on changing threats; so too will cyber workforce requirements and best practices. 

Readers are encouraged to share additional best practices, overall reactions, and recommendations by 

emailing https://www.actiac.org/contact-us. 

  

                                                           
1
 https://www.actiac.org/sites/default/files/cybersecurity_innovation.pdf 
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Summary of Key Practices 

 

The following practices were identified in the development of this report as ways to improve 

cybersecurity workforces.  These practices and others are described in more detail in the body of the 

report. 

Reaching Interns Early at the High School and College Levels 

 Use internships and scholarships to acquaint students with agencies’ cyber missions and to develop 
pipelines of entry level workers.  

Partnering with Your Human Resources Organization 

 Form Tiger Teams of hiring managers and HR specialists to focus on recruiting for mission critical 
positions.  

 Change government job announcements from “notice” format to “persuasive” format focusing on 
agency mission and impact as well as benefits of working for government led to increased candidate 
applications. 

 Tailor job announcements to highlight the contributions cyber workers can make in protecting the 
Nation’s cyberspace.  

Using Digital Means to Reach Potential Candidates  

 Advertise IT positions through social media increased visibility to IT professionals. 

Reaching Passive Candidates 

 Use online tools to find and recruit cybersecurity workers before they enter the job market.  

Using Innovative Recruitment Options, such as Hack-a-Thons 

 Conduct online hackathons, codesprints and other competitions attract top engineers with talent, 
skill, and competitive spirits.  

Expanding the Pool 

 Expand efforts to attract cyber professionals to government positions.  

 Emphasize experience over degrees.  

 Value relevant certifications over degrees. 

 Hire former “bad actors” that have been converted to “good actors”.  

 Repurpose transitioning military cyber professionals. 

 Recruit from companies and organizations that are downsizing, relocating, or experiencing 

challenges. 

http://www.actiac.org/
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Assessing Cyber Workers 

 Evaluate current workforce and incoming candidates against agency cybersecurity skills 
requirements. 

Attracting Cyber Workers 

 Use the wide variety of available federal cyber workforce tools. 

Professionalizing Cyber Workers 

 Educate employees on the business case for cybersecurity. 

 Instill professional posture against cyber-attacks throughout the workforce. 

Increasing cyber awareness throughout the workforce 

 Involve senior agency leadership. 

 Improve security training. 

 Consider incentives to engage agency workforce in internal cybersecurity initiatives. 

 

Methodology 

 

Organizations and individuals reputed to have innovative cybersecurity workforce management 

practices were identified.  Subject matter experts were interviewed, their responses were documented, 

and the interviewees were given the opportunity to review, confirm, or revise the documents for 

inclusion as case studies in this report.  Some of the material in this report was collected through 

literature searches of best practices for specific areas.  That material is included in non-case study 

formats. 

http://www.actiac.org/
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Chapter 1 - Alternative Recruiting: Finding Cyber Workers 
 

For many years, federal agencies have struggled to recruit and retain enough qualified cybersecurity 

professionals.  A limited workforce pool is in high demand for adequate competencies and skills.  In an 

environment where strong security is a growing priority, and where both commercial and government 

security breaches make headline news every day; the rush to fill cyber positions pits agency against 

agency as well as government against commercial industry for the same pool of professionals. 

The ideas submitted range from recruiting qualified individuals early (before they graduate from college 

programs or during initial career stages) to incentivizing cyber managers and staff by empowering them 

to innovate and create new approaches and techniques.  While challenging, retention is equally 

important to maintain a long term, stable and seasoned cybersecurity workforce.  Ideas also addressed 

training and building a cyber-aware culture. 

Agencies should adopt strategies for recruitment, development and retention of cybersecurity workers 

across their lifecycle.  This means having approaches for high school and college students, current 

agency workforces, and cybersecurity professionals outside the agencies. 

 

Big Cybersecurity Recruiting Ideas  
The following list of big cybersecurity recruiting ideas is distilled from ideas from the best practices case 

studies that are included in this chapter. 

1. Use online recruiting companies to find highly qualified cybersecurity workers based on their online 

activities and presence BEFORE they go looking for a job. (See Transamerica case study) 

2. Use PushButtonPD improved position announcements leading to improved candidate applications 

and faster hiring. (See DHS case study) 

3. Form a Tiger Team of hiring managers and HR specialists to focus on recruiting for mission critical 

positions.  Add emphasis and expertise to streamline the hiring process. (See DHS case study) 

4. Advertise positions through social media to increase visibility to IT professionals.  Relying solely on 

USA Jobs job postings does not work well for cyber/IT positions. (See DHS case study) 

5. Change government job announcements from “notice” format to “persuasive” format focusing on 

agency mission and impact as well as benefits of working for government to increase candidate 

applications. (See DHS case study) 

6. Conduct outreach effort to high schools and colleges to educate on DHS cyber security mission and 

job opportunities. (See DHS case study) 

http://www.actiac.org/
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7. Move from experienced-based cybersecurity certifications to cybersecurity certifications that 

combine skills-based training with performance-based exams and certifications to improve “hands-

on” capabilities of candidates being recruited. (See ISACA case study) 

8. Provide the opportunity for students of all levels to explore real, relevant issues in computer 

security, information protection, network operations, and cyber policy, as was done in the Lawrence 

Livermore National Laboratory (LLNL) Cyber Defenders 6- to 12-week paid internship program. (See 

Lawrence Livermore Lab case study) 

9. Identify and attract college students interested in working in cybersecurity and IT areas in Federal 

departments and agencies using scholarships like the National Science Foundation’s CyberCorps®: 

Scholarship for Service (SFS). (See NICE case study) 

10. Help organizations understand their cybersecurity workforce and staffing needs using the National 

Cybersecurity Workforce Development Toolkit including templates to create their cybersecurity 

career paths, and resources to recruit and retain top cybersecurity talent.  (See NICE case study) 

11. Help in hiring cyber workers with the NIST Publication 800-181, the updated “Workforce 

Framework”, aligned to the National Initiative for Cybersecurity Education.  (See NICE case study) 

12. Improve collaboration between agencies reducing the workload. (See CSRA case study) 

13. Take a long view and partner with schools to expand the early career cyber workforce. (See CSRA 

case study) 

14. Expand efforts to attract cyber professionals to government positions. (See CSRA and CyCon case 

studies) 

15. Emphasize experience over degrees when hiring cyber/IT professionals. (See CSRA case study) 

16. Value relevant certifications over degrees when hiring cyber/IT professionals. (See CSRA case study) 

17. Hire former “bad actors” that have been converted to “good actors” (i.e., former malicious hackers) 

or use them in organized hack-a-thons (for government agencies that can).  (See CSRA case study) 

18. Pick the right talent to ensure that cyber professionals get cyber positions. (See CyCon case study) 

19. Expand the talent pipeline to consider options. (See CyCon case study) 

20. Recruit and retain skilled talent from known sources. (See CyCon case study) 

21. Repurpose transitioning military cyber professionals. (See CyCon case study) 

22. Recruit from companies and organizations that are downsizing, relocating, or experiencing 

challenges. (See CDPHP case study) 

23. Highlight latest technologies and interesting projects to candidates. (See CDPHP case study) 

24. Hire good talent when they are available – don’t wait. (See CDPHP case study) 

25. Provide career paths and education/training to develop. (See CDPHP case study) 

26. Use professional organizations as candidate sources. (See CDPHP case study) 

http://www.actiac.org/
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Case Study – Cyber/IT Recruiting Using Commercial Online Databases 

Company – Transamerica 

Big Cybersecurity Recruiting Idea 

Use online recruiting companies to find highly qualified Cybersecurity workers based on their online 

activities/presence before they go looking for a job. 

Their Story 

Transamerica is one of the world’s leading financial services companies, providing insurance, 

investments and more to 27 million customers.  

Their Goal  

Hire IT professionals - and reduce staffing agency spending while making great Cybersecurity hires. 

Their Challenge  

The incredible demand for talent in the Cybersecurity world is creating an increasingly competitive 

landscape for recruiting.  Their IT recruiting team is small, and loaded with 40-50 requisitions per 

recruiter.  As a result, they have always been highly dependent on agencies to fill requisitions, and 

paying high fees per hire.  

Their Solution  

Transamerica began to use an online tool to find and recruit Cybersecurity workers before they enter 

the job market, giving Transamerica high visibility with these “passive” candidates before competitive 

hiring offers make “closing  the deal” more difficult.  The tool helps them find “unfindable” candidates 

based on the huge amounts of rich professional activity they leave across the web.  The tool gathers this 

information and compiles it into a robust professional profile, complete with qualification and contact 

information, which Transamerica uses as a major target list for their Cybersecurity recruiting.   

The Results  

Within 60 days of using the tool, Transamerica filled 11 IT and creative positions including UI and UX 

roles, business system analysts and SEO and SEM associates. 3 of these hires were diversity candidates, 

which was a bonus for Transamerica. In summary, Transamerica’s find-to-hire ratio is about 6 hires for 

every 10 candidates placed in the pipeline. 

Reference 

Scott Lloyd, Talent Acquisition Director, Transamerica 

http://www.actiac.org/
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Case Study – Multiple Approaches for Improving Cyber/IT Recruiting 

Agency – U.S. Department of Homeland Security 

Big Cybersecurity Recruiting Ideas 

1) Use PushButtonPD improved position announcements, leading to improved candidate applications 

and faster hiring. 

2) Form a Tiger Team of hiring managers and HR specialists to focus on recruiting for Mission Critical 

positions.  Added emphasis and expertise streamlined hiring process. 

3) Advertise IT positions through social media increased visibility to IT professionals.  Relying solely on 

USA Staffing job postings does not work well for cyber/IT positions. 

4) Change government job announcements from “notice” format to “persuasive” format focusing on 

agency mission and impact as well as benefits of working for government led to increased candidate 

applications. 

5) Conduct outreach effort to high schools and colleges to educate on DHS cyber security mission and 

job opportunities. 

Their Story 

The Department of Homeland Security (DHS), which includes agencies such as the U.S. Citizenship and 

Immigration Services, the Customs and Border Patrol, the Federal Emergency Management Agency, the 

Coast Guard, Immigration and Customs Enforcement, the Transportation Security Administration and 

the Secret Service, has responsibility for safeguarding and securing U.S. cyberspace.  DHS has the lead 

for the federal government for securing civilian government computer systems, and works with industry 

and state, local, tribal and territorial governments to secure critical infrastructure and information 

systems. 

Their Goal  

Hire cybersecurity and information technology (IT) professionals to enable them to execute their cyber 

protection responsibilities.  

Their Challenges  

DHS faces three major challenges in recruiting and hiring the cyber/IT workforce that it needs.  

Competition with commercial IT organizations is fierce.  Many high school and college students, as well 

as working IT professionals are unaware of DHS’ cybersecurity activities and ways cyber professionals 

can contribute to DHS mission success.  DHS cyber hiring must negotiate the same challenges as other 

government agencies (under-resourced human resources staff, exacting hiring procedures, security 

clearance process). 

http://www.actiac.org/


Strengthening Federal Cybersecurity:  Best Practices for Recruiting, Developing and Retaining Cyber 
Workers in Government 

 American Council for Technology-Industry Advisory Council (ACT-IAC)  

3040 Williams Drive, Suite 500, Fairfax, VA 22031  

www.actiac.org ● (p) (703) 208.4800 (f) ● (703) 208.4805 

Advancing Government Through Collaboration, Education and Action Page 9 

Their Solutions  

DHS is achieving success in recruiting and hiring cybersecurity workers using several innovative 

techniques: 

 They are using an internally-developed application, PushButtonPD, to support the creation of 

accurate job announcements.  PushButton PD is available to agencies online at https://niccs.us-

cert.gov/training/dhs-cmsi-pushbuttonpd  at no charge. 

 They are using social media (Twitter, LinkedIn, etc.) to advertise their cyber/IT openings in online 

places where cybersecurity professionals will likely see them. 

 They have tailored their job announcements to highlight the contributions DHS cybersecurity 

workers can make in protecting the Nation’s cyberspace.  Job announcements also emphasize the 

unique benefits of entering the Federal workforce. 

 DHS established a Cybersecurity Hiring Tiger Team to work through the challenges of attracting, 

recruiting and successfully hiring Cybersecurity workers.  Composed both of human resources staff 

and cybersecurity hiring managers, they focus on DHS’ mission critical cybersecurity openings and 

cut through the “red tape” to successfully bring cybersecurity workers into DHS.  The Tiger Team 

approach is being adopted by the U.S. Office of Personnel Management (OPM) where they are 

setting up a project bringing together a tiger team of human resources staff from multiple agencies 

to focus on mission critical cyber security hiring.   OPM wants to use all of the special hiring 

authorities available for cyber hiring that most HR specialists are not fully using to increase speed 

and quality of cyber hiring across agencies. 

The Results  

Through the use of these techniques, DHS is increasing the quantity of qualified applicants for their IT 

and cybersecurity positions.  While the total time-to-hire is constrained by the extensive security 

clearance process, the front-end recruiting and selection process has been improved, as has the overall 

quality of candidates hired. 

 

Reference 

Renee Forney, DHS Executive Director, CyberSkills Management Support  
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Case Study – Performance-based Cybersecurity Testing Improves Cyber/IT Recruiting 

Agency – Multiple Government Agencies and Commercial Organizations - ISACA 

Big Cybersecurity Recruiting Idea 

Move from experienced-based cybersecurity certifications to cybersecurity certifications that combine 

skills-based training with performance-based exams and certifications improves the actual “hands-on” 

capabilities of candidates being recruited. 

Their Story 

With the crushing demand for cybersecurity professionals, government agencies are challenged with 

finding truly qualified candidates for their open positions.  They need cyber professionals who can not 

only pass the often-required Directive 8570 (DoDD 8570) certification exams for all government 

employees who conduct information assurance functions in assigned duty positions.  They need cyber 

professionals who can demonstrate the required cyber skills in executing cyber protection activities.   

Their Goal  

Hire cybersecurity professionals who can execute their cybersecurity responsibilities.  

Their Challenges  

Government agencies face multiple challenges in recruiting and hiring the cybersecurity professionals 

that they need. 

- Competition with commercial IT organizations is fierce.   

- Many potential cybersecurity candidates are unaware of the agencies’ cybersecurity activities and 

ways cyber professionals can contribute to agencies’ mission success.   

- Agency cyber hiring must negotiate challenges in hiring cybersecurity staff (under-resourced human 

resources staff, exacting hiring procedures, security clearance process). 

Their Solutions  

To ensure that their cyber professionals are equipped to execute rather than simply book-learned, 

agencies such as the U.S. Department of Homeland Security and U.S. Department of Defense are moving 

to requiring new and existing cyber workers to demonstrate their cyber skills through performance-

based exams and certifications. 

The DoD is implementing a new cyber skills mandate, DoD Directive 8140, Cyberspace Workforce that 

supersedes DoD 8570 as the guide for selecting the personnel with the correct certifications, skills and 

experience.  DoDD 8140, Cyberspace workforce has 7 high level categories aligned with the National 
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Initiative for Cybersecurity Education (NICE) framework. DoDD 8140 begins to move in the direction of 

performance-based certifications. 

The Results  

Through the use of use of performance-based certifications, DHS and DoD are aiming to increase the 

quality of applicants for their cybersecurity positions.  As the value of the new performance-based 

certifications increases in the marketplace, the number of cybersecurity professionals pursuing these 

demonstrated certifications is expected to climb, further enriching the cybersecurity workforce. 

Reference 

Robin “Montana” Williams, Senior Manager, Cybersecurity Practice, U.S. Public Sector, ISACA.  Prior to 

ISACA, Montana held senior cybersecurity leadership positions at the U.S. Department of Homeland 

Security and the Office of the Director of National Intelligence. 

Previously known as the Information Systems Audit and Control Association®, ISACA’s more than 

140,000 members worldwide live and work in more than 180 countries and cover a variety of 

professional IT-related positions—including, IS auditor, consultant, educator, IS security professional, 

regulator, chief information officer and internal auditor. 
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Case Study – Cyber Defenders Internship Program 

Agency – Lawrence Livermore National Laboratory – U.S. Department of Energy 

Big Cybersecurity Recruiting Idea 

Cyber Defenders program is a 6- to 12-week paid internship program developed and run by the 

Lawrence Livermore National Laboratory (LLNL) that provides the opportunity for students of all levels 

to explore real, relevant issues in computer security, information protection, network operations, and 

cyber policy.  

Their Story 

The Cyber Defenders summer internship program was founded by Celeste Matarazzo at the LLNL in 

2009 to provide hands-on training to encourage more students from a variety of academic backgrounds 

to consider cybersecurity careers.  Cyber Defender interns receive intense training working real-world 

cyber problems.  Cybersecurity is a broad field and Cyber Defenders come from many disciplines and 

experiences.  

Their Goal  

The Cyber Defenders program aims to engage students in cybersecurity and science, technology, 

engineering and mathematics (STEM) education through real-world technical challenges.  The internship 

ensures that students gain strong skills and connections, building a pipeline of skilled candidates for jobs 

at LLNL, at other national laboratories, and in government services.  LLNL wants to give students the in-

depth and hands-on training they might not get if enrolled in a standard computer science, engineering, 

or social science programs, preparing them to face the real-world challenges they will encounter in the 

cybersecurity workforce.  

Their Challenges  

The demand for cybersecurity skills in the public and private sectors is stronger than ever, and the Cyber 

Defenders program at LLNL is helping to meet this urgent need by introducing students to the field and 

equipping them with the practical training they will need to be successful in cybersecurity-related roles. 

Whether Cyber Defender alumni go on to careers at Lawrence Livermore, in industry, or at other 

government agencies, the program fosters a powerful learning environment. 

Their Solution 

The Cyber Defenders program allows the next generation of computer security professionals to hone 

their skills and gain vital experience.  

Interns at LLNL learn by doing, working on real projects and learning about the full spectrum of cyber 

issues, including legal and policy topics.  Interns also attend Lab-wide lectures and seminars, participate 
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in individual and group exercises, and explore new technologies that can be applied to computer 

security. 

During the six to 12-week paid internship, students receive practical experience in computer systems, 

network operations, computer security, information protection and cyber policy.  Specific skills they 

develop include intrusion detection and prevention, network monitoring and analysis algorithms, 

anomaly detection and machine learning.  Under the guidance of Lab mentors, students complete a 

research project and share their results through posters and presentations.   

High school, undergraduate, and graduate students (including Ph.D. candidates) are eligible for the 

Cyber Defenders program.  Participants must be a continuing student enrolled in an academic program. 

Students should be studying or be interested in one or more of the following areas: computer science, 

computer engineering, electrical engineering, mathematics, information assurance, information 

technology (IT), visualization, political science, economics, international relations, or a related field of 

study. 

“Chaos,” was how Henry Williams, a graduate at North Carolina Agricultural and Technical University, 

characterized his experience in Cyber Defenders three years ago.  “But that’s how cybersecurity is in the 

real world.  Cyber Defenders is a dense schedule of classes, seminars, presentations, meetings, a poster 

session and q capture the flag team challenge. It’s a two-month boot camp, but in a fun way.” 

The Results  

The 2015 Cyber Defenders program hosted 38 participants including seven high school students and 

three faculty members.  Of the 38, 11 are repeats leaving 27 first-time students.  The program received 

some 600 responses to its Jobvite system call, though only a subset of those were selected to apply. 

About 150 students have gone through the program since its creation in 2009.  Because of repeats, a 

precise number is difficult to pinpoint. 

LLNL has hired at least 10 employees who were cyber defenders.  According to the anecdotal evidence 

Celeste Matarazzo has collected via LinkedIn and Facebook most of the cyber defenders who have gone 

through the program and who join the workforce remain in the security field.  Many elect to pursue a 

higher degree. 

“We have a very high record of our undergraduates going on to graduate work,” Matarazzo said.  

“About 75 percent of our undergrads go to graduate school, which is one reason we see them come 

back over several years.” 

Reference 

Celeste Matarazzo, Principal Investigator within the Center for Applied Scientific Computing 

matarazzo1@llnl.gov, 925-423-9838 
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Case Study – NICE Deliverables and Ideas for Improving Cyber/IT Recruiting 

Program – National Initiative for Cybersecurity Education (NICE) 

Big Cybersecurity Recruiting Ideas 

1) The National Science Foundation’s CyberCorps®: Scholarship for Service (SFS) program is a very 

productive tool for identifying and attracting college students interested in working in cybersecurity 

and IT areas in Federal departments and agencies. 

2) The National Cybersecurity Workforce Development Toolkit helps organizations understand their 

cybersecurity workforce and staffing needs, and includes things like templates to create their 

cybersecurity career paths, and resources to recruit and retain top cybersecurity talent. 

3) NIST Publication 800-181, the updated “Workforce Framework” will help in hiring cyber workers 

aligned to the National I for Cybersecurity Education. 

4) Keys to cyber/IT recruiting success: 

a. Focus on agency mission – presented well, the mission and ability for cyber/IT workers to 

make a contribution are competitive draws to higher salaries in industry. 

b. Made position descriptions and job announcements persuasive – move away from “notices” 

and create “invitations”. 

c. Recruit for cyber/IT based on standards.  See NIST 800-181 below. 

d. Get to know cyber workforce hiring authorities and incentives and use them effectively. 

Their Story 

The National Initiative for Cybersecurity Education (NICE) is led by the National Institute of Standards 

and Technology (NIST) in partnership with the Department of Homeland Security (DHS), Department of 

Defense, Office of Personnel Management, Department of Education, National Science Foundation, and 

Department of Labor.  NICE raises public awareness, provides a foundation for the recruitment, training, 

and retention of cybersecurity professionals, and promotes cybersecurity education.  

The Department of Homeland Security (DHS) led development of the National Cybersecurity Workforce 

Framework (Workforce Framework).  The Workforce Framework is the foundation for increasing the size 

and capability of the US cybersecurity workforce.  It provides US employers, educators, trainers, and 

policy makers with a standard for building cybersecurity jobs, careers, courses and degrees. 

Their Goals  

1. Accelerate Learning and Skills Development - Inspire a sense of urgency in both the public and 

private sectors to address the shortage of skilled cybersecurity workers. 

2. Nurture a Diverse Learning Community - Strengthen education and training across the ecosystem to 

emphasize learning, measure outcomes, and diversify the cybersecurity workforce. 
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3. Guide Career Development and Workforce Planning - Support employers to address market 

demands and enhance recruitment, hiring, development, and retention of cybersecurity talent. 

Their Challenges  

Even as industry and government continue to increase spending on cybersecurity initiatives, data 

breaches continue to occur.  According to The Wall Street Journal, “Global cybersecurity spending by 

critical infrastructure industries was expected to hit $46 billion in 2013, up 10% from a year earlier 

according to Allied Business Intelligence Inc.” 2  Despite the boost in security spending, vulnerabilities, 

threats against these vulnerabilities, data breaches and destruction persist.  To combat these issues, the 

President on February 12, 2013 issued Executive Order (EO) 13636, “Improving Critical Infrastructure 

Cybersecurity.”3  The EO directed NIST, in cooperation with the private sector, to develop and issue a 

voluntary, risk-based Cybersecurity Framework that would provide U.S. critical infrastructure 

organizations with a set of industry standards and best practices to help manage cybersecurity risks. 

Their Solutions  

 The CyberCorps 
(R)

: Scholarship for Service (SFS) is a unique program designed to increase and 

strengthen the cadre of federal information assurance professionals that protect the government's 

critical information infrastructure.  This program provides scholarships that may fully fund the 

typical costs incurred by full-time students while attending a participating institution, including 

tuition and education and related fees.  Additionally, participants receive stipends of $22,500 for 

undergraduate students and $34,000 for graduate students.  The scholarships are funded through 

grants awarded by the National Science Foundation. 

 The NICE Workforce Framework: 

o Provides a simple, standardized way to define cybersecurity work across multiple sectors, and 

provides a foundation organizations can use to develop position descriptions, design competency 

models, and create training.  

o Helps organizations attract the best and brightest by helping HR and human capital managers 

understand the key knowledge, skills, and abilities cybersecurity professionals should possess.  

o Helps employers determine the cybersecurity capabilities of their workforce and can be used to 

assess current and future cybersecurity needs, and develop mitigation strategies to address gaps.  

o contains language that can be used to develop cyber workforce position descriptions and training 

programs 

                                                           
2
 Companies Wrestle with the Cost of Cybersecurity, February 25, 2014, available at 

http://online.wsj.com/news/articles/SB10001424052702304834704579403421539734550. 
3
 Executive Order 13636 of February 12, 2013, Improving critical Infrastructure Cybersecurity, available 

at http://www.gpo.gov/fdsys/pkg/FR-2013-02-19/pdf/2013-03915.pdf 
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 NIST Publication 800-181, the updated Workforce Framework, will include “common roles” which 

can be used to hire cyber teams aligned to the NICE Framework.  (Avail Aug 2016) 

 The National Cybersecurity Workforce Development Toolkit can help managers with building their 

cybersecurity teams, lead employees to professional development opportunities, and guide 

strategic planning efforts for future staffing needs.  The Toolkit contains: 

o Assess Your Organization’s Cybersecurity Workforce Planning Readiness  

 Self-assessment to determine the readiness of your organization to conduct 

cybersecurity workforce planning. 

o How to Plan for your Cybersecurity Team  

 Tools to evaluate your current and future cybersecurity workforce needs; explore 

your cybersecurity risks; and suggestions to close workforce gaps. 

o What Should a Cybersecurity Team Look Like?  

 Roles that make up a great cybersecurity team; cybersecurity talent profiles to help 

make informed hiring decisions; and tips for recruiting cybersecurity staff. 

o Develop Your People  

 Templates to create custom cybersecurity career paths; links to training, 

certifications and professional events; and ideas for retaining staff at every level. 

The Results  

 The CyberCorps®: Scholarship For Service (SFS) program has 62 partner organizations (colleges and 

universities) in 30 states.  Over 2,300 students have gone through the program (sometimes both 

undergraduate and graduate studies). 95% of the SFS graduates have taken jobs with government 

agencies. 

 The National Cybersecurity Workforce Framework Communications Toolkit has been downloaded 

and distributed over 10,000 times. 

Reference 

Ben Scribner, Program Director, National Cybersecurity Professionalization and Workforce 

Development, U.S. Department of Homeland Security 
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Case Study –Ideas for Improving Cyber/IT Recruiting 

Company – CSRA  

CSRA was formed in 2015 through the combination of the North American Public Sector business of CSC 

and SRA International. 

Big Cybersecurity Recruiting Ideas 

 Improve collaboration between agencies reducing the workload. 

 Take a long view - partner with schools to expand cyber workforce early. 

 Expand efforts to attract cyber professionals to government positions. 

 When hiring cyber/IT professionals, emphasize experience over degrees. 

 When hiring cyber/IT professionals, value relevant certifications over degrees. 

 For government agencies that can, hire former “bad actors” that have been converted to “good 

actors” (i.e., former malicious hackers). 

Their Story 

CSRA is a government contractor, with an extensive cybersecurity practice.  As such, they both compete 

with government agencies to hire top cyber/IT talent and have insights into their government customers 

who are hiring cyber/IT talent for their own staffs. 

Their Goals  

 Hire top notch cyber/IT talent to support their government customers 

 Support their government customers in protecting and operating their IT systems to meet their 

agency missions. 

Their Challenges  

Like many organizations, CSRA has to fill cybersecurity and IT positions by hiring from the available pool 

of workers, of which there is a shortage.  CSRA has to be focused in their hiring efforts, and they look to 

develop talent from high schools, colleges, and workers within and outside of CSRA not currently 

working in cybersecurity 

Their Recommendations 

When asked for recommendations for government agencies facing the same cybersecurity hiring market 

as CSRA, their suggestions for government are: 

 Improve Collaboration Between Agencies reducing the cybersecurity workload) 

Agencies have the opportunity to increase their collaboration on cybersecurity, including threat 

detection and analysis.  Increasing inter-agency collaboration will reduce duplicative efforts, and the 

related manpower requirements. 

http://www.actiac.org/


Strengthening Federal Cybersecurity:  Best Practices for Recruiting, Developing and Retaining Cyber 
Workers in Government 

 American Council for Technology-Industry Advisory Council (ACT-IAC)  

3040 Williams Drive, Suite 500, Fairfax, VA 22031  

www.actiac.org ● (p) (703) 208.4800 (f) ● (703) 208.4805 

Advancing Government Through Collaboration, Education and Action Page 18 

 Take A Long View (partner with schools to expand cyber workforce early) 

o Work with high schools, colleges (including community colleges) and universities to ensure 

cybersecurity courses are part of the curriculum.   

o Make sure cybersecurity careers are highlighted to students as career options. 

o Market the cyber missions of agencies to students, and the impact that cyber workers can have on 

achieving mission success. 

 Expand Efforts to Attract Cyber Professionals to Government Positions 

Cyber workers are less interested in the income they can make than in how interesting the problems 

and what impact they can make.  Agencies should market the cyber missions of agencies to cyber 

“geeks”, and the impact that cyber workers can have on achieving mission success.  Particular attention 

should be paid to market through cyber job fairs and hackathons.  

 Value Experience Over Degrees 

When hiring, agencies should value candidates that have extensive experience in cyber areas (gaming, 

hackathons, and cyber competitions) over candidates that have only gone through classroom cyber/IT 

training.  Demonstrated cyber interest is a greater predictor of success than cyber-related degrees only. 

 Value Certifications Over Degrees 

When hiring, agencies should value candidates that have relevant cybersecurity certifications (CISSSP, 

CEH, CISA, etc.) over candidates that have only gone through classroom cyber/IT training.  Pay particular 

attention to the certifications that require a practical test vs. those that require only attendance at 

classes to achieve the certification. 

 Convert Bad Actors To the Government Side 

For those agencies that can, (i.e., NSA, DHS, DoJ), a good source of cyber expertise is former “bad 

actors” who have been converted to working for the government.  Their expertise in breaking into 

government systems can be particularly valuable in defending against infiltration and data theft. 

The Results  

CSRA as an organization has not been together long enough to document any metrics on the value of 

these cyber hiring practices.  Anecdotally they have seen them contributing both internally and in their 

government customers. 

Reference 

Yogesh Khanna, Chief Technology Officer, CSRA 
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PROMISING PRACTICE:  Case Study – Cyber Concierge (CyCon)  

Solution Sprint winner at Management of Change (MOC) Conference, May 2016 

The Solution Sprint pitted six teams of volunteers with their coaches to design either a “workforce 

enhancing” concept or an “as a service” concept that could be implemented in six months.  CyCon won 

both the Judge’s Choice and the People’s Choice awards for workforce. 

Big Cybersecurity Recruiting Ideas 

 Pick the right talent to ensure that cyber professionals get cyber positions. 

 Expand the talent pipeline to consider options. 

 Expand efforts to attract cyber professionals to government positions. 

 Recruit and retain skilled talent from known sources. 

 Repurpose transitioning military cyber professionals. 

Concept 

Develop a “One Call is All” application that can be used by transitioning military to recruit them into the 

Cyber Security field. 

Goals 

 Hire top notch cyber/IT talent from already vetted sources (e.g. DoD). 

 Provide a path for transitioning military to continue their service to country by working for the 

Federal government. 

 Match talent to need. 

 Expand the concept to Program Management, Acquisition, etc. 

Challenges 

Currently, veterans do not have a single source to access to see all their options for Federal 

employment.  They do not get, in many cases, appropriate career counseling from experienced veterans 

who have already been through the process.  The training dollars used are often not directly in support 

of a post military career that would befit both the veteran as well as civilian agencies.  Finally, veterans 

as well as civilian agencies are often unaware of the various hiring authorities and ways to use them to 

tap this resource. 

Recommendations 

Cyber Concierge (CyCon) seeks to provide a single source of information used by veterans transitioning 

out of the military who wish to continue their careers as Federal civilian employees in the Cyber Security 

field.  The following recommendations will start this program down the path of implementation: 
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 Determine a governing body.  As with any new initiative, there needs to be governance.  IN this 

instance, the agencies with the most influence are Veteran’s Affairs (VA) the Department of Labor 

(DoL) and the Office of Personnel Management (OPM).  Additionally the Department of Defense has 

a vested interest in ensuring that transitioning veterans have options at the end of their term of 

service. We recommend that these four agencies comprise the governance and oversight body to 

implement this process. 

 Develop the app One of the four agencies should be tasked with developing the application, which 

should be available both as a web/cloud app and as a mobile ready app.  The intent would be for the 

veteran to start accessing the app approximately 18 months out from their release date. As the 

individual completes “levels” in the app they receive an avatar or badge denoting that they have 

completed a section. All four agencies would have input into what sections of the app need to be 

developed and what criteria constitute completion of a section. 

 Share the Data - As the individuals complete their sections, federal agencies would have access to 

the data to target individuals for placement in their Cyber organizations.  Some of the data would 

be: Specialty, education/certificates received, time to separation, additional training, special hiring 

authorities, and others as determined by the governing agencies. 

 Give back - Those who have completed their journey through the app can be tasked to provide 

mentoring and guidance to others who are just beginning the process.  This provides a positive circle 

of reinforcement for new staff and a continuing pipeline of qualified individuals. 

 Expand the program to other areas - If successful, additional modules may be added to the app for 

Program Management, Acquisition, etc. This allows civilian agencies to target qualified and vetted 

military professionals for specific positions within the government after their terms of service have 

ended. 

Potential Results  

The implementation of CyCon provides an opportunity for civilian agencies to both increase the 

numbers of Cyber professionals as well as ensuring a steady pipeline of individuals in the future. It also 

ensures employment and learning opportunities for former military who wish to continue their Federal 

service. 

References 

Mika Cross, Director of Strategic Communications, Digital and Public Engagement, U.S. Dept. of Labor 

Rory Schultz, Client Executive, Client Technology Services, Office of the Chief Information Officer, U.S. 

Department of Agriculture 
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Case Study – What’s Working in Albany for Cyber/IT Recruiting and Retention 

Company – CDPHP  

Big Cybersecurity/IT Recruiting Ideas 

 Recruit from Companies and Organizations that are downsizing, relocating, or experiencing 

challenges. 

 Highlight latest technologies and interesting projects to candidates. 

 Hire good talent when they are available – don’t wait. 

 Provide career paths and education/training to develop. 

 Professional organizations as candidate sources. 

Their Story 

Established in 1984, CDPHP is a physician-founded, member-focused and community-based not-for-

profit health insurance provider that offers high-quality affordable health insurance plans to members in 

24 counties throughout New York.  CDPHP has been named to the “Best Companies to Work for in NY” 

list for eight consecutive years. 

Their Goal  

Hire retain and develop highly skilled cyber/IT talent to protect their applications and data. 

Their Challenges  

 Located in Albany, NY, where there is a small cyber/IT workforce population – tough market for 

tech/cyber. 

 CDPHP tries to buy as many technology services as they can. Implementing cloud solutions, offshore 

arrangements where they can get technical expertise. 

 All of their data is protected health information (PHI) – highly regulated and confidential.  CDPHP 

has tough challenges as they externalize that data so they need highly trained cyber experts. 

Their Secret Sauce  

 Recruit from Companies/Organizations Downsizing / Relocating / Experiencing 

Challenges 

CDPHP had success when a large insurer closed a facility nearby and their IT/cyber workers came 

onto the market.  Many wanted to stay in the Albany area and CDPHP was able to bring in several 

key cyber employees (two of their five person cyber risk team - 20+ years of experience in risk and 

information security) at reasonable prices.  They had a lot of experience in banking which was ahead 
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of healthcare in managing cyber risks which benefitted CDPHP.  Within 2 months of finding out 

about the insurer move – CDPHP was able to cherry pick the best people at the start of that process.  

It was all luck and timing, as well as leveraging personal relationships. 

Best Practice – keep an eye out for situations where company or organizational changes create 

situations where cyber/IT workers with the skills you want may be looking for new positions and 

want to change employers. 

 Highlight Leading Edge Technologies and Interesting Projects to Candidates 

CDPHP finds that the best cyber/IT candidates are attracted to getting to use the leading edge 

technologies and working on interesting projects.  CDPHP make sure to highlight these topics when 

they approach and recruit candidates.  “Three years ago, we were running legacy applications. We 

are now taking a leading edge approach to implementing technology. People and major vendors 

want to be a part of it.  If we were not doing the things we are doing today, I have some highly 

qualified people who would not be as interested in working here.” 

 Hire Good Talent When They Are Available – Don’t Wait 

CDPHP recognizes that they can’t always plan for when a great cyber/IT candidate will become 

available, so they maintain flexibility in their hiring. When they see a great candidate, they move 

toward hiring them, knowing they can find a specific place in CDPHP to put them.   

 Allow Working Remotely 

With the limited pool of cyber workers in Albany, CDPHP is finding it helpful in recruiting to allow 

cyber workers to work remotely.  This is a benefit to local workers who don’t have to come into the 

office every day and enlarges the potential candidate pool to areas away from Albany. 

 Provide Career Paths & Education/Training To Develop 

Even as they prefer to hire cyber/IT workers with 5-7 years of experience, CDPHP has found that 

they can build a staff of qualified and loyal cyber/IT workers by offering developmental career paths 

and the necessary education and training to make the employees successful in their career at 

CDPHP.  “We think about the career path – what is the person going to do 3, 4 years from now? How 

can we educate and grow them?  When we bring in junior folks, we think about how they can fit into 

the organization longer-term so we can capitalize on the potential.  We focus on the individual – 

bring them on, train them so they can be productive as quickly as possible.” 

 Leverage/Support Local Colleges 

“We are talking to local colleges to see what they can do to help prepare the students for the jobs.  

We try to help the local colleges with their curriculum so they can deliver more experienced 

candidates before the get out in the world.” 

http://www.actiac.org/


Strengthening Federal Cybersecurity:  Best Practices for Recruiting, Developing and Retaining Cyber 
Workers in Government 

 American Council for Technology-Industry Advisory Council (ACT-IAC)  

3040 Williams Drive, Suite 500, Fairfax, VA 22031  

www.actiac.org ● (p) (703) 208.4800 (f) ● (703) 208.4805 

Advancing Government Through Collaboration, Education and Action Page 23 

 Train/build your cyber workforce in house 

We are starting to leverage a staffing model used by many Indian IT firms, hiring “Freshers” right out 

of college. Under this approach, we bring people on at a junior level, train them and create some of 

our own cyber security experts instead of trying to recruit skilled workers from the market.   

 Professional Organizations as Candidate Sources 

CDPHP has found success in participating in and recruiting from local professional organizations 

including ISACA (Information Systems Audit and Control Association), ISSA (Information Systems 

Security Association) and SIM (Society for Information Management).  This enables the expansion of 

social networks which is a critical tool for recruiting.  

Things to Avoid 

Hiring for technical expertise only - Don’t just look for technical skills – seek a balance of someone who 

takes accountability, cares about what they do, loves to learn and has a sense of humor. 

“No” people” – While CDPHP indicated that the role of the cyber staff is to mitigate and manage risk, 

they have found that there are some cyber experts whose immediate response to new initiatives or 

ideas is “no”.  CDPHP looks for people who understand that you need to conduct business and can’t just 

lock everything down.  IT, security and the business all work together and they look for people who get 

this and can be collaborative. 

The Results  

CDPHP was able to hire 40% (two of their five person cyber risk team with 20+ years of experience in risk 

and information security) at reasonable prices by searching for firms with situations where their 

experienced cyber workers would consider a move to CDPHP. 

References 

Neil Brandmaier – CDPHP – SVP and Chief Information Officer  

Tammy Rehm – CDPHP – Chief Information Security Officer 
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Chapter 2 - Best Practices in the Assessment of Cybersecurity Talent for Federal 

Positions 

The world’s leading private sector companies’ methods of attracting and assessing the nation’s best 

programmers, coders, developers, technical engineers and hackers for employment is through 

recruitment gamification via new innovative recruitment platforms.  Just some of the private sector 

companies using recruitment gamification to fill technical and cyber roles are: 

 

The federal government's biggest recruitment challenge and its most urgent priority is how to best 

identify, attract and assess candidates for cybersecurity positions in federal agencies.  

Federal agencies will continue to find it impossible to attract and assess the best cybersecurity talent via 

their traditional resume-based models of recruitment while every American company competes for that 

same scarce talent with newer and more attractive recruiting methods. 

We present an outline of key ways and means immediately available to the government to competitively 

assess the best and brightest cybersecurity talent. 

The gamification of recruitment unifies the best attraction strategy with the best assessment practices.  

It is now the quickest and the most effective means to find and assess the best and brightest 

programmers, developers, coders and hackers.  

Recruitment gamification exploits our innate competitive and curious natures, builds interactive 

communities of technical talent and employers, and allows employers to assess each candidate’s 
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suitability for immediate hire.  It is now an accepted norm for technical recruitment in the private sector 

and can be adapted for federal Competitive Service positions. 

For example, if the DHS & NIST co-sponsored National Initiative for Cybersecurity Education (NICE 

Framework) website was used as a central hub to build a federal government cybersecurity community, 

a recruitment gamification workflow may be illustrated like this: 

 

The management of the cybersecurity talent acquisition process is requires attention in every agency.  

Over the past five years, agency human resource programs have struggled to recruit technical talent 

including cybersecurity talent.  Net annual recruitment for all technical positions and cybersecurity 

talent (2210s) is negative and getting worse.  Using FedScope data, the chart below shows the number 

of annual new hires and separations in the federal government over the last five years. 
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Also, an age based analysis of the federal government’s technical workforce (2210s) – which includes its 

cybersecurity talent – shows it is aging too.  The graph below highlights the relative lack of younger 

talent in the federal workforce.  The lack of younger talent is a major cause for concern.  They often 

possess knowledge of new cybersecurity threats, protections, methods, and skills and they are the 

source of tomorrow’s program managers and leaders 

 

This analysis makes it very clear that the federal government needs to radically transform and improve 

the way it recruits cybersecurity talent.   

Key considerations for government leaders are: 

 Agency CIOs and their staffs must use the authorities provided by the Federal Information 

Technology Acquisition Reform Act to take full control of recruiting cybersecurity talent.  

 They must also use the authorities provided by OPM’s government-wide Direct Hiring Authority for 

cybersecurity talent (2210s at Grade 9+). 

 They must also work with OMB and OPM and use the modification to Title 5 recruitment law, as 

passed in the Competitive Service Act 2015, to accelerate government-wide recruitment of qualified 

cybersecurity talent. 

 Current methods of recruiting that do not adequately attract and assess the best and brightest 

cybersecurity talent should be dropped.  

 New recruitment gamification platforms should be deployed to attract and assess the nation’s best 

and brightest cybersecurity talent.  

Best Practices in the Assessment of Cybersecurity Talent for Federal Positions 

A candidate’s knowledge, skills, and abilities (KSAs) are the set of attributes required for a job.   

Knowledge is a body of acquired information related directly to an individual’s performance in the job.  

Skill is an observable competence for an individual to perform in the job.  Ability is an observable 

behavior influencing an individual’s performance or production efficiencies in the job.  Candidates 
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acquire KSAs through relevant experience, education, or training. All necessary KSAs related to 

cybersecurity positions  

The federal government classifies cybersecurity positions into 32 Specialty Areas (e.g. ‘Digital Forensics,’ 

‘Incident Response,’ ‘Data Administration,’ or ‘Information System Security Operations’).  The Specialty 

Areas are also grouped together into Categories (e.g. ‘Protect and Defend,’ ‘Operate and Maintain,’ or 

‘Oversight and Development’).  And in the performance of an individual’s cybersecurity work within any 

of the Specialty Areas, there are a standard set of already defined KSAs – each of which can be 

measured, tested, demonstrated, certified or validated as part of the assessment process. 

The steps or phases in the assessment process are critical to accurately testing the necessary KSAs 

belonging to any cybersecurity position.  In the example below, we illustrate the phases of the 

assessment process for some engineering types of roles (but note that coding skills are not necessarily 

required for every cyber position). 

Assessing the Best and Brightest Cybersecurity Talent 

There may not be a perfect set of interview questions to find A+ talent, but there is a basic flow the 

OCIO in federal agencies can use to maximize the efficiency of the screening process and end up with 

top tier cybersecurity professionals for any federal position.  

Phase 1 – Interview Yourself 

It may seem silly, but a lot of agencies skip this crucial pre-phase. Before you start interviewing people, 

you need to interview yourself about the role and its needs.  This is the responsibility of the OCIO. You 

need to ask yourself: 

What skills do you want? 

Why do you want those skills? Are they truly required? 

What will it take to get that skillset? 

Can you do without some of these skills? 

Many agencies ask the first question, but don’t sufficiently explore the second, third, or fourth. Once 

you have figured out phase one, then it’s time to move onto the next four phases of the assessment 

process. 

Phase 2 Knowledge Validation 

The Knowledge Validation Phase simply verifies that a candidate knows what they claim to know.  It’s 

asked under the assumption that people who have worked in a particular area of practice for a length of 

time should have learned this information. 
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For example, if you are recruiting for a position that requires system engineering skills, test candidates 

for those skills.  It sounds obvious, but multiple past studies (2007, 2012 and as recently as 20154) 

demonstrated that many applicants could not write simple programs.  You can screen applicants by 

asking them to solve a basic code challenge. The first challenge should be relatively easy.  Simple 

algorithm questions can help uncover what engineers can and can’t do.  Engineers who can’t complete 

basic algorithmic code challenges in an assessment would probably become less productive employees 

in the long run. 

 

Where to Use It 

These questions are best used during the introductory call in the hiring process.  The objective is simple: 

is this person’s resume represented accurately?  If someone can’t pass these basic litmus test questions 

about their own defined skill set then this is likely not a candidate you want to pursue further. 

 

Examples 

 Your resume states that you’ve been doing search algorithms for a while now; can you tell me how a 

binary search tree works? 

 I see you have five years writing in Java.  Given that, what does “finally” accomplish in Java code? 

 Based on your four years of Python scripting, can you tell me the difference between range and 

xrange? 

 

Where It Goes Wrong 

 

This approach can lead to false conclusions and loss of potential candidates if you only ask one question 

about their experience and don’t give them an opportunity to explain.  If the candidate answers the way 

you expect, great. If they don’t, give them a chance to follow up and explain why.  Their answer may 

justify their previous answer (or lack thereof). 

 

If you don’t test for computer science fundamentals, you risk hiring programmers who are only good at 

getting things done in the short-term, and optimizing the codebase is going to take a lot longer that it 

should.  They can put together decent code using APIs and build a glowing portfolio. But if you ask them 

why their program works the way it does, they’d see opaque black boxes.  It’s like they’re assembling 

parts together without a toolkit. 

 

                                                           
4
 https://blog.codinghorror.com/why-cant-programmers-program/, https://blog.codinghorror.com/how-to-hire-a-

programmer/, and 
http://www.thousandtyone.com/blog/EasierThanFizzBuzzWhyCantProgrammersPrint100To1.aspx 
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Testing for algorithms and data structures also tests for lifelong curiosity.  Engineers should be 

continually interested in keeping themselves up to speed, in revising the fundamentals and taking on 

intriguing programming problems. 

 

Caveat: Do you have the right answers? 

This sounds like a no-brainer, but you’d be surprised how many agencies get their own code challenges 

wrong.  CareerCup CEO Gayle McDowell, who frequently consults with tech agencies of all sizes on their 

hiring process said “When I’ve reviewed agencies’ question banks, about 10% of answers are wrong,” 

McDowell says. 

 

And it’s not a matter of carelessness or minor bugs in typing up the solutions.  The challenge designer 

genuinely believed their algorithm was right until they were proven wrong.  Take the time to ensure that 

100% of your answers are correct.  Otherwise, you’ll turn away strong candidates who were actually 

answering the question right. 

 

Phase 3 – Coding and Problem Solving Skills 

Agencies can’t rely solely on general computer science questions to hire for every role.  The coding 

challenges you select need to be appropriate for the role being filled.  The questions in this phase should 

not be exceedingly difficult, but they should provide some insight into a candidate’s coding and problem 

solving aptitude.  They won’t help distinguish whether a candidate is just qualified or exceptional, but 

they help advance the process.  For a backend candidate, you might give them a problem where they 

need lists, sets, and hashmaps, and make sure they use the right structure at the right time.  For a front-

end candidate, a good question might be to ask them to do some basic DOM5 manipulation.  These 

could be 10-20 line programs, but they’ll still reveal a lot about what the person can and cannot do.  

 

Where to Use It 

These questions usually take place during a longer interview and offer the best insight into a candidate 

when paired with real-time coding challenges.  An important note about this phase (and subsequent 

phases), is that every role is different, and for entry level roles, passing just phase one and phase two 

may be enough to qualify someone for a position. 

 

Examples 

 Write code to rotate a matrix by 90 degrees. 

 Given a number and an array of integers, write code to check if the number is the mean (average), 

median (middle), or mode (most common number). It could be all of these or none of them. 

 

                                                           
5
 Document Object Model 
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Where It Goes Wrong 

 

One flaw to avoid is that some coding questions may be so generic that the candidate has memorized 

them without actually understanding the workflow.  That’s why it is always best to ask a few of these 

basic questions to make sure they can actually assess the problem and write code to solve it.  

 

This phase can also go wrong when the hiring team puts too much or too little value on it.  For example, 

if you’re seeking an entry-level position, then passing this phase could be enough.  Alternately, if you’re 

looking for a highly specialized position, then errors in this phase should be a strong indicator that the 

candidate isn’t ready.  Thus, be sure to grade the candidate’s performance against the role. 

 

Caveat: Are your algorithm challenges challenging enough? 

When it comes to algorithm code challenges, McDowell estimates that if 5% of your candidates instantly 

know the solution to your question, then it’s likely to be too easy.  Easy challenges cluster the mediocre 

and the great, which of course makes identifying great developers very difficult.  Your challenge should 

be hard enough to separate the average from the top.  

 

Phase 4 – Knowledge Depth 

These questions really challenge a candidate’s depth of knowledge on a particular skillset.  While 

intelligence-based challenges on a recruitment gamification platform are the best predictors of success, 

there’s one major differentiator between novice and an expert -and it’s not the years of experience6.  

Rather, it’s how deeply can you think about problems?    

 

The questions might have candidates explain, in depth, how a specific technology works. In fact, using 

the word “question” here is even a bit misleading.  This should be an interactive challenge that 

transcends more than just a list of questions that the candidate can get right or wrong.  The hiring 

manager should know (with ease) whether this candidate has a deep enough skillset or not after these 

challenges on the recruitment gamification platform. 

 

Where to Use It 

For roles that aren’t entry level, it’s best to explore the specific skillset that will help a candidate excel in 

a role that requires specific expertise.  But, these questions should be used when you truly need a 

specialist.  For example, you’re building a new system and need someone who knows how to architect a 

scalable system or you’re building a mail application and need someone who really knows anti-spam 

algorithms. 

 
                                                           
6
 http://www.forbes.com/sites/vivekravisankar/2015/09/29/techs-loophole-in-years-of-

experience/#5b16d3535923  

http://www.actiac.org/
http://www.forbes.com/sites/vivekravisankar/2015/09/29/techs-loophole-in-years-of-experience/#5b16d3535923
http://www.forbes.com/sites/vivekravisankar/2015/09/29/techs-loophole-in-years-of-experience/#5b16d3535923
http://www.forbes.com/sites/vivekravisankar/2015/09/29/techs-loophole-in-years-of-experience/#5b16d3535923


Strengthening Federal Cybersecurity:  Best Practices for Recruiting, Developing and Retaining Cyber 
Workers in Government 

 American Council for Technology-Industry Advisory Council (ACT-IAC)  

3040 Williams Drive, Suite 500, Fairfax, VA 22031  

www.actiac.org ● (p) (703) 208.4800 (f) ● (703) 208.4805 

Advancing Government Through Collaboration, Education and Action Page 31 

Examples 

These questions might sound like phase 1 and 2 questions, but the conversation surrounding them will 

be much deeper and open-ended. 

• Explain how to use Map Reduce, where you’d use it, and how it’s implemented. 

• Explain how garbage collection works in Python. 

Other examples of open-ended questions critical to test seniority-level and leadership skills: 

 How do you build search for Gmail? 

 Describe to me some bad code you’ve read or inherited lately. 

 When do you know your code is ready for production? 

 

Where It Goes Wrong 

 

Mistakes are made when technical people run straight into the how we build something instead of 

challenging what the right thing to build is and asking the customer facing questions on what success 

looks like.   

 

This most often goes wrong when you didn’t actually need a specialist and now you’ve unfortunately 

disqualified candidates who could have succeeded in the job.  If performance expectations in other 

lower priority areas are too high, then you’ll struggle with hiring because no candidate will be good 

enough.  But, if you do need a specialist then you should never waver in these areas if a candidate’s 

answers to these questions are inadequate.  

 

Caveat: Are your problem statements detailed and tailored to your agency and the role? 

Problem statements can be incredibly daunting, but for senior engineers, this should be a telling 

challenge.  Engineers who can identify the right sub-problems, solve smaller problems and then merge 

them together are more likely to be successful as leaders in your organization. 

 

These larger principles of being able to break things down, spot patterns and attack problems 

systematically are crucial for any senior engineer.  The more tailored and specific the problem 

statements are to your industry, the higher the chances of high-quality candidates completing code 

challenges as part of their application. 

 

We compared two similar agencies’ challenges—one with a generic problem statement and another 

with a more tailored challenge.  We saw a nearly 10% higher completion rate with the latter.  Even 

anecdotally, we consistently see this direct correlation time and time again.  

 

Candidates are more drawn to and interested in challenges themed to your mission versus generic, cold 

challenges.  VMware, for instance, created a host of very detailed, complex problem statements that 

delved deep into virtualization (see VMWare case study that follows).  For example, the Logical Hub 
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Controller problem is richly tailored to a typical virtualized datacenter problem they grapple with daily.  

By replacing resumes with tailored code challenges for two years, VMware: 

 Saved VMware engineers 100+ of hours per quarter by only calling candidates who passed the 

code challenges 

 Increased the success rate for candidates who come onsite (compared to manual resume 

screenings). 

Phase 5 – Finding the Best and Brightest 

At this stage, candidates have met or exceeded expectations and they would probably be a good hire.  

But, hiring a great engineer (versus a good engineer) can sometimes make a huge difference in an 

agency’s performance to meet its mission.  If you hire an engineer that gives your technical solution 20% 

more load efficiency, they may help the agency a little.  But, hire an engineer that can re-architect a 

website to support 1,000% more traffic and they can make major contributions. 

Where to Use It 

These questions should mix skill with creativity and they should be something no candidate could have 

easily prepared for nor simply regurgitate.  They should help identify creativity, out-of-the-box thinking, 

and an ability of the candidate to examine a complex problem that they may not be familiar with, 

brainstorm something clever, and clearly articulate the solution. 

 

Examples 

 Our agency is designing a lottery website.  To simulate the lotto ball selection, design an algorithm 

to return a random node from a binary tree, such that all nodes are equally likely to be returned and 

also explain how you would safeguard this algorithm from outside tampering. 

 We’re launching a new social media engine.  Design a system with TinyURL functionality that 

truncates a link to 12 characters (not including http://) but includes at least one dictionary word 

from the original URL that is shorter than six characters. 

 A new initiative to reduce our cloud storage space has been green lit.  Design a system that takes in 

files from millions of users which both minimizes the amount of storage used and maximizes file 

redundancy. 

 

Where It Goes Wrong  

Many agencies attempt to do this but end up making one crucial error by judging the answer in terms of 

“right or wrong” instead of evaluating the creativity of the answer.  Maybe their thought process was 

brilliant but their exact solution (from a code perspective) would need adaptation.  Don’t be so stringent 

on the ‘code’ side that you disqualify a programmer who can think creatively and express his ideas 

articulately.  This phase is definitely the hardest to get right but it’s always worth its weight when done 

properly. 
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In Summary 

Conducting assessments accurately and efficiently is one of many critical aspects of hiring the best and 

brightest fastest.   

 

This five phase approach in the assessment phase will help improve the hiring process to identify the 

best cybersecurity talent. By defining what is needed in advance and following this approach, agencies 

can identify the strongest candidates to select from at the end of the process. 

 

Deploying the best recruitment gamification platform will make assessments of the nation’s best and 

brightest cybersecurity professionals easy.  

 

Key points: 

 The OCIO must use the authorities provided by FITARA and OPM’s government-wide Direct Hiring 

Authority for Cybersecurity talent (2210s at Grade 9+) to take full control of recruiting cybersecurity 

talent. 

 Abandon status quo methods of recruiting that do not adequately attract and assess the best and 

brightest cybersecurity talent.  

 Deploy new recruitment gamification platforms to attract and assess the nation’s best and brightest 

cybersecurity talent.  

 OMB and OPM must use the modification to Title 5 recruitment law, as passed in the Competitive 

Service Act 2015, to accelerate government-wide recruitment of cybersecurity talent. 
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Case Study - VMware Saves 75% Screening Time Using a Recruitment Gamification 

Platform for Assessments 

Company – VMware 

Big Cybersecurity Assessment Idea 

By reducing the time needed for phone screen interviews, the recruitment gamification platform makes 

the entire organization more effective, so engineers can focus on building great products and recruiters 

can recruit strategically. 

Their Story 

Founded in 1998 and based in Palo Alto, VMware is an industry-leading virtualization software company 

that helps companies streamline IT operations. By virtualizing infrastructure—from the data center to 

the cloud to mobile devices—VMware helps IT deliver services from any device.  A pioneer in the field, 

VMware was the first company to successfully virtualize the x86 architecture and has an ongoing and 

urgent need to attract cutting-edge engineering talent. 

Their Goal  

Hire IT professionals.  

Their Challenge 

VMware’s event-driven recruiting team consists of nine recruiters who manage targeted, global 

recruiting campaigns to identify talent with solid computer science fundamentals.  The group manages 

around twenty events per year by soliciting potential candidates through a variety of channels, including 

email, mail, and phone campaigns. 

Successful and well-received, the events net a total of about 10,000 applicants per year and account for 

approximately 13% of VMware’s hiring today.  The event-driven recruiting model was already more 

efficient and faster than the standard recruiting model.  However, the team thought they could optimize 

even more.  The recruiters typically reviewed roughly 2,000 resumes from each event, narrowing those 

down to an applicant pool of 400 to 500 candidates.  The bump in the process was the next step: a 

phone screen.  This time-consuming process required 20 senior engineers as phone screeners to narrow 

the applicant pool down to 50 over 5 weeks. 

 

After trying a number of other solutions to optimize their phone screening, VMware decided to try the 

recruitment gamification platform based on positive feedback they had heard from their peers. 

 

http://www.actiac.org/


Strengthening Federal Cybersecurity:  Best Practices for Recruiting, Developing and Retaining Cyber 
Workers in Government 

 American Council for Technology-Industry Advisory Council (ACT-IAC)  

3040 Williams Drive, Suite 500, Fairfax, VA 22031  

www.actiac.org ● (p) (703) 208.4800 (f) ● (703) 208.4805 

Advancing Government Through Collaboration, Education and Action Page 35 

Their Solution  

The recruitment gamification platform is a single solution that streamlines technical recruiting.  With a 

rapidly growing community of over 1 million active programmers, the goal is to replace time-consuming 

outreach efforts of the past with an innovative forum that connects companies with top tech talent. 

In October 2013, VMware’s event recruiting team adopted the solution to replace the bulk of the phone 

screens with the recruitment gamification platform’s assessment challenges posted on the company’s 

career site.  Candidates take the challenges earlier in the hiring process and test results are 

automatically evaluated and scored by the recruitment gamification platform.  The recruiters get 

automated stack ranked profiles and are now able to get a better idea of the skills and qualifications of 

applicants earlier in the process, increasing the chances of finding top programming talent. 

The Results  

Before they had access to the recruitment gamification platforms assessment function, the team was 

able to conduct roughly 250 phone screens per event.  Now, 400 to 600 candidates or 100% more 

candidates take the recruitment gamification platform assessments, opening up the candidate pool 

considerably. “[The recruitment gamification platform] has actually allowed us to look for diamonds in 

the rough that our old process didn’t give us the time or resources to look for”, said VMware’s senior 

staffing manager, Mathias Connot. 

Enhanced candidate experience: Applicants appreciate the recruitment gamification platform 

assessment process more than traditional phone screens, which is one way VMware is offering a 

better, more engaging experience.  Additionally, using the recruitment gamification platform 

features, the recruiting team can conduct real-time coding interviews over video chat that allow 

them to better understand an individual’s programming skill level, greatly reducing the need for 

follow-up phone screens with the candidates.  

Reduced screening time: In addition to increasing their chances of finding top talent, a significant win 

for VMware has been freeing up creative time for the company’s top software engineers. “Before, 

we needed 20 software engineers to conduct an average of 4 phone screens per week,”—a task that 

pulled each engineer away for roughly 3 hours a week.  Now, VMware’s engineers need only 45 

minutes per week to screen candidates.  “By going from 3 hours to 45 minutes a week, we are giving 

the business back 75% of screening time. Annually, we are saving ~2250 hours or 1 engineer’s time 

for every 10 - 15 hires we make.” 

The Major Benefit: Saved 18,000 Hours of Company Worktime  

The recruitment gamification platform returns roughly 18,000 hours a year to the company to devote to 

other creative business endeavors. 

Reference 

Mathias Connot, Senior Staffing Manager  
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•Public service – Your country truly needs you (there is a 

shortage of cyber experts across most agencies and 

military branches). 

•Superhero status – Security professionals take down 

drug runners, mobsters, rogue governments and 

terrorists. 

•Long-term employment – A career in a government 

agency or the military can last for decades. 

•Good benefits – Military branches try to take care of 

their servicemen and women, and federal workers also 

enjoy important benefits. 

•Intensive job training – The military, as well as civilian 

agencies, are likely to offer in-depth job training.  

Workers always have the option to move across federal 

agencies, or switch to the private sector if they like, 

(after completing service requirements, if military). 

•Cachet – Workers will enjoy the opportunity for public 

service, supporting important agency missions like 

NASA, the National Weather Service, or the FBI.  

Adapted from Cyberdegrees.org 

WHY BECOME A FEDERAL  
CYBER WORKER? 

Chapter 3 - Alternative Recruiting: Attract Cyber Workers 

 

Finding and assessing potential cyber workers are both major challenges, as described in the preceding 

chapters of this report.  Similarly, attracting these workers to the federal workplace involves another set 

of important challenges.  CyberDegrees.org provides a list of factors that can attract cyber workers to 

government service.  A key attractor can be that cyber defense and protection in federal agencies has an 

implicitly valuable purpose for all American 

citizens.  Preserving personal information 

repositories, abundant in the federal sector, are 

of immense value to our country.  And 

safeguarding large IT systems that involve 

healthcare, social services, and law enforcement 

directly affects the security of our nation.  As 

noted in a report by Raytheon, 28% of 

Millennials are more likely to choose a career 

that makes the Internet safer.  However, 

Millennials appear to have limited understanding 

of what a cyber career involves. 

Advice for Cyber Leaders and HR 

Professionals 

Chief Information Security Officers (CISOs) and 

other federal IT leaders are discouraged and 

frustrated with current methods used to hire, 

develop, support, and retain cyber workers 

within the Federal government.  On the other 

hand, HR professionals are enmeshed in a 

complex set of statutes and regulations, which 

directly impact the speed of hiring, once 

managers identify a cyber recruit.  Virtually all 

cyber workers will require a stringent security 

clearance, which is a difficult and extremely 

time-consuming process.  Although a number of 

hiring flexibilities are available, in-depth knowledge of which flexibility to use and how to use it can be 

challenging, especially for IT leaders not versed in HR “jargon.”  Conversely, federal HR professionals are 

not generally well informed about the extreme challenges inherent in cyber recruitment and retention, 
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which creates additional difficulties in communications with IT leadership and ultimately affects the 

government’s ability to attract this specialized workforce.  The first step should be to enhance a shared 

understanding about the nature of the cyber work, between IT and HR, and determine specific steps to 

reduce the time to hire while attracting quality cyber workers.  The case studies below provide 

strategies to build understanding across IT and HR leadership, and provide a path for successfully and 

rapidly attracting the best possible cyber workers. 
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Case Study – The National Cyber Workforce Framework (NCWF) 

Organizations – National Institute of Standards and Technology (NIST, Department of 

Commerce), the Department of Homeland Security (DHS), the Department of Labor 

(DOL), and the U.S. Office of Personnel Management (OPM) 

Their Story 

Hiring managers and HR professionals require an in-depth understanding of the varied jobs, job tasks, 

competencies, and skills needed for strong cyber workforce.  The National Institute of Standards and 

Technology (NIST) has partnered with the Office of Personnel Management, the Department of 

Homeland Security (DHS), and the Department of Labor (DoL) to create the National Cyber Workforce 

Framework.  Application of the Framework enables both the federal and commercial sectors to describe 

and design HR processes, resulting in increased consistency and transparency for both the cyber 

function and the types of workers required to execute against the function.  

The National Cybersecurity Workforce Framework (Workforce Framework) is a national resource that 

categorizes and describes cybersecurity work.  It provides employers, employees, educators, students, 

and training providers with a common language to define cybersecurity work as well as a common set of 

tasks and skills required to perform cybersecurity work.  Through the process of identifying the 

cybersecurity workforce and using a standard set of terms, organizations are best positioned to educate, 

recruit, train, develop, and retain a highly-qualified workforce.  

 

In 2014, the U.S. Department of Homeland Security led development of the updated Workforce 

Framework, which includes input from across the private sector, academia, and government.   

Their Goal  

This set of federal agencies collaborated to devise a common set of tasks and skills, as well as a shared 

lexicon, to define cybersecurity work. 

Their Challenge  

The challenge was to work collaboratively to meet occupational requirements organized in differing 

ways, capture the current state of cyber work requirements as the field continues to evolve, and enable 

useful consistency across the public and private sectors through a framework flexible enough to meet 

differing work definition needs. 

Their Solution  

The Workforce Framework provides a common language to describe cybersecurity work regardless of 

organizational structures or job titles.  It organizes cybersecurity work into Specialty Areas (there are 32, 

http://www.actiac.org/
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including Specialty Areas such as Incident Response and Data Administration).  Similar Specialty Areas 

are grouped together and referred to as Categories (there are 7 Categories).  

For each Specialty Area, the Workforce Framework provides a standard set of required tasks and 

knowledge, skills, and abilities (KSAs).  This information provides organizations (and those developing 

cybersecurity teams within an organization) with an additional level of detail around what types of 

education, training, certifications and skills it takes to perform the various types of cybersecurity work. 

The Results 

The Workforce Framework is meant to be flexible and organizations should use it as a guide to fit their 

specific needs. Some examples include: 

 Standardize how positions are managed and described by populating position descriptions with 

Tasks and KSAs from the Workforce Framework. 

 Incorporate Tasks and KSAs into job advertisements to attract candidates who can perform needed 

job functions. 

Reference 

National Initiative for Cybersecurity Careers and Studies (NICCS) at https://niccs.us-cert.gov/7 

  

                                                           
7
 http://csrc.nist.gov/nice/framework/ 
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Case Study – DHS Push-Button Position Descriptions (Push-button PD) 

Organization – Department of Homeland Security (DHS) 

Big Cybersecurity Recruitment Idea 

Improve recruitment by creating a joint method for Cyber Hiring Managers and HR professionals to 

collaborate effectively. 

Their Story 

Cyber hiring managers are frequently frustrated by the time it takes to hire new workers, and the 

mismatch between applicants and the job requirements.  Similarly, HR professionals struggle to 

understand the complexities of cyber work, which in many ways is a new challenge in relation to current 

classification standards. The result was miscommunication, vacancy announcements that did not 

adequately reflect the position, and serious delays in identifying and hiring high quality job candidates. 

Their Goal  

Their goal was to develop a new method for defining job requirements, through an automated process, 

increase a shared understanding of the process and requirements, and more quickly obtain high quality 

job candidates.  

Their Challenge  

Their challenge was to overcome mistrust, develop a system that would easily accomplish the complex 

task, and widely promote application of the new method. 

Their Solution  

The DHS CMSI PushButtonPD™ is a self-contained, Excel Macro workbook capable of drafting a Federal 

Position Description (PD) and its associated Human Resource (HR) forms without extensive training; 

shortening the current process from weeks/days to days/hours. It is designed to present language from 

multiple authoritative sources and standards for duty, task, and KSA (knowledge, skills, and abilities); 

rapidly capture the position requirements; and present them in a package that can be easily integrated 

into the agency’s current HR processes; and also capable of local customization without tech support.  

The Results  

Successfully applied in DHS, recognized with the ACT-IAC Igniting Innovation Award, and currently made 

available for federal-wide pilot under OMB Memorandum 16-04. 

Reference 

Renee Forney, DHS Executive Director, CyberSkills Management Support (now Deputy CIO, U.S. 

Department of Energy) 
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Case Study – Federal Hiring Authorities for Cyber Workers 

Organization – U.S. Office of Personnel Management 

Big Cybersecurity Recruitment Idea 

Provide special authorities to increase ease of hiring.  Improve recruitment by creating a joint method 

for Cyber Hiring Managers and HR professionals to collaborate effectively. 

Their Story 

As the federal government’s personnel management agency, OPM has direct experience with cyber 

hiring managers who are frequently frustrated by the time it takes to hire new workers and barriers in 

the HR hiring process.   

Their Goal  

OPM’s goal was to identify special authorities available to cyber hiring managers, and make both CIOs 

and CHCOs fully knowledgeable about these authorities.   

Their Challenge  

OPM’s challenge was to balance flexible hiring methods with Merit System requirements. They were 

also faced with the challenge of communicating these flexibilities to both the HR professional and the IT 

hiring manager. 

Their Solutions 

In November 2015, OPM issued a comprehensive memorandum detailed a variety of hiring flexibilities, 

including: 

 

 Government-wide Direct Hire Authority for Information Technology Management (Information 

Security and Cybersecurity), GS-2210-09 through GS-2210-15; 5 U.S.C. 3304(a)(3), 5 CFR part 337; 

https://www.opm.gov/policy-data-oversight/hiring-authorities/direct-hire-

authority/#url=Governmentwide-Authority 

  

 Government-wide Schedule A Excepted Service Hiring Authority to make temporary appointments 

for positons related to the Smarter IT Delivery Initiative positions. 5 U.S.C. 1302, 3301, 3302, and 5 

CFR 213.3102(i)(3) and 302; https://www.chcoc.gov/content/smarter-it-delivery-schedule-hiring-

authority 

  

http://www.actiac.org/
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 Experts and Consultants Appointments to perform temporary or intermittent expert or consultant 

work; up to GS-15, Step 10. 5 U.S.C. 3109, and 5 CFR part 304 

  

 Details within and between agencies for up to 120 days.  5 U.S.C. 3341, 5 CFR part 300 subpart C; 31 

U.S.C. 1535.  See also 64 Comp. Gen. 370.  

  

 Senior Executive Service (SES) Details/Temporary Assignments to state/local governments and 

educational institutions.  (See Intergovernmental Personnel Act (IPA) Details below.) 

  

 Senior Executive Service (SES) Reassignment/Transfer/Detail of career appointees and 

Reinstatement of former career SES appointees.  5 CFR 317 subparts G and I. 

  

 Senior Executive Service (SES) Noncompetitive career SES appointment of Qualifications Review 

Board (QRB) certified SES Candidate Development Program (SESCDP) graduates.  5 CFR 412 subpart 

C. 

  

 Pathways Programs for cybersecurity students and recent graduates (includes Internship, Recent 

Graduates and Presidential Management Fellows (PMF) Programs) 

  

 PMF- STEM Track was created to address the STEM skills gap and help identify and train future 

STEM leaders for the Federal Government. The PMF STEM track uses the PMF Schedule D Hiring 

Authority to appoint STEM advanced degree recipients to two-year fellowships that can lead to 

permanent Federal employment. E.O. 13562, 5 CFR part 213 and 

362;https://www.opm.gov/policy-data-oversight/hiring-authorities/students-recent-graduates/ 

  

 Intergovernmental Personnel Act (IPA) Details from local/state governments and educational 

institutions. 5 U.S.C. 3371-3375, and 5 CFR part 334; https://www.opm.gov/policy-data-

oversight/hiring-authorities/intergovernment-personnel-act/#url=Provisions  

 

The Results  

There is widespread use of these authorities throughout the Government.  However, greater skill and 

knowledge of how to apply these flexibilities is needed by both Cyber Hiring Managers and HR 

professionals.   

Reference 

https://www.chcoc.gov/content/cybersecurity-hiring-pay-and-leave-flexibilities 
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Case Study – Hiring Incentives for Federal Cyber Workers 

Organization – U.S. Office of Personnel Management 

Big Cybersecurity Recruitment Idea 

OPM has prepared information describing available incentives to increase attractiveness of job offers, 

particularly focused on attracting new cyber workers. 

Their Story 

As the federal government’s personnel management agency, OPM has supported a variety of incentives 

to improve federal hiring.  Many of these incentives are provided through statute and regulation, and 

are most suitable in providing incentives in recruiting cyber workers. 

Their Goal  

OPM’s goal was to provide information about incentives directly applicable to increasing the 

attractiveness of job offers to potential candidates, and make both CIOs and CHCOs fully knowledgeable 

about these incentives.   

Their Challenge  

OPM’s challenge was to provide a wide variety of incentives, since some require significant levels of 

financial investment and not all federal agencies have significant budget to provide these incentives.   

Their Solution  

In November 2015, OPM issued a comprehensive memorandum detailed a variety of available 

incentives, including: 

 Government-wide Special Rates for entry and developmental level Computer Engineers, Computer 

Science Specialists, and Information Technology Management Specialists.  See the Special Rates 

main page for more information.  5 U.S.C. 5305 and   5 CFR part 530, subpart C.  

  

 Recruitment Incentive or Relocation Incentive up to 25 percent of basic pay for hard-to-fill 

positions multiplied by the number of years in the service agreement (up to 4 years).  See Incentives 

Fact Sheet Index for more information.  5 U.S.C. 5753 and 5 CFR part 575, subparts A and B. 

  

 Retention Incentive for highly-qualified employees or employees filling a special agency need that 

are likely to leave the Federal service, up to 25 percent of basic pay for an individual or 10 percent 

for a group.  See the Retention Incentive fact sheet for more information.  5 U.S.C. 5754 and 5 CFR 

http://www.actiac.org/
http://apps.opm.gov/SpecialRates/Index.aspx
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part 575, subpart C. 

  

 Superior Qualifications and Special Needs Pay-Setting permits agencies to set a new General 

Schedule (GS) employee’s pay above Step 1 (up to Step 10), because of the employee’s superior 

qualifications or the agency’s special need of the candidate’s services.  See the Superior 

Qualifications and Special Needs Pay-Setting Authority fact sheet for more information.  5 CFR 

531.212. 

  

 Maximum Payable Rate permits agencies to set pay at a higher than normal GS rate (not to exceed 

Step 10), based on the employee’s pay in another Federal job. See the Maximum Payable Rate Rule 

fact sheet for more information.  5 CFR 531.221-223. 

  

 Federal Student Loan Repayment Program permits agencies to repay up to $60,000 of a candidate’s 

or current employee’s Federally-insured student loans as a recruitment or retention incentive.  See 

the Student Loan Repayment fact sheet for more information.     5 U.S.C. 5379 and 5 CFR part 537. 

  

 Creditable Service for Annual Leave Accrual for Non-Federal Work Experience and Experience in 

the Uniformed Service permits agencies to grant higher leave accruals based on non-Federal and 

military experience for hard-to-fill positions.  See the Creditable Service fact sheet for more 

information.  5 CFR 630.205. 

 

The Results 

These incentives are valuable alternatives for Cyber Leaders to use in hiring federal cyber workers.  The 

most substantial impediment that agencies face is insufficient resources to implement this option, as 

needed. 

Reference 

https://www.chcoc.gov/content/cybersecurity-hiring-pay-and-leave-flexibilities 
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PROMISING PRACTICE:  Devise and Implement an Alternative Personnel System for 

the Federal Cyber Workforce 

 

The Challenge  

In this report, we have enumerated difficult challenges with managing the federal cyber workforce, and 

provided possible solutions based on proven practices.  However, overall, the inability to recruit 

effectively, offer competitive salaries, ensure appropriate advancement, and retain top performers 

inhibit attracting and retaining cyber workers.  Although the best practices we have shared are a good 

starting point, it is likely time to consider a more comprehensive HR solution to address these 

deficiencies through a systematic approach to cyber workforce management. 

The Concept 

The Office of Personnel Management defines Alternative Personnel Systems as “a commonly accepted 

term for the host of personnel systems generally outside of the competitive civil service designed to 

address longstanding issues in Federal agencies, such as strengthening performance management and 

updating position classification and competitive compensation. 

The Goal  

An Alternative Personnel System (APS) for the cyber workforce could be designed to achieve address 

improvements in the following HR policies and practices.  FederalDaily.com well describes the variety of 

enhancements which an APS can provide: 

 qualification requirements, recruitment, and appointment to positions;  

 classification and compensation;  

 assignment, reassignment, or promotions;  

 disciplinary actions;  

 providing incentives. 

The overall goal for establishing a Cyber Workforce APS will 

be to improve the recruitment, management, and retention 

of cyber workers. 

The Solution  

There are a variety of situations where Alternative Personnel 

Systems exist.  One likely analog for a Cyber Workforce APS is 

the DoD Civilian Acquisition Workforce Personnel 

Demonstration Project (AcqDemo).  The purpose of the 

http://www.actiac.org/
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AcqDemo project is to demonstrate that the effectiveness of DoD acquisition can be enhanced by 

allowing greater managerial control over personnel processes and functions and, at the same time, 

expand the opportunities available to employees through a more responsive and flexible personnel 

system.  This project not only provides a system that retains, recognized, and rewards employees for 

their contributions, but also supports their personal and professional growth. 

To undertake this major change initiative, the following would need to take place: 

 Approval or mandate by the Congress, or by the Office of Personnel Management through its 

Demonstration Project authority under the Civil Service Reform Act of 1978. 

 A well designed HR framework, which could include elements such as those found in AcqDemo: 

o Simplified Accelerated Hiring 

o Contribution-based Compensation Appraisal System 

o Modified Appointment Authority 

o Similaried Classification System 

o Academic Degree and Certification Training 

o Expanded Candidate Selection Process 

o Broadbanding 

o Simplified, modified Reduction in Force (RIF) 

o Sabbaticals 

o Voluntary Emeritus Program 

 Wide-spread involvement of OPM, agencies, cyber leaders, and HR professionals in the framework 

design 

 A robust change management initiative which would phase implementation across agencies, and 

over an appropriate period of time. 

The Anticipated Results  

A better managed, trained, and effective cyber workforce, operated so that there is a level playing field 

for all federal agencies, with none possessing disproportionate advantages through greater flexibilities 

in attracting and retaining cyber workers. 

References 

U.S. Office of Personnel Management; A Status Report on Demonstration Projects and Other 

Performance-Based Pay Systems. December 2007.  

FederalDaily.com. Chapter 8, Section 7: Alternative Personnel Practices 

https://federalsoup.com/Articles/2012/02/19/C08S07-Alternative-Personnel-Practices.aspx 

Department of Defense; AcqDemo Home page; http://acqdemo.hci.mil/index.html 
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Chapter 4 - Standards: Combatting Cyber Attacks with Organizational 

Competence 

“It’s the great irony of our Information Age – the very technologies that empower us to create 

and to build also empower those who would disrupt and destroy. And this paradox – seen and 

unseen – is something that we experience every day.” 

- President Barack Obama 

In order to professionalize the Cyber workforce, it’s imperative for private and public sector 

organizations to first educate their employees on the real business case driving this Cyber Workforce 

Optimization effort.  

According to Adam Sodowick, President, NYSE Governance Services, “all cyber vulnerabilities begin and 

end with human error.”  Whether its origin is a lack of training, “a sense of ambivalence, or in some 

cases, malice”, Mr. Sodowick suggests that all organizations must establish a “culture of responsibility so 

that all levels of employees work together to maintain vigilant practices to mitigate cyber risks.”8 

Dell Inc. recognizes this vulnerability and has created a “culture of security” highlighted within its 

company white paper – “The Human Side of IT Security”.  

Private and public sector organizations are beginning to realize that even with all the firewalls and 

security measures that are in place, the real issue according to PWC’s Global Economic Crime Survey is 

Strategy, Human Capital and Process.9 

The Business of Cyber Bad Guys 

Cyber-attacks are highly profitable for some, and increasingly costly for others. Some reports place the 

average costs of a cyber breach at $5 million, while other trusted sources like the Ponemon’s Cost of 

Cybercrime Report from 2015 cite the average cost of a cyber-attack on a US-based company is $15.4 

million; a 19% increase from last year’s figure.10 

As most employees are becoming more educated on the breach types, the challenge is that their 

knowledge has a shelf life as breach types are fluid; new vulnerabilities emerge daily.  Much like the 

ongoing battle between beavers and bodies of water, every time IT security personnel patch one leak, 

the bad guys find another path of lesser resistance.  

According to the Verizon 2016 Data Breach Investigations Report (DBIR), most of the threat actors on 

public and private networks are still penetrating networks from the outside, vs. those known or 

                                                           
8 Navigating The Digital Age – The Definitive Cybersecurity Guide for Directors & Officers - Published by Caxton 2015 
9 Global Economic Crime Survey – Published by PwC 2014 
10

 Cost of Cyber Crime Study - Published by Ponemon 2015 
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unknown insider threats.  The leading threat actions are Malware, Hacking and Social Phishing. 

However, with so many entry points for bad guys to take advantage of, “the time to compromise is 

almost always days or less, if not minutes or less.”11 

Therefore, what makes cyber so costly is not the ‘Time to Compromise’, rather the ‘Time to Discover’. 

The DBIR report cited that 66% of cybercrimes are not detected for at least six months.  This has led to 

some estimates as high as $1 trillion worth of intellectual property that has been compromised 

worldwide, which most likely doesn’t take into account the costs associated with personal information 

theft as a result of the original organizational data breach.  

The FBI cites that the 19-most wanted cyber criminals are each INDIVIDUALLY responsible for bilking 

between $350,000 and $100 million.12 

In summary, the motivations behind most cyber-attacks are principally twofold – financial gain and 

espionage.  These risks to both government and private enterprise employees are becoming increasingly 

difficult to mitigate with simply technology solutions. 

A Risk Management Problem 
Cyber security has proven to cause financial, reputational and even physical harm.  When breaches 

occur, those in positions of authority to protect the organization are vulnerable to career-threatening 

actions from their employer or the market.  Cyber security therefore, is more of an issue of risk 

management related to your business strategy, human capital and operational processes.  Given the 

complexity of this challenge, it’s why the prevailing consensus of most organizational leaders that cyber 

security becomes a core competence for the majority of employees within an organization, then 

reinforced and embodied within their organizational culture. 

Any risk to an organization that doesn’t discriminate between senior executives or front line employees 

must be communicated routinely to all employees to help mitigate the threat.  As severe weather, fire 

hazards and suspect visitors all have emergency procedures, cyber defense shouldn’t be treated any 

differently given the costs associated with cyber-attacks.  Cyber security is not yet well understood 

within technical communities, therefore, non-technical communities are now investing time and effort 

to professionalize this discipline for themselves as well.  This training is extending to Senior Executives, 

Board Members and front line employees.  

As insurance companies have known for years, total protection is a myth – regardless of how much an 

organization spends on technology to prevent the known and unknown.  If an organization spends 

nothing to protect itself from the Cyber Bad Guys, their vulnerability is essentially infinite. However, 

                                                           
11 2016 Data Breach Investigations Report 

Published by Verizon 2016 
12

 www.fbi.gov/wanted/cyber 
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spending infinitely to protect itself from all known and unknown Cyber Bad Guys is not a viable option 

either.  

Human Capital can easily digest system complexity, enterprise to enterprise connectivity and technology 

investments and know that vulnerabilities exist within each.  But how one measures that risk is an 

acquired skill set.  All employees must be trained to evaluate their operations through the lens of a Risk 

Manager. Risk Management is often expressed by the multiplier of Vulnerability, Threat and Asset 

Value.  Therefore, every employee should be trained to ask themselves in every situation –  

1. Am I creating a Vulnerability for myself, my network or my organization with this action? 

2. What potential Threats exist by taking this action? 

3. How sensitive is the information that I’m working with currently? Should I have access to this 

data/system? Is the (Asset) Value low, medium or high? Should I double check with my supervisor or 

trusted colleague before taking this action? 

As the old adage suggests, “don’t do good things that look bad”.  Similarly, employees should be 

routinely briefed to not access files or servers that are not pertinent, or relevant, to their work activities.  

The National Security Agency (NSA) has established five key priorities, the first of which is creating a 

culture of ‘cyber hygiene’.  By establishing a culture of risk awareness, risk management and risk 

mitigation, employees can begin adopting a professional posture against cyber-attacks. 

Cyber Frameworks 
Creating a professional discipline across an organizational culture is not easy, but well worth the relative 

value. There are several frameworks to choose from that organizations can adopt to account for their 

desired cyber posture –  

ISO 270xx 

An international standards organization for information security management 

NIST Cyber Security Framework 

A broader framework that incorporates elements of SP 800 and COBIT 

NIST SP 800 Series 

Implements FISMA (Fed. Info Sys. Mgt. Act) requirements for US Government 

COBIT 

Control Objectives for Information and related Technologies offers an IT Governance Framework 

and toolkit. 
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Critical Infrastructure Protection 

North American Electric Reliability Corp (NERC) offers security for infrastructure 

DoDI 8500.01 

US Dept. of Defense implements NIST SP 800 Series via CNSSI (National Security) 1253 

Standard of Good Practice for Information Security 

Information Security Forum providing practical, clear statements of security arrangements 

The most recently popular framework that employees should subscribe and adopt is the one in response 

to Presidential Directive 13636, “Improving Critical Infrastructure Cyber Security – NIST Cyber Security 

Framework”.  

The NIST Framework helps an organization to better understand, manage, and reduce its cyber security 

risk. It will assist in determining which activities are most important to assure critical operations and 

service delivery.  In turn, that will help to prioritize investments and maximize the impact of each dollar 

spent on cyber security.13 

These guidelines within the NIST Framework have also helped establish guidance on Optimizing the 

Workforce from one without clarity of purpose, to a culture that understands its role, responsibility and 

requisite competencies to keep an enterprise protected to the best of its ability. 

Workforce Optimization – Creating a Culture of Cyber Professionals 
Established by the National Initiative for Cybersecurity Education (NICE)14, the NIST Framework offers a 

roadmap for what competencies your workforce will require. It defines: 

1. Specific job roles 

2. Tasks employees must perform 

3. Knowledge, Skills and Abilities (KSAs) that are required for the job 

NIST strongly suggests that a competent, well-trained workforce is paramount for combatting cyber-

attacks.  In order to truly optimize an existing workforce, organizations are encouraged to look beyond 

week long certification based training and evaluate a comprehensive Workforce Optimization strategy. 

  

                                                           
13

 www.nist.gov/cyberframework 
14 https://niccs.us-cert.gov/training/national-cybersecurity-workforce-framework 
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Organizations should be encouraged, given the threat level, to evaluate this threat as a seminal 

opportunity to establish a culturally deep cyber posture.   

1. Prioritize & Scope – Identify business/mission objectives and high-level organizational priorities. 

2. Orient – Identify related systems & assets, and identify threats to, and vulnerabilities of, systems & 

assets. 

3. Create a Current Profile – Indicate which Category/Subcategory outcomes from the Framework Core 

are being achieved. Cross-check against the CIS 20 Critical Security Controls.15 

4. Conduct a Risk Assessment – Analyze the operational environment in order to discern the likelihood 

of a cyber security event and the impact that the event could have on the organization. 

5. Create a Target Profile – Focus on the assessment of the Framework Categories & Subcategories 

describing the organization’s desired cyber security outcomes. 

6. Determine, Analyze and Prioritize Gaps – Create a prioritized Action Plan to address those gaps that 

draws upon mission drivers, cost/benefit analysis, and an undertaking of risk to achieve the 

outcomes in the Target Profile. Then determine what resources are necessary to address the gaps. 

7. Implement Action Plan – Implement the Actions that must be taken in regards to addressing the 

Strategy, Human Capital and Process Gaps.  

Roles, authority, access rights, competencies and business / technical acumen all must be reevaluated 

once the organization has determined the desired cyber security posture it chooses to accomplish.   

Developing a professional discipline across an organizational culture is never achieved in a vacuum. 

Training and development – regardless of the discipline – when delivered outside the context of 

organizational goals and strategic investments will inevitably fail, or simply be misaligned. 

Developing professionals tied to the mission of an organization is critical. Leadership must provide 

clarity of purpose to prevent unintended breaches; a certificate of class completion doesn’t cut it.  

Employees must know their role, their responsibility, their authority, their accountability and their duty 

to ensure that they’re equipped to prevent unintended access.  This professional community must be 

designed, developed and cultivated over time.  On the job satisfaction comes from employees who are 

in the right job, with the right skills working on the right projects to advance their career and their 

employers’ organizational objectives.    

Conducting routine threat assessments organizationally – followed by individual skills assessments to 

mitigate those newly found organizational gaps – will create a culture of professionals who are not only 

mindful of the ongoing risks to their enterprise, but also are mindful of their professional duty to help 

mitigate those risks as allowable by the granted authority of their role and their current knowledge, 

skills and abilities. 

  
                                                           
15
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Chapter 5 - IT Security as a Part of Doing Business 

Security Awareness Training Playbook 

The American people deserve their personal and private information to be treated with due care. As we 

have seen, there is no one person, group or tool that is responsible for Information Security.  The sooner 

we can encourage all our co-workers and employees to develop a security mind set, the better we will 

all be and the harder our adversaries will have to work. 

The following are a series of plays taken from industry and government best practices related to Security 

Awareness. 

Executive Support for Security Training & Security Awareness is Critical 

Don’t pay lip service to security – lead from the top.  Organizations’ executives should be the first to 

take the training, and the first to encourage their teams to take the training and be willing to prioritize 

the resources required. 

Checklist: 

 Security Leadership should spend time with the Executives to understand the business goals and 

objectives. 

 Work with the Executive Leadership to identify the business benefits of developing a more security 

aware culture. 

o Compliance becomes consistent and cheaper to manage 

o Due Care can be more easily demonstrated, reducing the costs of Insurance and … 

o Enable new business opportunities (more services online) 

 Demonstrate how Greater Security Awareness can be an enabler for the business opportunities 

 Document these findings and incorporate them into the training. 

 As the training is being developed, regularly review with the stakeholders to ensure continued 

alignment. 

 Evaluate the current state of awareness through both qualitative and quantitative means. 

 Ensure that the program is resourced 

Key Questions: 

 What is the current attitude towards Cyber Security by groups of stakeholders 

o Executives / Business Owners? 

 What is the current state of Cyber Security Awareness? 

 What is the current method of Cyber Security Awareness Training? 

 What is their current attitude towards Cyber Security Awareness Training? 

http://www.actiac.org/
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 How many trainings do the employees have to take on a regular basis – will this get lost in the 

noise? 

 Who is going to be most against / for a change in Awareness Training? 

Repetition is Key, Add in Variety of Delivery. 

In the same way that a good vulnerability management program does not simply perform an annual 

scan and hope for the best, we should never assume that 15 minutes once a year is not going to drive 

deep understanding amongst your employees.  Security awareness is an ongoing activity and with 

increased frequency security can become in increasing part of the culture.  

Instead of a broad annual program, try alternatives like more focused 90 day objectives.  

Checklist: 

 Track and measure the quantitative (participation / frequency / pass rate).  

 Track and measure the qualitative metrics (how do people feel about the training / security in 

general).  

 Seek constant feedback on the delivery to identify those methods that have the greatest effect on 

which groups of employees. 

 Think of this as an advertising campaign, and typically goal is <xx> impressions per user to achieve 

awareness (research advertising metrics. 

 Identify incentives for participation – (as simple as providing lunch or small give away). 

Key Questions: 

 How do your employees engage with their work place – (email / intranet / break room) most 

frequently? 

 How can you engage the employees in Security Awareness in the places that they engage with their 

workplace? Don’t assume what works at the head office will work in field offices, branches or other 

regions. 

 What metrics should be used to track success / failure? 

Creativity and Participatory Training 

We have all heard of gamification other creative ways to make learning fun.  Sharing personal stories 

through participation make it real.  Traditional, annual CBT based Security Awareness training is a 

terrible method to engage the employees and very unlikely to make the experience visceral, memorable 

or create positive behavioral changes.  
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Checklist: 

 Engage a broad cross section of employees from various groups in the company to bring different 

perspectives and ideas for both messaging and delivery. 

 Leverage the real life experiences of the team and other employees to make it more visceral. 

 Identify the key learning objectives for each phase of the program. 

 Identify the various methods to be used in each phase (CBT / In-person / Posters / Log In messages 

etc.). 

 Keep a consistent “theme” or “brand” in all training materials across all delivery mechanisms. 

 Identify ways for groups / departments to “compete” against each other. 

Key Questions: 

 Is the language / communication easily understandable by all user communities? 

 Should the team membership be rotated to keep it fresh and interesting? 

 How does the design / method communicate a consistent message? 

 Depending on the perception of the Security Organization, should the content even appear to come 

from the Security Team? 

 If the user has questions how do they communicate with the trainers? (For example an email 

distribution list or email account that is monitored and replied to?) 

Extend Beyond the Work Place 
Often employees think of security as a thing that ends when they leave the office and employers should 

realize that information security behaviors at home translate into better security practices at the office.  

In the prior section about creativity we suggested bringing in varying perspectives and real life stories. 

This is probably the section for which that is most important. 

Checklist: 

 Work with employees to describe use cases related to improved security at home – for example 

securing their wireless networks, unsecured online cameras, being cautious about entering data 

online, and clicking links in emails from their friends. 

 Identify and develop materials to allow the employees to educate their families. 

 Identify and develop materials to encourage the employees to talk to their children about online 

safety. 

 Bring in external parties to add life to the program (Law Enforcement / Identity Theft experts). 

Key Questions: 

 Is there an understanding amongst the stakeholders that improved security at home = improved 

security in the office? 
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Align Training to Departmental Goals and Incentives 

In order to dispel the image of Security as the Department of “NO” it would be ideal to align the training 

to show how having a security oriented mindset would allow each department could reach its goals 

better / faster / cheaper. 

Checklist: 

 Work to show how progress to date has delivered on past outcomes. 

 Work to align the current training messages to short term business outcomes. 

 Make the security messages positive. 

 Pull in examples from the same industry / the host company where security made an impact or 

failure to be secure caused problem / loss. 

Key Questions: 

 Is it possible to “mass customize” the training in this way on a consistent basis? 

 Can you communicate to an employee how security is relevant to them?  If not you should spend 

time to identify how to make it relevant. 
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Summary 

Cybersecurity is quickly becoming one of the most important challenges facing the Federal government 

as well as private industry today.  With the increasing and ubiquitous emergence of the Internet of 

Things (IoT), good cyber practices have the potential to affect us every day as citizens, Federal workers 

and cyber warriors in industry and government.  Although the posture of our cyber corps has improved 

greatly, there is still much work to be done before we can feel secure. 

A review of best practices, ideas, and implementations in government and industry as outlined in this 

study is one step towards creating a culture of cybersecurity awareness by all Americans in all walks of 

life.  Although it is incredibly important for us to ensure that our networks are not breached, it is equally 

important that our citizens can live in an increasingly complex and interconnected world without fear of 

identity theft or asset compromise. 

One way to achieve these goals is to create an environment where security is not seen as burdensome 

but as necessary and appropriate.  It is the difference between cyber security staff saying “no” and 

saying “yes, and here is how we’ll do that”.  To quote Moltke the Elder, “No plan survives contact with 

the enemy”.  In this case, the enemy ranges from state actors to criminal elements to bored hackers 

looking for their next big break.  We need to ensure that we are as agile and adaptive as they are, 

countering each new move with a new defense.  Each one of these adversaries has differing goals, 

motivations, and methods used to breach our cyber defenses thus the responses need to be varied, 

appropriate, and effective. 

This report suggests a number of ways such agility and good practices can be implemented.  The time to 

implement best practices as detailed in this report is now, not only across the Federal government but in 

industry and in our personal lives well.  A high visibility, government wide program (akin to World War 

II’s Manhattan Project) would provide the proper impetus and funding necessary to achieve a better 

form of cyber security and attract talented individuals to government service.  It is now the time to 

“Seize the Day”. 
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