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EXECUTIVE SUMMARY 

Identity, Credential, and Access Management (ICAM) plays a critical role in managing and 

securing access to digital and physical resources. ICAM supports an organization’s mission by 

reducing the chances of successful cyber-attacks across the organization’s information systems 

and facilities. A well-structured ICAM program reduces costs, simplifies user management, 

secures access to information, and protects resources across organizations. This report provides 

concepts, implementation examples, and best practices for the use of ICAM in Federal, state and 

local government agencies, focusing on the law enforcement and public safety communities, 

where there is a robust need for secure information sharing.  

 

This report was prepared by the American Council for Technology – Industry Advisory Council 

(ACT-IAC), with contributions from the Information Sharing Office of the Office of the Director 

of National Intelligence (ODNI).  Initiatives such as this provide the opportunity for 

collaboration on important information sharing challenges by drawing on the expertise of both 

private sector and government subject matter experts.  

 

The report incorporates interviews of mission managers and technical personnel in nine 

organizations within Federal, state and local government, and the private sector.  These 

interviews revealed challenges that impede many agencies’ use of ICAM, a common set of best 

practices, and recommendations to overcome challenges and guide ICAM programs to increase 

security and collaboration. 

 

Highlights from the report include: 

 The Federal Government has made significant progress implementing ICAM, but failure 

to integrate its ICAM processes with state and local governments limits information 

sharing. 

 Regional efforts to promote information sharing, such as the High Intensity Drug 

Trafficking Areas (HIDTAs), are making headway, and some progress is being made to 

connect information systems. Further advances could be achieved by using creative 

ICAM solutions utilized by the private sector. 

 First Responders can expect a range of new capabilities from First Responder Network 

Authority (FirstNet), the nation-wide communications and secure information sharing 

platform. Budget constraints in local agencies may determine the degree to which local 

users participate.  

 Existing National Institute of Standards and Technology (NIST) standards and General 

Services Administration (GSA) guidance provide guidelines for the use of ICAM in the 
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Federal Government. The guidelines are also valuable to state and local governments, as 

well as the private sector. 

 National Aeronautics and Space Administration’s (NASA) ICAM provides an excellent 

example of a mature program that covers strategy, organizational structures, processes, 

technologies, and staff training/involvement. 

 Office of Management and Budget (OMB) MAX.gov’s Identity-as-a-Service (IDaaS) and 

Authentication-as-a-Service (AaaS) provide excellent examples of shared service 

approaches that can be used to minimize some of the burden of implementing ICAM 

technologies. 
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1. INTRODUCTION 

Security awareness programs remind individuals how users can be manipulated to divulge 

information, such as passwords or a bank account number. Many of the largest hacking incidents 

of the past few years have capitalized on individuals who utilize weak security, such as user 

name and password, to access their accounts.1  In other cases, security that includes a text 

message with a login passcode, may be compromised as part of a user account takeover. 

Fraudsters impersonate users through the normal account registration processes to take 

advantage of the access gained to steal information or stage an attack. A well-structured Identity, 

Credential and Access Management (ICAM) program is an invaluable defense against these 

types of cyberattacks. This paper provides observations, insights, and recommendations relevant 

to ICAM based on a series of interviews with Federal, state and local government, as well as 

government-related organizations. 

1.1 Background 

A robust approach to ICAM is foundational to securely managing digital applications or 

resources. ICAM is a specialization within the cybersecurity discipline2 that directly interacts 

with business applications to convey user identity in support of transactions. As the name 

implies, ICAM includes management of the elements described below. Together, these three 

concepts address how users interact with systems. 

Identity – Digital identity is an abstract concept representing the online persona of a 

subject.3 Through identity proofing, a subject establishes that they are who they claim to 

be, which represents an important first step in ensuring, with some degree of certainty, 

that the user needs to, and is authorized to, access a system.   

Credentials – A credential binds an identity to an authenticator, which allows the system 

to identify the user through login (i.e., user authentication). A combination of username 

and password is a common, low-security authenticator. Many ICAM programs have 

strengthened login requirements through additional or more secure authenticators, such as 

a one-time-password (OTP) generator, smart card, or cryptographic Universal Serial Bus 

(USB) fob. Stronger authenticators provide an organization with more security but must 

be balanced against costs and user needs.  

Access – Access refers to what a user can see and do within the system. Groups or roles 

are a common way of managing access by giving special permissions to certain user 

types. Many systems use attributes, such as clearance level, as another way of managing 

user access. Based on the users’ attributes and the policies of the application, access 

management solutions determine who can manage what, at what time, at what level of 

security, and a host of other access decisions. 

                                                 
1 Source: https://www.verizondigitalmedia.com/blog/2017/07/2017-verizon-data-breach-investigations-report/ 
2 Other cybersecurity disciplines include network security, security engineering, and incident response. 
3 See NIST SP 800-63-3, https://pages.nist.gov/800-63-3/sp800-63-3.html  

https://www.verizondigitalmedia.com/blog/2017/07/2017-verizon-data-breach-investigations-report/
https://pages.nist.gov/800-63-3/sp800-63-3.html
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Different organizations have varying security needs, so there is no one-size-fits-all approach to 

ICAM. The challenge for organizations is to find the right balance between goals and 

resources.  Federal ICAM standards, however, are not consistently applied across the Federal, 

state and local government, due in part to organizational and cultural barriers. Some aspects 

essential to ensure consistent ICAM use across government include identity proofing, 

authentication, federation, and physical and digital credentials, all of which can promote security, 

information sharing, and improved user experience.   

This report synthesizes observations and recommendations arrived at through research, which 

included interviews with a number of participating organizations at various levels of government 

(e.g., Federal, state, and local). 

 

1.2 Key ICAM Considerations and Insights  

The ICAM field is evolving at an extremely rapid pace, leaving many organizations struggling to 

keep up with continual developments. The following section provides insights regarding key 

ICAM elements. 

 

Identity Proofing 

One of the primary ways of securing the data and information in businesses, security systems, or 

services is to require individuals to present identity documents, such as a driver’s license, 

passport, or social security card. Typically, an individual presents a photo Identity Document 

(ID), such as a driver’s license, passport or social security card, to an authority or official to 

determine how much trust to place in the presenter’s identity. The physical nature of the 

transaction lessens the likelihood of erroneously identifying someone, an opportunity which does 

not inherently exist in virtual transactions.  

Depending on the level of security associated with the ID, the time and effort required to obtain 

it will vary. For example, a library card is utilized to access a low-security system, and so is 

relatively easy to obtain.  By contrast, a government-issued Personal Identity Verification (PIV) 

card requires the applicant to appear in person and present multiple documents to prove identity. 

Applying for a digital identity, on the other hand, can be done from a place of a hostile actor’s 

choosing, and too often, digital users need only provide self-reported information to gain access 

to a system or network.   

Significant progress has been made and promising technologies have emerged to help remotely 

identify people, using applications in smartphones for facial image or fingerprint capture. Yet, 

significant work remains to make digital identity as reliable as the use of photo IDs in the 

physical world. The convergence of physical and digital identity holds promise for improving 

identity confidence in both worlds. 

Authentication 

Once authorities establish an identity, it must be associated with authenticators to facilitate 

logging onto a system or network. In the physical world, this is the actual identity card or 
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document. In the digital world, there are a host of options. Traditional logins have often relied on 

a username and password, although this technique is vulnerable to compromise. For example, the 

2017 Verizon Data Breach Investigations Report found that 81% of data breaches in 2017 

involved stolen or weak passwords.4 Two-factor authentication techniques, such as sending a text 

message to a phone, offer more security, but are still vulnerable to interception.  

The next generation of authenticators include cryptographic keys stored in secure hardware that 

can only be accessed from a trusted computing platform, such as a dedicated chip in devices, 

including smartphones. The keys in these examples are activated only when the user supplies a 

fingerprint, facial image, PIN, or other such identity tool. With a digital identity and 

corresponding credentials in place, a system user can access tools and services he or she is 

authorized to access. 

Identity Federation 

As communities of interest grow and the information sharing requirements become more 

complex, the burden placed on organizations to manage increasing numbers of identities and 

credentials can become unmanageable. A community of interest, such as law enforcement or 

public health, will often rely on existing relationships as a means of validating trust. At an 

individual level, a supervisor vouches for his or her employees. Federation provides an 

opportunity for automating this validation process by establishing the trust network between 

organizations by asserting the necessary attributes, information about the user, required to access 

each other’s networks and applications. 

In an identity federation, organizations accept trusted-partner users’ ICAM, which saves time 

and money and reduces human error. Identity federation reduces the number of accounts and 

credentials an organization needs to manage and can reduce the amount of Personally 

Identifiable Information (PII) exposed as it no longer needs to be held by every organization.  

To facilitate user transactions, federation enables the transmission of agreed upon identity-related 

security information between partners, such as authentication levels, authoritative attributes (e.g., 

name, e-mail address, position title, certifications), and audit information. Increasingly, 

organizations desire to achieve attribute-based access control (ABAC) to content or services 

based on data from authoritative sources, such as federation partners.  

Convergence of Physical and Digital Identity  

Some public entities have been working to connect traditional processes for issuing physical ID 

cards with the issuance of digital identity credentials. For years, many federal government 

agencies have used PIV cards, a photo ID card with cryptographic identifiers for both physical 

and digital access – an early example of physical and digital identity convergence. The 

convergence of physical and digital identities on the Federal PIV card is also being adopted in 

other industries, including financial services.  

                                                 
4 See https://www.verizondigitalmedia.com/blog/2017/07/2017-verizon-data-breach-investigations-report/  

https://www.verizondigitalmedia.com/blog/2017/07/2017-verizon-data-breach-investigations-report/
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The same cryptography used in PIV cards can also be found in USB fobs, smartphones, cars, 

door locks, and digital assistants, such as Alexa and Google Assistant, which can be connected 

via the Internet of Things (IoT) and used as evidence of our identity in support of digital 

interactions. ICAM thought leaders, working groups, standards bodies, and practitioners are 

working diligently to converge physical and digital identity as exemplified by the trends 

identified in Table 1. ICAM standards, such as the Fast ID Online (FIDO) authentication 

specifications and the NIST standards on identity proofing, authentication, and federation 

support ICAM development towards the converged world.  

Table 1: Trends Towards Physical and Digital Identity Convergence 

ICAM Term Physical World 

First Wave Digital 

World Converged World 

Identity Physical Biology Digital Persona Presence (physical and digital / 

informational) 

Credential ID Card Username and 

Password 

Devices w/ PIN and/or 

Biometric Activation 

Authentication Show ID Card Type Username / 

Password 

Demonstrate Presence  

(through physical, biological, 

and/or informational means) 

Authorization Unique Stamps / 

Symbols 

Access Control Lists Real Time Attribute Retrieval 

and Interrogation 

Attributes Position Title, Chapter 

Membership 

Groups / Roles Claims/Attributes Backed by 

Trusted Authoritative Sources 

 

 

 

Federal ICAM Strategy  

The Federal Government has recognized the need for a strategic approach to ICAM. On April 

11, 2011, President Obama issued the National Strategy for Trusted Identities in Cyberspace 

(NSTIC)5, which supports adoption of a widespread identity ecosystem that crosses public, 

private, and consumer sectors. Additionally, on March 20, 2018, President Trump released the 

President’s Management Agenda (PMA)6 that “…lays out a long-term vision for modernizing 

the Federal Government in key areas that will improve the ability of agencies to deliver mission 

                                                 
5 https://obamawhitehouse.archives.gov/blog/2011/04/15/president-obama-releases-national-

strategy-trusted-identities-cyberspace  
6 https://www.whitehouse.gov/omb/management/pma/  

https://obamawhitehouse.archives.gov/blog/2011/04/15/president-obama-releases-national-strategy-trusted-identities-cyberspace
https://obamawhitehouse.archives.gov/blog/2011/04/15/president-obama-releases-national-strategy-trusted-identities-cyberspace
https://www.whitehouse.gov/omb/management/pma/
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outcomes, provide excellent service, and effectively steward taxpayer dollars on behalf of the 

American people.” The PMA contains goals related to modernizing information technology 

while strengthening cybersecurity, improving access to and use of data, and reforming security 

clearance, suitability, and credentialing that rely on, and could be enhanced by, improvements in 

government ICAM programs in collaboration with non-Federal partners and citizens. 

1.3 About this Project 

In December 2017, the ACT-IAC ICAM project team set out to examine the challenges and best 

practices associated with ICAM today and how these practical applications might be adopted 

widely. The project team was comprised of IT professionals from government and industry with 

varied backgrounds in ICAM, including business users, policy makers, program managers, 

architects, and engineers.  As the foundation for this project, interviews of representatives of the 

following organizations were conducted: Washington/Baltimore High Intensity Drug Traffic 

Area (W/B HIDTA), Delaware Information and Analysis Center (DIAC), Pearl River, Louisiana 

Police Department, Drug Enforcement Administration’s El Paso Intelligence Center (DEA 

EPIC), the First Responder Network Authority (FirstNet), NASA Office of the Chief Information 

Officer (OCIO) ICAM Office, the OMB Max.gov Program Office, the National Institute of 

Standards and Technology’s (NIST) Cybersecurity Office, and the General Services 

Administration’s Federal Identity Credential and Access Management (FICAM) Office. 

 

2. OBSERVATIONS, CHALLENGES AND RECOMMENDATIONS 

Varying degrees of information sharing and identity authentication take place today between and 

within Federal, state, local, tribal, and territorial government organizations and with the private 

sector. An overarching observation from the interviews conducted for this report is that ICAM 

challenges are complex, interrelated, and must be addressed holistically. From leadership 

awareness, vision and direction, to human resources, training, funding, acquisition, technology, 

and program management; a comprehensive approach is needed to develop, implement or 

strengthen existing ICAM programs. A piecemeal approach that does not comprehensively 

address these challenges is likely to be suboptimal or fail. 

From the case studies derived from the team’s interviews, a series of best practices and 

recommendations emerged for public organizations to consider for improving their ICAM 

posture. These best practices include:  

 Moving away from the use of passwords, as they are vulnerable to compromise, or 

adding a second factor of authentication (e.g., biometrics or something the user has).  

 Moving away from identity proofing based solely on knowledge of the individual (e.g., 

consumer history), as these data points can be compromised.  

 Using an authentication approach that combines what you know, such as a password, 

with what you have, such as a key FOB, to strengthen system security 
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 Outsourcing identity proofing, authentication, or access management to a federated 

system that provides these “as-a-service” to avoid duplication of effort.  

 Leveraging standards institutions and groups, such as NIST and FIDO, to ensure 

consistency in the use of ICAM.  

 Making use of mobile technology to improve and extend security and usability.  

 Building system infrastructure to accommodate information sharing across different 

platforms and organizations. 

 Conducting a risk assessment to identify the appropriate level of identity, authentication, 

and/or federation security measures for the system. 

In the following subsections, common ICAM program challenges and potential solutions are 

presented. These areas are based on the interviews conducted with multiple organizations further 

described in Section 3, Case Studies. 

 

2.1 Organizational Challenges, Observations and Recommendations 

Organizational support for an ICAM program is critical to ensure successful implementation.  

When an agency lacks clarity regarding the role of ICAM in its mission, the program runs the 

risk of failing or being suboptimal. Many times, challenges to implementing ICAM manifest 

from ‘softer’ human-behavioral issues, which can often be more challenging to overcome than 

technical ones. Yet with appropriate senior leadership engagement, and alignment of mission and 

vision, these obstacles can be effectively addressed and overcome.  

 

Among the most prominent obstacles to information sharing are existing policies and regulations 

intended to safeguard the sensitive and private nature of the information. Law enforcement 

professionals interviewed for this study spoke with pride about protecting the privacy of the 

victims, officers and even suspects involved in the war on drugs, and would welcome operational 

improvements, provided they are compatible with use in the field. 

 

The jurisdictions and laws separating Federal, state and local governments also make 

information sharing difficult.  Excellent progress has been made, however, over the last decade 

in establishing cross-jurisdictional organizations, including those between national and regional 

law enforcement entities. These efforts have succeeded in overcoming many of the 

organizational challenges that often hamper cross-agency and cross-jurisdictional cooperation, 

though additional work still remains.   
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Table 2: ICAM Organizational Challenges and Recommendations 

Challenges/Observations Recommendations 

ICAM policy and guidance should be fully 

integrated into an organization’s business 

model. 

Improve and publicize policy and guidance:  

 Develop policy guidance that explains how 

ICAM relates to the organization. 

 Reference established Federal policy and 

guidance such as FICAM, A-130, NIST 

Special Publications (SP) 800-63 and 800-

53, and forthcoming OMB ICAM 

guidance while adapting to state and local 

needs.  

Jurisdictional complexity creates confusion 

regarding authorization to securely share 

information with other organizations or 

individuals with a need to know. 

Create responsive governance councils:  

 Establish cross-jurisdictional groups with 

strong stakeholder representation coupled 

with service-provider accountability. 

 Support regional organizations that 

connect across Federal, state and local 

jurisdictions, such as the High Intensity 

Drug Trafficking Areas.  

 

Leadership awareness should be 

strengthened through a well-structured ICAM 

program that increases the organization’s 

security posture and improves information 

sharing, proper access to systems and 

resources.  

Improve senior leadership awareness: 

 Assign ICAM participation and agenda 

items in leadership meetings. 

 Include ICAM topics in annual security 

refreshers. 

 Reference and explain ICAM reports from 

bodies such as the President’s 

Management Council (PMC), OMB, or 

Federal CIO Council. 

 Produce and regularly update an ICAM 

roadmap laying out a multi-year plan. 

ICAM service delivery is often inconsistent 

within an organization. This reduces the 

effectiveness of the service, decreasing the 

security posture of the organization, and 

increasing costs.  

Create centers of excellence or dedicated 

organizational unit(s): 

 Centralize responsibility by designating a 

single element with responsibility to 

deliver and coordinate ICAM for the 

organization.  

 Provide clear vision and guidance and 

allow the element to control financial 
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Challenges/Observations Recommendations 

resources, including reprioritizing use of 

existing funds based on program 

performance evaluation and accountability. 

Performance metrics, transparency goals 

and accountability are necessary to measure 

effectiveness and a return on investment 

(ROI). 

Reward, recognize, and incentivize success: 

 Develop, implement and integrate ICAM 

metrics into existing reporting processes to 

improve internal awareness of ICAM, 

determine return on investment, and 

identify actions needed to increase mission 

success.  

 Use the FICAM Roadmap or NIST 

standards, to define ICAM objectives and 

metrics to ensure legal and regulatory 

oversight. 

Inter-organizational trust is needed to 

increase successful information sharing 

through well-established ICAM programs and 

federation. 

Develop trust between agencies:  

 Prepare a Memorandum of Understanding 

(MOU) between agencies or with an 

established governance body to develop 

trust, which will increase federating and 

information sharing. 

 Improve trust among agencies by 

strengthening service level agreements and 

contracts to improve performance, 

accountability, and competition.  

System interconnectivity is insufficient. 

Information is still being shared through 

traditional person-to-person manual 

communication, which does not scale and may 

lead to communication failure in the event 

someone changes jobs.  Information sharing 

may be automated through access provided by 

ICAM.  

Create a vision or connecting tools from the 

field to partners:  

 Electronic mechanisms should be explored 

for transferring information from the field 

to state, Federal (e.g. Homeland Security 

Information Network (HSIN)), and 

regional (e.g. HIDTA) databases.   

 

 

2.2 Resource Challenges, Observations and Recommendations 

A common challenge for implementing an ICAM program is funding constraints. An 

organization may desire to share information while securing their data and systems but does not 

have sufficient resources. The organizations interviewed expressed this challenge in different 

ways, as outlined below, but the message was clear. Interviewees cited insufficient funding and 
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training as leading to inadequate use of technology in many cases to meet their agency ICAM 

requirements. Lack of sufficient personnel or staff with ICAM expertise is also a common 

problem. These and other resource challenges and recommendations are described in the 

following table. 

 

Table 3: ICAM Resource Challenges, Observations and Recommendations 

 Challenges/Observations Recommendations 

Funding is often inadequate for solving 

ICAM challenges and delivering on the 

agency’s mission. 

Increase funding for ICAM:  

 Increased funding would potentially 

yield better identity management 

solutions to facilitate secure sharing of 

information. Government agencies, 

including HIDTAs, should consider 

organizing a private sector council that 

could provide additional resources to 

share their overdose data. 

 Analyze potential impact of improved 

ICAM and, if merited, re-prioritize 

existing funding to ICAM 

improvements. 

Specialized knowledge and expertise,  

such as in healthcare privacy regulation, is 

required to implement procedures for 

sharing sensitive information. Health care-

related information sharing is often done on 

a verbal basis and does not utilize 

automation.  

Fund the use of cross-functional resources 

for ICAM: 

 Apply resources from Federal agencies to 

assist state and local entities with 

developing custom reporting tools to 

facilitate their needs.  

 Dedicate resources from privacy, 

cybersecurity, the field, etc. 

 Increase participation in information-

sharing groups. For example, DHS HSIN 

has a robust counter-narcotics community.  

 “Bake” policies into access governance to 

automate information sharing, restricting 

access to those applications and 

individuals with the need to know. 

 Require ICAM Subject Matter Expert 

(SME) review of all ICAM requirements 

and design for monthly software releases. 
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 Challenges/Observations Recommendations 

Need for increased shared services and 

systems, as well as a central location to 

access common ICAM services, to avoid 

duplication of cost and effort. 

 

 

Fund the development and use of shared 

services:  

 FirstNet’s shared services will provide a 

range of applications to First Responders 

seeking services on mobile devices. This 

resource will likely include ICAM 

capabilities to be downloaded by the 

mobile user. 

 The DHS Continuous Diagnostic 

Mitigation (CDM) program includes 

multiple initiatives to improve ICAM, 

including credential management and 

privileged access control. 

More training on handling sensitive data 

is needed. Local law enforcement agencies 

have responsibilities for reporting, tracking, 

and analyzing sensitive data that span both 

law enforcement and health care 

jurisdictions, though the quality of training 

for handling sensitive data varies across 

states.  

Include a training budget for handling 

sensitive information:  

 Provide regular training in the handling 

of sensitive and private information (e.g. 

Health Insurance Portability and 

Accountability Act (HIPPA), PII, Law 

Enforcement Sensitive (LES), etc.) to 

improve cross-system use by agencies. 

More cross-functional ICAM expertise is 

needed throughout the organization, 

ranging from business analysts and policy 

makers to the ICAM implementation team. 

Fund and implement ICAM training and 

governance: 

 Agencies should establish an ICAM SME 

and a back-up. 

 Formalize frequent cross-training between 

ICAM support teams. 

 Publish documentation, such as an ICAM 

Handbook, policy memos, and procedures 

outlining the organization’s infrastructure 

and alignment with Federal policy.  

 Create project-specific documentation, 

including FAQ’s, user guides, etc. to be 

stored in a central portal along with a link 

to ICAM best practices and SME access.    

 Examine and reference other programs 

with mature capabilities as an example of 

good training and governance practices. 
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2.3 Technical Challenges, Observations and Recommendations 

Technical challenges related to the implementation, deployment, adoption, and use of 

technologies and best practices to solve ICAM problems are also prevalent among organizations. 

ICAM technical challenges can include those inherent in information technology, such as aging 

legacy systems, outdated architectures, increasing complexity and risks. Other challenges include 

rapidly changing technology, the lack of adequately skilled personnel, and the difficulty of 

teaching users to adapt to continuously changing procedures. 

 

The following table describes the technical challenges and related recommendations to enhance 

information sharing and protect users and resources. Some of the recommendations can be 

addressed by a particular agency, such as the adoption of identity federation and creation of 

access policies, whereas others require cooperation within the community, such as by 

establishing the trust environment and user attribute set that will be exchanged. 

 

Table 4: ICAM Technical Challenges, Observations and Recommendations 

Challenges/Observations Recommendations 

ICAM policy should be linked to cybersecurity. 

Many organizations have outdated cybersecurity 

policies that do not account for ICAM.  

Establish and integrate ICAM policy with 

cybersecurity: Policy helps establish the baseline 

for using ICAM to help alleviate cybersecurity-

related challenges organizations are facing. A few 

examples include:  

 Policy on establishing access control 

requirements for information and information 

systems. 

 Policy on the information collected and 

protected on people who access the 

information systems. 

 Policy on establishing inter-agency trust for 

federation or general information sharing, 

including search function. 

Identity federation adoption is needed, as it is a 

key enabler of information sharing.  
Adopt ICAM federation technologies and 

practices:  

 Reducing resource needs and enhancing an 

organization’s security posture are among the 

major benefits to an organization 

implementing federation.  

 With federation, an organization can reduce 

lifecycle management of credentials by not 
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issuing new credentials, and therefore not 

identity-proofing every user.  

 Agreements are pre-configured as part of the 

federation, thereby ensuring that a person 

accessing the system has met specific security 

criteria.  

Agreement on common user attribute 

definitions and approach to authorization are 

needed.  Information sharing environments need to 

agree on common definitions of attributes so that 

they can be used to support authorization. For 

example, one organization might label an attribute 

“clearance level” while another organization labels 

the same attribute “security level.” 

Define common user and organizational 

attributes:  

 Information sharing partners should adopt 

widely recognized standards for defining 

attributes. The National Identity Exchange 

Federation (NIEF) is a collection of agencies 

in the U.S. that have come together to share 

sensitive law enforcement information. It was 

created in 2008 as an outgrowth of the Global 

Federated Identity and Privilege 

Management (GFIPM) program, which seeks 

to develop secure, scalable, and cost-effective 

technologies for information sharing within 

the law enforcement and criminal justice 

communities based on the paradigm of 

federated identity and privilege management. 

NIEF maintains a symbiotic relationship with 

GFIPM, leveraging existing GFIPM work 

products and serving as a source of real-world 

feedback to drive the development of new 

GFIPM work products. The GFIPM program 

is part of the Global Justice Information 

Sharing Initiative. CJIS, HSIN, RISS, Law 

Enforcement Enterprise Portal (LEEP), and 

EPIC are collaborating through the ODNI 

Secure But Unclassified Technical Advisory 

Committee (STAC).7  

 The CDM program requires agencies to map 

their identity data to the Master User Record 

                                                 
7 The Sensitive but Unclassified Technical Advisory Committee (STAC) is led by the ODNI Information Sharing 

Office. The STAC’s core members include FBI’s Criminal Justice Information System (CJIS), DHS’s Homeland 

Security Information Network (HSIN), DEA’s El Paso Intelligence Center (EPIC), the Regional Information 

Sharing System (RISS), and NSA’s Intelink Unclassified. 

http://www.gfipm.net/
http://www.gfipm.net/
http://www.gfipm.net/
http://www.it.ojp.gov/global
http://www.it.ojp.gov/global
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for use in managing privileged access among 

agencies. 

Inadequate authentication security must be 

addressed. Many organizations still use a username 

and password as the single factor for logging into 

network resources (i.e., authentication). Passwords 

are inherently weak and their use across networks 

makes the organization vulnerable to multiple 

vectors of attack. 

Require multi-factor authentication: 

Organizations should require strong 

authentication based on multiple types of 

authenticators (i.e., multi-factor authentication). A 

number of techniques and technologies are 

available, such as FIDO and RFC 6238 

Time-based One-time Password Algorithm. 

Referencing authentication assurance levels in 

NIST-800-63C is highly recommended. 

Lack of a strong link between identity proofing 

and authentication should be addressed using 

recorded events, such as audit logs, that tie identity 

proofing to the creation of the digital identity 

credential. Many organizations have processes that 

lose the chain of custody between the identity 

proofing event and the digital identity, creating an 

opening for attack. For example, if the user forgets 

their password or an impersonator uses the “Forgot 

Password” process, they may be able to reset the 

password and login with little identity proofing 

involved. 

 

 

Maintain identity proofing chain of custody:  

 Digital identity credentials should be issued 

on the basis of a strong identity proofing 

process that is auditable.  

 A rigorously proven, strong identity should 

be bound to an equally strong authenticator. 

Any lifecycle events, such as forgotten 

password recovery, should follow procedures 

that keep the strength of the link between 

identity proofing and authenticators intact.  

 Assuming the user’s original agency 

maintains the chain of custody, federation can 

be used to link the identity proofing evidence 

across partner organizations, which removes 

the burden of identity proofing for the partner 

organization. 

 Reference NIST SP 800-63 guidance on 

identity proofing users over open networks 

and bind their authenticators. 

 Leverage derived credentials to maintain the 

identity proofing link across multiple 

credentials. Refer to NIST SP 800-157, which 

provides guidance to Federal agencies 

deriving credentials from the PIV card. 

Remote online identity proofing solutions are 

needed.  This process is evolving due to the 

numerous data breaches that have exposed millions 

of people’s PII. Traditional methods of remote 

online identity proofing that leverages consumer 

Implement multiple online identity proofing 

mechanisms:  

 NIST SP 800-63A offers a more secure 

approach to remote online identity proofing, 

with specific guidelines on the strength of 
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data to verify a person’s identity are no longer a 

secure, viable option.    

identity evidence presented and process for 

validation and verification of that evidence.  

 Remote identity proofing processes are 

currently immature. No single process will 

serve all user types, depending on the extent 

of homogeneity across the organization’s 

users. Organizations should take this into 

account and develop fallback mechanisms 

when users fail online proofing, including the 

possible need for in-person proofing. 

 As noted above, federation can be used to tie 

an identity proofing event to a user from 

another organization. 

Difficult-to-use strong authentication solutions 
have historically not been easy to deploy from the 

user perspective and/or could only be used in 

limited situations.  

Use standards-based strong authentication 

solutions:  

 New standards-based strong authentication 

solutions have emerged that capitalize on 

widespread standards-based technologies, 

including trusted platform modules, USB 

ports, nearfield communication, etc. 

Standards-based solutions, such as FIDO, will 

improve interoperability and user experience 

while strengthening protection against 

cyberattacks.  FIDO is a U.S.-based nonprofit 

developing open standards for high-assurance 

authentication using public key cryptography. 

There are currently over 300 approved 

authentication solutions which meet the FIDO 

criteria, ranging from password-less devices 

that communicate directly with the system to 

one-time passcode generators that live on a 

user’s mobile device. FIDO mandates “ease of 

use” as part of its evaluation criteria. 
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3. CASE STUDIES 

Interviews were conducted with ten Federal, state, and local government and private sector 

organizations about the challenges they face, solutions and practices they adopted, and lessons 

learned from their experiences. These represent organizations confronting major mission 

challenges, including combatting the nation’s opioid crisis and establishing a nationwide secure 

network for first responders known as FirstNet. They include major government-to-government 

and international service models, as well as recognized subject matter experts in the ICAM field. 

3.1 Opioid Crisis  

Our nation faces a serious and growing crisis in the abuse of opioid drugs and its consequences, 

including ruined lives and over 40,000 deaths a year8. Law enforcement, emergency response, 

and medical personnel are struggling to cope with this crisis. Timely sharing of information 

about opioid use could help make better decisions about prevention, detection, and response 

efforts.  

 

The President’s Commission on Combating Drug Addiction and the Opioid Crisis Final Report9 

included the recommendation that “Federal departments and agencies should partner with 

Governors and state fusion centers to develop and standardize data collection, analytics, and 

information-sharing related to first responder opioid-intoxication incidents.”  It also noted: 

 

“To respond effectively to this multi-faceted challenge, stakeholders need to access 

timely and accurate information that provides a comprehensive view of the drug 

environment at the Federal, state, local, and tribal levels. Unfortunately, data on drug use, 

treatment, and public safety outcomes are managed in different agencies and are often not 

integrated in a comprehensive way that facilitates the needs of public safety and public 

health. There is also variability in the way key indicators are defined, collected, and 

reported across states making it difficult to monitor and assess regional and national 

trends. It is imperative that all levels of government develop a set of core public health 

and public safety indicators that can be standardized, collected, analyzed, and shared to 

inform local, regional, and national prevention, education, outreach, treatment, and 

enforcement initiatives.” 

 

The ACT-IAC team also found that professionals across the nation report multiple barriers to 

sharing opioid-related information. Strengthening ICAM capabilities in those organizations 

could help improve timely, effective sharing of opioid-related information and its use to combat 

this crisis. 

 

The Office of National Drug Control Policy (ONDCP) administers a Federal grant program, the 

High Intensity Drug Trafficking Areas (HIDTA), which assists United States Federal, state, 

local, and tribal law enforcement operating in concentrated drug trafficking regions of the United 

                                                 
8 https://www.drugabuse.gov/related-topics/trends-statistics/overdose-death-rates 
9 https://www.whitehouse.gov/ondcp/presidents-commission/  

https://www.whitehouse.gov/ondcp/presidents-commission/
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States. HIDTAs support law enforcement and counter-narcotics efforts in 50 states, the District 

of Columbia, Puerto Rico, and the U.S. Virgin Islands. ONDCP’s funding requires HIDTAs to 

deconflict cases, events and targets and feed this information to one of three nationally 

recognized partners – RISSafe, SAFETNet 

and Case Explorer – who share event 

information electronically.  

 

They are directed and guided by Executive 

Boards composed of an equal number of 

regional Federal and non-Federal (state, local, 

and tribal) law enforcement leaders. HIDTA 

officers provide opioid information to The 

Overdose Detection Mapping Application Program (ODMAP). ODMAP is used to identify 

surges in opioid overdoses.  Law enforcement uses this database to make opioid entries. 

 

3.1.1 Drug Enforcement Administration (DEA) El Paso Intelligence Center (EPIC) 

EPIC is a key Federal organization providing support for law enforcement at the Federal, state, 

and local level that maintains a technical solution that correlates and deconflicts data across Case 

Explorer, SAFETNet, and RISSafe, establishing an information sharing environment for law 

enforcement across the major systems used by HIDTAs.  

 

The implementation at EPIC is based on open-source standards in identity management, access 

management, credential support, and federation. The organization has about 75,000 registered 

users, about one-third of which are Federal with the rest being state and local with varying levels 

of system support and maturity. The organization implements federation coupled with 

just-in-time provisioning for users from trusted organizations. Thus, beyond the 75,000 

registered users, there is a set of users who have not yet registered with EPIC who can obtain 

access on demand through identity assertions from federated partners.  

 

EPIC securely manages levels of access based on multiple 

factors through attribute-based access control (ABAC).  

Access to the resources is based on jointly defined user 

attributes as well as environmental attributes affecting risk. 

Environmental attributes include assurance levels for 

identity, authentication, and federation based on NIST SP 

800-63-3. For example, EPIC utilizes Identity Assurance 

Levels from SP 800-63-3 to convey identity proofing 

strength and adjusts its background checks depending on 

the practices of users’ sponsoring organizations. In some 

cases, EPIC will request verification from a supervisor within the sponsoring organization to 

validate the level of access being requested. Commendably, EPIC implemented a solution that 

blends federation and ABAC through adoption of federation standards, reuse of attribute 

HIDTA Program Highlights 

 29 HIDTAs across the nation addressing the 

drug threat 

 62 different initiatives 

 66 percent of the U.S. population served 

 $74 return for every dollar spent 

EPIC Technical Stack 

 WSO2 

 OpenLDAP 

 Kerberos 

 OpenID Connect 

 SAML Web SSO Profile 
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definitions developed by GFIPM and NIEF, and guidance from the ODNI Information Sharing 

Office and its Sensitive But Unclassified Technical Advisory Committee (STAC). 

 

EPIC provides a strong example of the use of best practices and strong leadership to support 

ICAM. Its approach has not only led to interoperability and better security, but also to 

efficiencies such as cost reductions in credential management attributable to federation.  

Further, EPIC is helping to improve interoperability and security in other information sharing 

environments by assisting the DEA with transition to a state-of-the-art, cloud-based ICAM 

architecture that is due to be operational in the fall of 2018.  

 

3.1.2 Field Level Opioid Prevention 

Opioid intelligence information needs to reach the officers in the field in a useful manner where 

they can then proactively confront hotspots and feed information back into the system. To 

understand the practices, strengths, and challenges in the field, several representatives of a 

HIDTA office were interviewed, in addition to representatives of state and local law enforcement 

agencies.  These interviews are described in the following sections. 

 

3.1.3 Washington/Baltimore High Intensity Drug Traffic Area (W/B HIDTA) 

The W/B HIDTA provides an example of a dedicated organization with a vital role in 

information sharing. The W/B office managed the development of Case Explorer, a case 

management and target deconfliction system used by HIDTAs and law enforcement nationally 

and integrated with ODMAP and the HIDTA Performance Management Process system (PMP). 

Input to Case Explorer comes from law enforcement for both management and deconfliction. 

Law enforcement agencies may interface with each HIDTA Investigative Support Center for 

further case analysis and support.  In 2008, the system was transformed into a web-based 

application. W/B HIDTA also developed ODMAP, a real-time 

data system for the nationwide collection of overdose 

information.  More than 38,000 overdose incidents have been 

recorded within the system, which it connects with law 

enforcement data within Case Explorer.  All programs are hosted 

in a dedicated cage within a commercial facility with extremely 

high physical and logical security backed by regular audits and 

certifications. 

 

Three main applications using ICAM are leveraged by the center -- Case Explorer, ODMAP, and 

PMP. Connectivity to these applications is limited based on presence in the local and virtual 

private network (VPN) – all external connections are protected with a secure VPN. As a result, 

the security controls of the participating organization are inherited. Similarly, trust largely 

extends from being a member of a participating organization. The steps for connecting as a Level 

1 or Level 2 participating organization in ODMAP are depicted in Figure 1 below.  

 

Case Explorer Hosting 

 SSAE 18 Type 2 SOC 2  

 PCI-DSS1 

 GLBA  

 HIPAA  

 ITAR 

 EU-US Privacy Shield  
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Figure 1: Obtaining W/B ODMAP Access 

 
 

Individual users are managed within a local Microsoft Active Directory that controls access to 

Case Explorer and ODMAP, with differing levels of authorization. The authorization 

requirements for ODMAP users is not as stringent as for Case Explorer, since ODMAP does not 

contain PII and it needs to be accessed by first responders. Case Explorer has two levels of 

access. Level 1 users can input data, so they only have access to information that they originate. 

Level 2 users have permissions to view cases nationwide. Level 1 is currently comprised of 

3,500 users, while Level 2 is comprised of 1,100 users. To obtain Level 2, the HIDTA 

determines “need to know” and coordinates with an authorized official of the participating 

organization (e.g., agency chief) who must complete a form verifying the individual’s need for 

Level 2 access. 

 

The W/B HIDTA has a goal to make their current ICAM structure “claims aware” through the 

use of Active Directory Federation Services (ADFS) library. Becoming claims aware will allow 

access decisions to be made based on verified attributes (i.e., claims) and will prepare the 

HIDTA to be able to support federation with participating organizations. The HIDTA plans to 

support both SAML and OpenID Connect (OIDC) federation protocols. Through this approach, 
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Level 2 authorization could be conveyed by the federation partner asserting a claim that the user 

has a need to know. 

 

Initial federation efforts have started with sharing information with both the Philadelphia-area 

HIDTA and a Fairfax County, Virginia-based initiative without the organizations’ members 

needing to be pre-registered and vetted to obtain user accounts. W/B HIDTA is also entering into 

a federation with RISS, one of the largest law enforcement organizations in the U.S. and will 

also enter a pilot with the Ohio HIDTA. They see the effort as part of an evolution toward a 

federated inter-HIDTA information sharing platform. Another use for identity federation, which 

is currently being explored, would enable their internally managed identities to gain external 

access to CJIS resources, such as the National Data Exchange (N-Dex) system. 

 

The W/B HIDTA faces challenges integrating with public health systems, as many of these are 

privately owned. Although there is a health care standard and community, the National 

Emergency Medical Services Information System (NEMSIS), the organizations involved do not 

have the institutional mechanisms to evaluate one another to determine the level of trust and 

access controls to implement secure information sharing.   

 

3.1.4 Delaware Information and Analysis Center (DIAC) 

Recognizing the importance of information sharing, states such as Delaware are implementing 

innovative strategies to share opioid information within police departments across the state. The 

Delaware State Police Department’s (DSP) Homeland Security Unit includes the Delaware 

state-designated National Fusion Center known as the Delaware Information and Analysis 

Center (or DIAC).  

 

State agencies are potential building blocks for a national opioid “data lake” that can be accessed 

by law enforcement officers throughout the nation. DSP has built a central repository for Law 

Enforcement data, that state and local law enforcement partners may contribute to and use. The 

DIAC has its own website for sharing Law Enforcement Sensitive (LES) and For Official Use 

Only (FOUO) information with members of the Delaware official community. Users of the 

web-based information systems are vetted using various means, such as contacting supervisors 

and phone verification of their current employment status and role. Delaware Identity 

Management systems, including those of their Department of Technology & Information (DTI) 

within the DIAC, interface with and employ automated means to delete user access when their 

employment status changes. Partners given FOUO access to posted information include Fire and 

the Emergency Medical Services (EMS).  

 

The unit provides an example of a state agency with a sophisticated approach to authenticating 

its users and validating access permissions to protect its data. The DSP and DIAC have two types 

of primary users: 3,107 are enabled to receive LES information and 642 are authorized for 

FOUO information. To qualify for being able to obtain LES information, the officer, analyst, or 

attorney general staff apply, are approved by their supervisor, and verified by the DIAC before 

they are granted access. To ensure the validity of the person seeking access, Delaware relies on 
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person-to-person communication. Access requests are followed by calling the requesting office 

to validate the identity of the requester before access is granted. Upon departure from the law-

sponsoring organization, the person’s account is terminated.  

Authentication at DSP depends on how the user is interfacing with DSP. DSP has three main 

authentication profiles as described below: 

 mobile phone – relies on user and password in combination with a software certificate 

provisioned to the device via an e-mail and text exchange. 

 patrol car – uses a combination of password, software certificate and PIN number, 

which are entered within a VPN. 

 office staff – leverages computer-based authentication and network access control to 

manage who is authorized to login and which computers have authorized network access.  

While the ICAM solutions for the DSP are sophisticated, our research showed that sharing 

among external states is currently limited due to challenges, such as funding and the lack of a 

common platform. The Fusion Center staff, including the staff of the HSIN, are co-located, yet 

most sharing with Federal and regional databases, such as HSIN, RISS and the HIDTAs is done 

on a verbal basis. Postings may contain pointers to records in other systems or the records may 

be directly accessible. Though there is no HIDTA facility in DSP, there is collaboration with 

HIDTAs in New Castle, Philadelphia and Camden. Moreover, some staff from surrounding 

HIDTAs, such as a public health analyst that receives drug-related data, are assigned to cover the 

Dover DIAC.  

  

Delaware does not supply information to ODMAP because the reporting would overburden its 

limited resources.  For example, the overdose reports have some HIPAA-related data and the 

office needs a public health official certified in the HIPAA requirements to review the 

information that is shared. It appears that if there was a way that Delaware could deliver the 

information efficiently, in compliance with the HIPAA regulation, it could contribute to 

ODMAP. As a starting point, Delaware Public Health has agreed to share anonymized 

information.   

 

3.1.5 Town of Pearl River, Louisiana 

Authenticating to the Pearl River police department (a local law enforcement organization) 

systems requires a combination of factors derived from what the officers have (e.g. phone, laptop 

– which they keep in their possession) and what they know (e.g. user name and password). 

Reports must be completed on laptops and any personal information must be entered on 

police-provided equipment, typically at the precinct. The officers’ laptops travel with them in the 

patrol cars and have access to various Federal and state law enforcement databases with 

connectivity provided via a wireless network. 

State-level information sharing takes place through the Police Officer Standards and Training 

(POST) system, which regulates the police officer’s authorization based on the validity of their 
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training -- a form of role-based access control. Larger regional systems like RISS or ODMAP 

offer some information to the precinct via briefings, e-mail and phone calls with officers as 

situations warrant, but in general are not readily available to field officers. Much of the burden 

for providing information to ODMAP is placed on the Coroner’s office, which limits most 

entries to fatalities. Officers are responsible for reporting overdoses through their field reports 

and information is then entered into a local database by detectives.  

The police department uses information available in FBI CJIS information systems, such as the 

FBI’s Integrated Automated Fingerprint Identification System (IAFIS) and its National Crime 

Information Center (NCIC).  The officer opined that retinal scans will be the wave of the future 

for authentication and access control, and he expects to see this tool operational in the Louisiana 

courthouses in the near future. 

This interview supported ACT-IAC’s finding of the significance of resource constraints and 

awareness, particularly at the local level.  Limited information is being shared between Law 

Enforcement and the medical communities.  The sentiment is that there simply is not enough 

time to share and protect sensitive information in the relevant systems (e.g., HIPPA, LES) with 

the tools available and the training needed.)  Due to the lack of automation and/or dedicated 

resources connecting information sharing to the field, information must be entered into 

redundant, non-integrated systems manually by officers and detectives. 

3.2 First Responder Network Authority (FirstNet) Emergency Communications 

In the wake of 9/11, America needed an integrated, nationwide emergency response capability 

for first responders and public safety agencies. The FirstNet, as recommended by the 9/11 

Commission, was created by Congress in 2012 to establish a nationwide broadband network for 

public safety10. The network will connect police officers, firefighters and EMS providers.  

 

The FirstNet mission is to deploy and operate the first high-speed, nationwide wireless 

broadband network dedicated to public safety. This interoperable public safety communications 

platform will provide a single network for first responders, enabling them to obtain and share 

information quickly and help them make faster, collaborative decisions. As part of the 25-year 

agreement made in 2017, AT&T will receive 20 megahertz (MHz) of the 700 MHz spectrum to 

support construction of an Internet Protocol (IP)-based, high-speed mobile network that gives 

priority access to first responders. AT&T will work with FirstNet to “innovate and evolve” the 

network as new technologies become available.  

 

The FirstNet ICAM platform is architected to be open and flexible to support the options that 

customers select based on their specific requirements. Some of the ICAM features will be 

implemented by FirstNet, such as network authentication, while other features, such as access 

control, will be implemented by the community or hosting organization. Complete details of the 

                                                 
10 See the Middle Class Tax Relief and Job Creation Act of 2012, https://www.congress.gov/bill/112th-

congress/house-bill/3630  

https://www.congress.gov/bill/112th-congress/house-bill/3630
https://www.congress.gov/bill/112th-congress/house-bill/3630


 
 

24 

 

technology framework and capabilities are still being developed or are not public. Some of the 

high-level features projected to be part of FirstNet include the following:  

 Network access prioritization for public safety and first responders 

 ICAM technology implemented to control and secure access to online services and select 

applications. 

 Authentication functionality including: 

o Multi-Factor Authentication (MFA)  

o Single Sign-On 

o Ease of Secure Authentication 

 Multiple access approaches, including: 

o Direct authentication using FirstNet-issued credentials 

o Identity Federation from a user’s identity provider (e.g., home agency), to include 

support for both SAML Web SSO Profile and OpenID Connect (OIDC).  

 FirstNet’s applications will be free to use their own access control, such as Role-Based 

Access Control (RBAC), Attribute-Based Access Control (ABAC), or a combination of 

the two. ABAC may also provide the capability to limit access based on authentication 

time or geographic location. Prioritization of access will be determined in two levels: first 

priority (e.g. police captain) and second priority (e.g. patrolman).  First Responders in 

crisis situations would also qualify for first priority. 

 End-to-end encryption (256 bit) 

 FirstNet uses a secure cloud environment.   

 Support is planned for Bring Your Own Device (BYOD) and Bring Your Own 

Credentials (BYOC), which can help save costs and accelerate adoption. 

One of the major FirstNet features is a proprietary MobileSSO that identifies devices and users 

on the network. The MobileSSO Application Programming Interface (API) will be available to 

FirstNet participants to support seamless Single Sign-On (SSO) to multiple applications using 

the same OAuth11 approach as demonstrated in the NIST Special Publication 1800-13. The 

solution can also be used to support authorization through the sharing of identity claims and 

contextual information, such as geolocation.  

 

3.3 Federal to Federal Example - Office of Management and Budget (OMB) 

The OMB’s knowledge management platform, MAX.gov (MAX), is a well-established 

environment for sharing information in the Federal community. It serves the entire executive 

branch of the Federal government, including trusted partners, providing information sharing 

across office, agency and governmental boundaries. Additionally, every agency is required to use 

MAX for various purposes, including budget submission to OMB.  

 

                                                 
11 OAuth is an industry federation standard for conveying an authorization token to a relying party. 
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With the establishment of the information sharing platform, OMB required an authentication 

service. The MAX team started out by providing a username/password authentication service 

and followed with PIV, Common Access Card (CAC), and federated authentication. MAX 

implemented federation to allow Federal employees, who already have a well-established 

Federal credential, to seamlessly access the MAX environment. The team then extended the 

service to support authentication of applications owned and managed by partner agencies. By 

following best practices, OMB’s MAX team has realized cost savings for the Federal 

government and eased the burden on Federal employees for accessing disparate systems.  

 

MAX is able to establish these government-wide services through several mechanisms: 

 Contracts that are scoped to provide services government-wide  

 Services that are designed to be outward-facing with strong internal access controls 

 Modular architecture and design of services 

These core decisions, made early in MAX’s history, lend to the extendibility of the platform.  

 

The MAX team has the capability to assist other agencies with the implementation of an ICAM 

use case and make that feature available to the broader Federal community. MAX has a base 

pricing model for each of its services, which includes authentication for the first 1,000 people 

and an additional per user fee charged thereafter. 

 

MAX continues to evolve the system to incorporate the latest in standards, best practices, and 

NIST guidelines, such as the latest revision of SP 800-63. Future credential formats and 

protocols, such as FIDO security key and Universal 2-Factor Authentication (U2F), are being 

actively researched and may be incorporated into the service as the use case arises. These 

technology standards define the storage and use of cryptographic keys on hardware devices, such 

as smartphones and USB fobs. For non-government users, remote identity proofing continues to 

be a challenge. Currently, non-government individuals must have a government sponsor to be 

eligible for a MAX credential and to be granted limited access to the MAX environment. Future 

plans may include federating with Login.gov to provide citizen-facing authentication services, 

and pilot projects for supporting state, local, and tribal agencies.  

 

The success of MAX stems from collaboration with stakeholders, utilization of standards, the 

strong cyber security skill set of the MAX team, and employment of existing solutions and best 

practices. 

 

3.4 Multiple Service Domains Example – National Aeronautics and Space Administration 

(NASA) 

NASA has implemented a sophisticated ICAM strategy that allows it to extend its ICAM 

services to multiple service domains, including federal, international, business partners, and 

citizens. NASA’s ICAM infrastructure is aligned across all 10 NASA Centers and one Federally 

Funded Research and Development Center (FFRDC) with the FICAM roadmap. NASA ICAM 
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actively participates in the Federal ICAM subcommittees and Federal Public Key Infrastructure 

discussions to ensure initiative alignment with Federal policies and guidance. NASA has fully 

aligned with the NIST SP 800-63-2 guidelines and plans to begin implementing 800-63-3. 

Furthermore, there is a push to require two-factor authentication throughout the agency, with 

smartcards and OTP devices replacing password authentication. 

 

The current ICAM infrastructure at NASA enabled the organization to handle 1,051 identity 

provisioning requests, 11,615 NASA Access Management System (NAMS) requests, and 38,289 

visitor access requests within a single 7-day window. The agency is successful in part due to its 

distributed responsibility for different aspects of ICAM within an overarching ICAM approach. 

Below is a high-level overview of the ICAM program organizational structure (Figure 2): 

Figure 2: NASA ICAM Program Organizational Structure 
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The following existing systems represent the core of NASA’s ICAM solutions:  

 Identity Management and Account eXchange (IdMAX) provides a single authoritative 

source for all NASA identities. IdMAX is the central repository for information on issued 

PIV credentials, RSA Tokens, Active Directory accounts, and Launchpad accounts. The 

NASA Access Management System (NAMS) is an integral component of IdMAX that 

enables workflow-based management of account requests, approvals, provisioning, and 

removal of access for NASA Physical and Logical assets.  

 ICAM Audit Viewer allows the agency to track every change made to a NASA identity. 

 Control for access to desktop computers and applications, such as e-mail and SharePoint, 

is handled by NASA’s Consolidated Active Directory (NCAD).  

 Access Launchpad provides unified access control integration for web-based applications 

through the Security Assertion Markup Language (SAML), while the Agency RSA 

infrastructure provides a two-factor solution where PIV and PIV-I smartcards cannot be 

used. 

 Physical security to buildings and doors at NASA is maintained by the Enterprise 

Physical Access Control System (EPACS).  

 The Card Management System (CNS) supports the issuance and life cycle management 

of PIV Smartcards, as well as PIV-I cards for PIV-ineligible workers. The NASA 

Enterprise Directory provides a unified view of identities and access privileges for 

systems integration. NASA is implementing a visitor management system that will 

support standardized visitor access controls and guest network access Agency-wide.  

NASA users can be divided into two distinct groups: Workers and Non-Workers. Workers in this 

instance directly support NASA missions and are compensated by NASA (e.g. civil servants, 

contractors, etc.).  Non-Workers use NASA resources to conduct independent work not directly 

benefitting NASA (e.g. researchers). Notably, NASA has a large number of international users 

that fall into the Non-Worker category. All identities are stored in IdMAX with joint 

responsibility to maintain the identities among the Office of Human Capital Management, the 

Office of Protective Services, Office of Procurement, and the Office of the Chief Information 

Officer. Each user is assigned two unique identifiers or attributes used to resolve their identity – 

NASA Universal Uniform Personal Identification Code (UUPIC) and AgencyUID. While the 

UUPIC is never changed, the Agency UID is changed whenever a name-change occurs. 

 

NASA utilizes a wide range of authentication methods ranging from internal or external PIV 

cards, PIV-Interoperable smartcards, OTP devices, and username/password. NASA noted that 

implementation of PIV logon to non-Windows environments (Mac, Linux, UNIX) created a 

technical challenge. Currently, commercial off-the shelf and native solutions are being leveraged 

across the agency to enforce PIV authentication. In addition, an Enterprise Connect Native Apple 

solution has been developed that will work with MacOS 10.13.4 and higher. Work continues to 



 
 

28 

 

enable PIV user-based authentication enforcement throughout the varied environments across the 

enterprise and remove the use of username and password. 

 

 

ICAM success at NASA has been achieved by the dedicated and skilled workforce supporting 

the program. The ICAM effort is led jointly by the OCIO and The Office of Protective Services, 

both located at NASA headquarters. This central guidance is supplemented by designated ICAM 

subject matter experts located within centers across NASA and supported by their own 

specialized Identity/Authorization personnel. ICAM practitioners enjoy frequent communication 

among team members, stakeholders, management, and senior leadership on everything from the 

roadmap, changes to Federal policy, and potential impacts to users. The communication between 

these distributed groups has led to the widespread success of NASA’s ICAM program. 

 

3.5 Subject Matter Expert Input 

 

3.5.1 National Institute of Standards and Technology (NIST) 

NIST sets cybersecurity and ICAM standards across the Federal government, providing 

requirements, guidance, and publications to Federal agencies to help manage and protect 

information systems. Complying with NIST SPs is mandatory for non-national security, 

executive branch systems, and their trailblazing standards are also widely accepted across the 

defense and intelligence communities, as well as the private sector.   

 

In June 2017, NIST published the third revision to its SP 800-63, Digital Identity Guidelines. 

The publication represents a paradigm shift toward treating identity, authentication, and 

federation as disparate functions each needing their own assurance level, rather than the previous 

single level of assurance encompassing all three aspects. Agencies are encouraged to “mix and 

match” to tailor an ICAM approach that suits its own unique mission needs. The publication 

comprises a top-level document outlining the risk-based approach along with three detailed 

subsets, which are explored below.  
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NIST SP 800-63A, Identity Proofing and Enrollment, determines how to prove a user’s real-life 

identity to a satisfactory degree of security and accuracy. Whereas a prior identity proofing trend 

was to use 

knowledge-based 

verification, such as 

answering questions about 

your financial history, this 

information has been 

compromised multiple 

times, and is relatively easy 

to spoof. With this reality 

in mind, 800-63A sets out a 

more stringent three-stage 

process of resolution, 

validation, and verification 

(see Figure 3) and 

establishes criteria for each stage.  

Figure 3: NIST 800-63-3 Identity Proofing Overview 

 

NIST SP 800-63B, Authentication and Lifecycle Management, defines the security standards for 

authenticators, such as passwords, out-of-band communication, One-Time Password (OTP) 

devices, and single or multi-factor cryptographic devices (e.g., U2F authenticators). The 

document highlights the vulnerabilities in commonly used authentication methods, such as 

passwords and Short Message Service (SMS) or text messages, providing guidance to mitigate 

the risks. Organizations are encouraged to look instead to multi-factor cryptographic devices and 

to leverage new industry technologies and standards, such as those developed by FIDO, making 

strong authenticators more readily accessible and inexpensive in the marketplace. U2F devices, 

such as USB fobs, are portable and extremely easy to use while meeting the highest authenticator 

assurance level, Authenticator Assurance Level 3 (AAL3). For this reason, U2F devices are in 

demand within Federal spaces, such as the intelligence community, where AAL3 must be paired 

with ease of use in non-standard environments. Once again, agencies are empowered to identify 

their own strategy in the context of their unique demographics and risk management frameworks.   

 

SP 800-63C, Federation and Assertions, provides requirements for participants in identity 

federations. It discusses multiple models of federation, reviewing privacy impacts and 

requirements for both service providers and identity providers. The document modernizes 

previous guidance to include the new, important protocol of OIDC. In addition, it provides 

attribute requirements to facilitate the sharing of users and information. OMB ICAM Guidance 

released in draft form in April 2018 guides agencies to leverage federation and shared services to 

mature and expand the ICAM ecosystem. SP 800-63C provides guidance on the protocols, 

privacy, and security needed to make federation-based shared services a reality.  
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In summary, NIST 800-63-3 empowers agencies to make risk-based decisions – to determine 

what level of risk they can accept and design a solution that works for them. The finer distinction 

among assurance levels promises to strengthen security while allowing organizations to set their 

own ICAM security strategy. By providing agnostic security standards, the document enables 

agencies to move away from vulnerable traditions such as passwords, knowledge-based 

verification, and traditional federation protocols, allowing for a more diverse – and secure – 

ICAM ecosystem. 

 

3.5.2 General Services Administration (GSA 

GSA has been a leader in the advancement of ICAM through its leadership in the Federal CIO 

Council’s ICAM Subcommittee and publication of guidance, such as the Federal Identity, 

Credential and Access Management (FICAM) Roadmap and Implementation Guide. The 

primary drivers shaping GSA’s ICAM program have been awareness and risk management. 

ICAM is not a compliance checkbox, but a vital aspect of cybersecurity for protecting networked 

resources from unauthorized access. For that reason, GSA also works to promote private 

company interaction with the Federal government and provide the best possible solutions.  

 

The ICAM program promotes the NIST standards and industry best practices through the 

FICAM Roadmap, PIV guidelines, and other publications. The program plans to update guidance 

with new standards from NIST, promoting technological changes and implementations which 

eases the burden of implementation and interoperability across the federal space. With the recent 

spate of system compromises from OPM to Equifax, identity proofing continues to be difficult to 

properly implement without some form of in-person identity proofing. The program aims to 

provide guidance showcasing solutions to assist agencies in addressing this challenge. The 

program also promotes the use of multi-factor authentication across the Federal government with 

the requirement of a PIV credential for government-to-government uses. There is a single 

exception to the PIV credential requirement for a specific subset of Federal workers. The 

exception does not exempt the PIV credential, but it does exempt the current format of the PIV 

credential and the program is actively working to implement an alternative format to the PIV 

card. This may include some form of derived credential on a mobile phone. 

 

In summary, the ICAM program at GSA represents strong recognition of the importance of 

Federal-wide adoption of ICAM strategy and best practices. The program has been successful in 

raising awareness and advancing ICAM maturity in the Federal Government. However, it is 

worth noting that progress will be significantly hindered without appropriate resources and staff 

to implement policies effectively.   

 

3.5.3 GSA’s Login.gov 

Login.gov is focused on simple, secure access to government services online. A service 

developed by GSA, it aims to give people a single login portal to access a multitude of 

government resources. It was built with three principles in mind:  
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 Simple and secure for the public 

 Saving time and money for the government 

 Built cooperatively between both 

 

Login.gov provides an example of how GSA is answering several of the challenges faced by 

organizations implementing ICAM, such as resource shortages, limited development expertise, 

changing security standards, and ensuring proper access to system resources. By hosting an 

authentication service, government agencies can provide their resources to their public audience 

in a secure, modern manner that meets or exceeds NIST Authenticator Assurance Level 1 

(AAL1) criteria.  

Login.gov also publishes an Identity Playbook to assist government agencies in integrating the 

platform into their ICAM solutions. The Playbook addresses principles of design, user 

experience, community engagement, security and privacy. It explores topics such as transparency 

in security and user outreach. The playbook also provides development guidelines, complete 

with access to reusable code libraries, code examples, security reviews, standards compliance, 

and the site’s future enhancements. Login.gov is an excellent example of a shared authentication 

service that helps facilitate user access to services and information. 

 

4. CONCLUSION 

Of the many conclusions the ACT-IAC ICAM project team made through outreach and analysis, 

the following themes stood out.  

1. ICAM is a quickly growing field with its maturity still in the developmental stages. 

Consequently, there are wide gaps in maturity between organizations. Future progress in 

ICAM will enhance digital collaboration, and result in better protection and security for 

individuals, business and government.  

2. More education and awareness are required to help organizations further understand and 

appreciate the importance of ICAM to successful mission delivery in today’s digital 

world. 

3. Gaps and incompatibilities among Federal, state, local, and tribal ICAM capabilities 

adversely impact those organizations’ ability to share information and work together. A 

common desire was expressed during interviews for the ability to share information 

across organizations more efficiently and in an automated fashion. 

4. The stronger the identity proofing process is, the more secure the digital identity will be. 

Digital identity credentials should be issued on the basis of a strong identity proofing 

process that is auditable. Similarly, a rigorously proven, strong identity should be bound 

to an equally strong authenticator and its chain of custody maintained.  
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5. Identity proofing and access management within communities of interest are too often 

based on personal relationships. As a result, these manual processes are time consuming 

and labor intensive. Digital solutions exist to automate trust between organizations 

through federation. 

 

 

5.  AUTHORS, CONTRIBUTORS AND AFFILIATIONS 

 

Principal Authors 

Charles Santangelo, ODNI Information Sharing Office 

Terry McBride, Booz Allen Hamilton 

Sarah Chu, EasyDynamics 

Carolyn Hannon Merek, eMentum 

Michael Konrad, KPMG 

 

Contributors 

Mary Ellen Condon, Condon Associates LLC 

Christina Grolman, Booz Allen Hamilton 

Vipul Sachdeva, CGI Federal 

Lionel Cares, ATF 

Roel Lascano, CGI Federal 

Phillip Wood, Intec, LLC 

Norman Brickman, Core One 

 

ACT-IAC Staff Lead 

Michael Howell 

 



 
 

33 

 

 

6. APPENDIX – GLOSSARY OF TERMS 

Active Directory Federation Services (ADFS) - This is a software component developed by 

Microsoft that can run on Windows Server operating systems to provide users with Single 

sign-on to systems and applications located across organizational boundaries. It uses a Claims-

based identity access-control authorization model to maintain application security and to 

implement federated identity. 

Application Programming Interface (API) - This is a set of subroutine definitions, protocols, and 

tools for building software. In general terms, it is a set of clearly defined methods of 

communication between various components. 

Attribute Based Access Control (ABAC) - This defines an access control paradigm whereby 

access rights are granted to users through the use of policies which combine attributes together. 

The policies can use any type of attributes (user attributes, resource attributes, object, 

environment attributes etc.). 

Authentication – This is the process of verifying the identity of a user by obtaining some sort of 

credentials and using those credentials to verify the user's identity. 

Authenticator Assurance Level (AAL) – This is intended to provide some confidence in the 

Authentication provided by an Identity Provider (IdP) to a Relying Party at some desired Level 

of Assurance. 

Authorization - The process of allowing an authenticated user access to resources by checking 

whether the user has access to the system. Authorization helps to control access rights by 

granting or denying specific permissions to an authenticated user. 

Blanket Purchase Agreements (BPAs) – This is a simplified acquisition method that government 

agencies use to fill anticipated repetitive needs for supplies or services. Essentially, BPAs are 

like "charge accounts" set up with trusted suppliers. 

Be on the Lookout (BOLO) – This is a broadcast issued from any American or Canadian law 

enforcement agency to its personnel and law enforcement partners. It contains information about 

a wanted suspect who is to be arrested or a person of interest, for law enforcement officers to 

detain. They can be dangerous or missing persons. 

Bring Your Own Credentials (BYOC) – A user can potentially use credentials that they already 

possess to access a system, such as a USB fob or digital certificate.  For example, FirstNet has 

announced that they will accept a range of user credentials to access its network. 

Bring Your Own Devices (BYOD) – A user can bring their device for use with a system. An 

example is FirstNet’s announcement that they will accept users’ cell phones for usage on their 

network. 
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Criminal Justice Information Services (CJIS) - The FBI’s Criminal Justice Information Services 

Division, or CJIS, is a high-tech hub located in West Virginia that provides a range of state of-

the-art tools and services to law enforcement, national security and intelligence community 

partners, and the general public. 

Cryptographic - The practice and study of techniques for secure communication in the presence 

of third parties called adversaries. More generally, cryptography is about constructing and 

analyzing protocols that prevent third parties or the public from reading private messages.  

 

Drug Enforcement Administration Overdose (DEA OD) - Associated with the tracking of drug 

overdoses (OD MAP). 

Delaware Information and Analysis Center (DIAC) – Division of Department of Safety and 

Homeland Security Office. The DIAC takes an 'all crimes and all hazards' approach to public 

safety and includes other disciplines or stakeholders in the information sharing environment 

within Delaware. Safety and Homeland Security  

Delaware Justice Information System (DJIS) – This is the central state agency responsible for 

providing efficient and reliable development and operation of the hardware, software, network 

and database which comprise the Criminal Justice Information System (CJIS).Delaware State 

Police Department’s (DSP) – The mission is to enhance the quality of life for all Delaware 

citizens and visitors by providing professional, competent and compassionate law enforcement 

services. 

Department of Technology & Information (DTI) - The state's (Delaware) central IT organization, 

chartered to deliver core services to other state organizations and exercise governance over the 

technology direction and investments of the state. 

Drug Enforcement Administration El Paso Intelligence Center (DEA EPIC) - Established in 

1974 in response to a study by the Justice Management Division of the U.S. Department of 

Justice entitled, "A Secure Border." Recommendation number seven of this study suggested the 

establishment of a southwest border intelligence center to be led by the Drug Enforcement 

Administration (DEA) and staffed by representatives of that agency, as well as the U.S. Customs 

Service. 

Drug Overdose Tracking System (DOTS) – Data bases containing information about drug 

overdoses (OPIOIDS).  Anonymizing the identities of DOTS persons should alleviate concerns 

about sharing the personal information collected by DEA.  

Fast Identity Online (FIDO) – The specifications and certifications from the FIDO Alliance 

enable an interoperable ecosystem of hardware, mobile and biometrics-based authenticators that 

can be used with many apps and websites. This ecosystem enables enterprises and service 

providers to deploy strong authentication solutions that reduce reliance on passwords and protect 

against phishing, man-in-the-middle and replay attacks using stolen passwords. 
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Drug Enforcement Administration El Paso Intelligence Center (DEA EPIC) - Established in 

1974 in response to a study by the Justice Management Division of the U.S. Department of 

Justice entitled, "A Secure Border." Recommendation number 7 of this study suggested the 

establishment of a southwest border intelligence center to be led by the Drug Enforcement 

Administration (DEA) and staffed by representatives of that agency, as well as the U.S. Customs 

Service. 

Drug Monitoring Initiative (DMI) - Delaware - Coordinates collection, analysis, and mapping of 

drug-incident data. 

Emergency Medical Services (EMS) - More commonly known as EMS, is a system that provides 

emergency medical care. Once it is activated by an incident that causes serious illness or injury, 

the focus of EMS is emergency medical care of the patient(s). 

Emergency Medical Technician (EMT) - Provide out of hospital emergency medical care and 

transportation for critical and emergent patients who access the emergency medical services 

(EMS) system. EMTs have the basic knowledge and skills necessary to stabilize and safely 

transport patients ranging from non-emergency and routine medical transports to life threatening 

emergencies. 

Enterprise Mobility Management (EMM) - Is a set of services and technologies designed to 

secure corporate data on employees’ mobile devices. 

Enterprise Physical Access Control System (EPACS) – A computer security system controlling 

authorization.  Being a “Physical” system it controls a human’s ability to access, whereas a 

“logical” system would control access resources contained within an IT system. 

Federal Information Security Management Act of 2002 (FISMA) – A federal law concerned 

about the importance of information security to the well-being of the United States.  It requires 

federal agencies to develop, document, and implement information security programs. 

Fast Identity Online (FIDO) – FIDO Alliance is an industry consortium launched in February 

2013 to address the lack of interoperability among strong authentication devices and the 

problems users face creating and remembering multiple usernames and passwords.  FIDO's 

specifications cover single-factor devices (Universal 2-Factor (U2F)) and two-factor devices 

(Universal Authentication Framework (UAF)).  FIDO2 has now introduced the WebAuthn 

specification for browser authentication.  

Federal Identity Credential and Access Management (FICAM) – The GSA-led federal ICAM 

program that provides roadmap, best practices, and other guidance for ICAM implementation. 

First Responder Network Authority (FirstNet) – Created by an act of Congress in 2012, its 

purpose is to establish, operate, and maintain a public broadband network that serves the 

prioritized needs of the law enforcement and public safety community. 

FOB: A fob, commonly called a key fob, is a small security hardware device with built-in 

authentication used to control and secure access to computer systems, network services and data.  

https://www.webopedia.com/TERM/H/hardware.html
https://www.webopedia.com/TERM/D/device.html
https://www.webopedia.com/TERM/N/network.html
https://www.webopedia.com/TERM/D/data.html
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For Official Use Only (FOUO) – An information security designation for use by governments.  

In the US it is one of the categories for non-classified information. 

Global Federated Identity and Privilege Management (GFIPM) – A program that seeks to 

develop secure, scalable, and cost-effective technologies for information sharing. 

Health Insurance Portability and Accountability Act (HIPAA) – An act of Congress from 1996 

that requires the Secretary of HHS to develop regulations protecting the privacy and security of 

certain health information. 

Homeland Security Information Network (HSIN) – A Web-based environment, run by DHS, for 

facilitating Sensitive But Unclassified (SBU) information sharing between Federal, state, local, 

and territorial agencies over a secure network.  

Identity Assurance Level (IAL) – A measure of a person’s identity proofing process as 

developed and published by NIST in their publication SP-800-63-3 titled “Digital Identity 

Guidelines.” 

Identity, Credential, and Access Management (ICAM) – An area of cybersecurity that deals with 

authentication, authorization, Single Sign-On, federation, and other topics. 

Identity Document (ID) – A portion of the identity determination process, a particular document 

like a birth certificate or a driver’s license used to assert/establish a person’s identity. 

Identity Management and Account eXchange (IdMAX) – NASA’s Identity Management and 

Account Exchange system, which includes certain self-service capabilities like changing display 

name and e-mail address.  

Identity Provider (IdP) – Designation used in ICAM technology for the party to a transaction 

which provides information to certify the identity of a user, or their characteristic or attributes, 

within the transaction. 

Integrated Automated Fingerprint Identification System (IAFIS) – An automated fingerprint 

identification system maintained by the FBI. It supports storage and search of fingerprints. The 

system has been to include Next Generation Identification Biometric Interoperability. 

Internet of Things (IoT) – The Internet of Things refers to the ever-growing network of physical 

objects that feature an IP address for Internet connectivity, and the communication that occurs 

between these objects and other Internet-enabled devices and systems. 

Law Enforcement Enterprise Portal (LEEP) – An electronic gateway (or portal) of the FBI that 

provides many different associated partners access to various FBI resources and services.  

Law Enforcement (LE) – The systems within a society to enforce the laws, and in particular 

refers to the people who discover crimes, apprehend the offenders, survey or patrol – such as the 

police.  
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Law Enforcement Sensitive (LES) – A measure used for the labeling of law enforcement 

information that carries a connotation of the sensitive nature of the information and how it 

cannot be shared except within certain guidelines.  The higher-level generic classification of LES 

is Sensitive But Unclassified (SBU). 

ODNI -- Office of the Director of National Intelligence. 

OpenLDAP – A free, open-source implementation of the Lightweight Directory Access Protocol 

(LDAP) developed by the Open Project. 

Level of Risk (LoR) – One of the four main characteristics quantitatively defined by NSA for use 

within the agency to automatically determine a user’s authorization.  The four are LoR, LoC, 

LoT, and LoA. 

Level of Confidence (LoC) - One of four main characteristics quantitatively defined by NSA for 

use within the agency to automatically determine a user’s authorization.  The four are LoR, LoC, 

LoT, and LoA. 

Level of Trust (LoT) – One of four main characteristics quantitatively defined by NSA for use 

within the agency to automatically determine a user’s authorization.  The four are LoR, LoC, 

LoT, and LoA.     

Level of Assurance (LoA) – One of four main characteristics quantitatively defined by NSA for 

use within the agency to automatically determine a user’s authorization.  The four are LoR, LoC, 

LoT, and LoA.  The generic term LOA is based on NIST SP-800-63-2 on “Electronic 

Authentication Guideline” and gives guidelines for federal agencies implementing the use of 

authentication.   

MAX – OMB’s Federal Community site has compelling capabilities for doing collaborations and 

information sharing that is far better than our usual work methods of e-mail, attachments, and 

network file sharing, supporting workgroups and information sharing across office, agency and 

governmental boundaries. 

Memorandum of Understanding (MOU) – A bilateral or multilateral agreement between two or 

more parties. It expresses a convergence of will between the parties, indicating an intended 

common line of action. It is often used in cases where parties either do not imply a legal 

commitment or in situations where the parties cannot create a legally enforceable agreement. 

Multi-Factor Authentication (MFA) – A security system that requires more than one form of 

authentication to verify the legitimacy of a transaction. MFA combines two or more independent 

credentials: what the user knows (password), what the user has (security token) and what the user 

is (biometric verification). 

National Crime Information Center (NCIC) – The NCIC has been called the lifeline of law 

enforcement—an electronic clearinghouse of crime data that can be tapped into by virtually 

every criminal justice agency nationwide, 24 hours a day, 365 days a year. 
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National Data Exchange Program (N-DEx) – An unclassified national information-sharing 

system that enables criminal justice agencies to search, link, analyze, and share local, state, 

tribal, and Federal records. 

National Identity Exchange Federation (NIEF) – A collection of agencies in the U.S. that have 

come together to share sensitive law enforcement information. 

Near Field Communication (NFC) – Enables short range communication between compatible 

devices. This requires at least one transmitting device, and another to receive the signal. 

Office of the Chief Information Officer (OCIO) - Provides leadership to the agency or 

organization in all areas of information management and technology. 

 

Office of Emergency Medical Services (OEMS) – Responsible for planning and coordinating an 

effective and efficient statewide EMS system. Our programs and services are designed to assure 

quality prehospital patient care, from when the call is received by the 911 center to the delivery 

of the patient to the trauma center or hospital. 

One Time Password (OTP) - A single-factor OTP device generates OTPs. This category includes 

hardware devices and software-based OTP generators installed on devices such as mobile 

phones. These devices have an embedded secret that is used as the seed for generation of OTPs 

and does not require activation through a second factor. The OTP is displayed on the device and 

manually input for transmission to the verifier, thereby proving possession and control of the 

device. An OTP device may, for example, display 6 characters at a time. A single-factor OTP 

device is something you have. Single-factor OTP devices are similar to look-up secret 

authenticators with the exception that the secrets are cryptographically and independently 

generated by the authenticator and verifier and compared by the verifier. The secret is computed 

based on a nonce that may be time-based or from a counter on the authenticator and verifier. 
 

Open Authorization (OAuth) – An open standard for token-based authentication and 

authorization on the Internet. OAuth, which is pronounced "oh-auth," allows an end user's 

account information to be used by third-party services, such as Facebook, without exposing the 

user's password. 

OpenID Connect (OIDC) -- An interoperable authentication protocol based on the OAuth 2.0 

family of specifications. It uses straightforward REST/JSON message flows with a design goal 

of “making simple things simple and complicated things possible”. It’s uniquely easy for 

developers to integrate, compared to any preceding Identity protocol.  OpenID Connect lets 

developers authenticate their users across websites and apps without having to own and manage 

password files.  

Open Network Automation Platform (ONAP) – Provides a comprehensive platform for real-

time, policy-driven orchestration and automation of physical and virtual network functions that 

will enable software, networks, IT and cloud providers and developers to rapidly automate new 

services and support complete lifecycle management. 
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Out-of-Band - An out-of-band authenticator is a physical device that is uniquely addressable and 

can communicate securely with the verifier over a distinct communications channel, referred to 

as the secondary channel. The device is possessed and controlled by the claimant and supports 

private communication over this secondary channel, separate from the primary channel for e-

authentication. An out-of-band authenticator is something you have. 

 

Overdose Detection Mapping Application Program -- ODMAP/ODFORM – Provides real-time 

overdose surveillance data across jurisdictions to support public safety and health efforts to 

mobilize an immediate response to an overdose spike.  It links first responders on scene to a 

mapping tool to track overdoses to stimulate real-time response and strategic analysis across 

jurisdictions.  It is a mobile tool, capable of being used in the field on any mobile device or data 

terminal connected to an agency Computer Aided Design (CAD) system.  Agencies sign a 

teaming agreement and have the ability to upload data and view the map in real time. 

Personally Identifiable Information (PII) - Any data that could potentially identify a specific 

individual. Any information that can be used to distinguish one person from another and can be 

used for de-anonymizing anonymous data can be considered. 

 

Personal Identity Verification (PIV) – A U.S. Federal Government-wide credential used to 

access federally controlled facilities and information systems at the appropriate security level. 

PIV credentials have certificates and key pairs, pin numbers, biometrics like fingerprints and 

pictures, and other unique identifiers.  

PIV/CAC – A specialized type of smart card used by personnel in United States federal agencies. 

Just as a CAC does, the PIV card includes a picture of the user along with their name. A PIV can 

be used for visual verification of users, and then as a smart card when users log onto their 

computer. The Common Access Card, also commonly referred to as the CAC or CAC card, is a 

smart card about the size of a credit card. It is the standard identification for Active Duty United 

States Defense personnel, to include the Selected Reserve and National Guard, United States 

Department of Defense civilian employees, United States Coast Guard civilian employees and 

eligible DoD and USCG contractor personnel. 

Policy Based Access Control (PBAC) – A digital security technology that uses digital policies, 

comprised of logical rules, to guide authorization decisions. 

President’s Management Agenda (PMA) – An initiative, announced by President George W. 

Bush in 2001, to make the U.S. Federal government more efficient and effective. The agenda 

emphasizes regular performance reviews for departments, increased managerial flexibility, and 

greater accountability for employees, in all cases drawing on techniques and models popular in 

the private sector.  

Regional Information Sharing Systems (RISS) -- A program that assists local, state, federal, and 

tribal criminal justice partners by providing adaptive solutions and services that facilitate 

information sharing, support criminal investigations, and promote officer safety. 
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RFC 6238 Time-based One-time Password Algorithm. –  The proposed algorithm can be used 

across a wide range of network applications, from remote Virtual Private Network (VPN) access 

and Wi-Fi network logon to transaction-oriented Web applications. It is believed that a common 

and shared algorithm will facilitate adoption of two-factor authentication on the Internet by 

enabling interoperability across commercial and open-source implementations. 

 

RISSNet – A secure Sensitive But Unclassified law enforcement information sharing cloud 

provider.  RISSNET provides access to millions of pieces of data, offers system-to-system 

sharing of information, and connects disparate state, local, and Federal systems.   

RISS Officer Safety Event Deconfliction System (RISSafe) – An officer safety event 

deconfliction system.  RISSafe stores and maintains data on planned law enforcement events—

such as raids, controlled buys, and surveillances—with the goal of identifying and alerting 

affected agencies and officers of potential conflicts impacting law enforcement efforts.   

Rivest–Shamir–Adleman (RSA) SecureID – A two-factor authentication technology used to 

protect network resources.  The authentication is based on two factors -- something you know (a 

password or PIN) and something you have (an authenticator). 

SAFETNetSecure Automated Fast Event Tracking Network (SAFETNet) – Deconfliction 

software used to eliminate conflicts among undercover drug events between different law 

enforcement agencies.  Provides a method of sharing and gaining case information from other 

agencies.  

Security Assertion Markup Language (SAML) – An open standard for sharing security 

information about identity, authentication and authorization across different systems. SAML is 

implemented with the Extensible Markup Language (XML) standard for sharing data, and 

SAML provides a framework for implementing single sign-on and other federated identity 

systems. 

Sensitive But Unclassified Technical Advisory Committee (STAC) – Supports the Information 

Sharing Council (ISC) responsibilities pertaining to the sharing of national security, public safety 

and terrorism information among SBU environments.  The STAC’s mission is to promote and 

advance responsible sharing of timely, accurate, and comprehensive SBU information by federal, 

state, local, and tribal partner agencies and stakeholders across the full spectrum and scope of 

their respective missions, under their own authorities, to achieve mission effectiveness. 

Single Sign-On (SSO) – Allows a user to sign on with one set of credentials and gain access to 

multiple applications and services. 

Subject Matter Expert (SME) – An individual with a deep understanding of a particular process, 

function, technology, machine, material or type of equipment. 

Universal 2-Factor (U2F) – An open authentication standard that strengthens and simplifies 

two-factor authentication (2FA) using specialized Universal Serial Bus (USB) or Near Field 

Communication (NFC) devices based on similar security technology found in smart cards. 
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Universal Authentication Framework (UAF) – An authentication method that uses the Fast ID 

Online (FIDO) protocol that authenticates a user locally, before the local device used to access 

the online service authenticates itself to the server. A user password is not required. 

Universal Serial Bus (USB) – An industry standard that was developed to define cables, 

connectors and protocols for connection, communication, and power supply between personal 

computers and their peripheral devices. 

Virtual Private Network (VPN) – Extends a private network across a public network and enables 

users to send and receive data across shared or public networks as if their computing devices 

were directly connected to the private network.  

Washington/Baltimore High Intensity Drug Traffic Area (W/B HIDTA) – An organization that 

fosters cooperation among law enforcement agencies in its region and involves them in 

developing a strategy to address the region's drug-related public safety threats.  

 


