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American Council for Technology-Industry Advisory Council (ACT-IAC) 

 

The American Council for Technology-Industry Advisory Council (ACT-IAC) is a non-profit educational 

organization established to create a more effective and innovative government.  ACT-IAC provides a 

unique, objective and trusted forum where government and industry executives are working together 

to improve public services and agency operations through the use of technology.  ACT-IAC 

contributes to better communications between government and industry, collaborative and 

innovative problem solving and a more professional and qualified workforce. 

 

ACT-IAC welcomes the participation of individuals and organizations from government, industry and 

academia who are committed to improving the delivery of public services through the effective and 

efficient use of IT. For membership and other information, visit the ACT-IAC website at 

www.actiac.org.  

 

Disclaimer  

 

This document is a summary of discussions during a recent forum conducted by ACT-IAC in 

September 2017.  It also includes the results of a telephone survey that was conducted with nine 

firms and one university. This document does not – nor is it intended to – take a position on any 

specific course of action or proposal. This document does not – nor is it intended to – endorse or 

recommend any specific technology, product or vendor. The views expressed in this document do not 

necessarily represent the official views of ACT-IAC or those of the individuals and organizations who 

participated in the forum.   

 

Copyright  

 

©American Council for Technology, 2017. This document may not be quoted, reproduced and/or 

distributed unless credit is given to the American Council for Technology-Industry Advisory Council.  

 

Further Information  

 

For further information, contact the American Council for Technology-Industry Advisory Council at 

(703) 208-4800 or www.actiac.org.    

http://www.actiac.org/
http://www.actiac.org/
http://www.actiac.org/
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Executive Summary  

 

The use of unmanned aerial vehicles (drones) is increasing exponentially. Apart from leisure activities, 

drones are transforming the ways in which businesses and government carry out their missions.  

Drones are transforming everything from agriculture and emergency management to national 

security and the delivery of goods and services.  Drones take on an entirely new dimension as nodes 

in the emerging Internet of Things infrastructure.  As replacements for stationary sensors drones 

expand the user’s ability to collect information.  Society is at the very beginning of understanding 

how drones will factor into tomorrow’s technological infrastructure and how they will push the 

boundaries of what is possible.    

 

In July 2017 ACT-IAC brought together executives from government and industry to explore the 

emerging technologies of drones explore some of the implications emerging from the evolution of an 

infrastructure in which everything is connected – the Internet of Things (IoT).  This white paper is a 

summary of the collaborative conversation that occurred during this event.  This is also the beginning 

of a conversation that ACT-IAC will be hosting in the days ahead.  If you are interested in this 

conversation, contact ACT-IAC to learn how you can engage. 

 

What is a Drone 

 

A drone is an Unmanned Aerial Vehicle (UAV) -- an aircraft without a human pilot aboard.  UAVs are a 

component of an Unmanned Aircraft System (UAS) which includes a UAV, a ground-based controller, 

and a system of communications between the two. The flight of UAVs may operate with various 

degrees of autonomy - either under remote control by a human operator or autonomously by 

onboard computers.  Because the UAS are aircraft, they are subject to all applicable Federal Aviation 

Administration (FAA) regulations, including the statutory requirements regarding registration.  In 

August 2016, FAA enacted new regulations for both public and private sectors of small UAS 

operations.  Known as Part 107, these new regulations simplified the requirement for small UAS 

operations by public agencies, establishing flight rules and criteria for operator certification.  These 

regulations address the operation of unmanned aircraft systems and certification of remote pilots.  

Part 107 allows small UAS operations for many different non-recreational purposes without requiring 

airworthiness certification.  In addition, Part 107 provides the safety rules for all routine civil 

operation of small UAS. 
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With drone usage increasing in commercial, government and leisure arenas, it has been estimated 

that small drones will be one of the most dynamic sectors of the aviation industry within ten years.  

The Federal Aviation Administration estimates1 that there are currently 1.1 million recreational 

drones (e.g. hobbyists) currently operational in the U.S. and this will increase to between 2.7 million 

and 4.4 million units by 2021.  The commercial drone fleet is currently at 42,000 units.  This market is 

estimated to be ten times larger in 2021 – with over 400,000 commercial drones in service.      

 

The ability to collect data remotely can save organizations considerable time, effort and expense. A 

small UAV (under 55 pounds) can rapidly provide real-time information at a fraction of the cost of 

more conventional manned vehicles (such as helicopters or fixed-wing aircraft) or the cost of sending 

an individual to a remote site.  They offer rapid deployment, increased maneuverability, better 

accessibility and dependable resilience and can potentially transform the way an organization or 

government meets its mission requirements.  While UAVs have significantly less payload capacity 

than conventional aircraft, they are able to carry modern small and lightweight cameras and sensors 

which can detect light, heat, chemicals, and even radiation.    An important benefit of the UAS is that 

it can collect and display geographic information systems (GIS) data in “layers” to provide a visual 

representation of surface information in the format and accuracy requested by the user. 

 

The growing use of drones raises significant issues regarding the management of this technology and 

policy issues such as privacy and security.  When included in an IoT architecture, drones create 

additional issues regarding their management and use.   The ecosystem to support this approach will 

require solutions capable of managing, categorizing, analyzing, archiving, and providing information 

in multimedia formats 

 

How Government Is Using Drones 

 

Government is using drones in a variety of different areas.  Examples include:  

 

 Wildfire Operations, degree of control or spreading of fires, margin mapping, hot spots,  

 Structure Stability of buildings post fires 

 Search and Rescue, due to floods, tornadoes, earthquakes; missing children; prisoners, and 

others 

 Disaster Planning post hurricane, earthquake, flood, volcano, mud slide 

                                            
1 FAA Aerospace Forecast, Fiscal Years 2017-2037,; U.S. Federal Aviation Administration, August 2017 
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 Agricultural Analysis – comparison to baseline to determine growth or continued 

deterioration 

 Humanitarian Assistance in remote areas to include food, critical medications, etc. 

 Infrastructure Assessment – bridges, roads, towers, dams, earthquake damage 

 HazMat Assessment and response of chemicals, explosives, etc. 

 Environmental Review 

 Traffic Accidents – pictures, video, and surveys 

 Emergency Communication in providing the Wi-Fi and mobile phone relay service 

 Threat and Risk Assessments for chemical plants, fuels depots, dams, roof tops, etc. 

 Military operations 

 

 

 

The ACT-IAC Forum 

 

On July 26, 2017, ACT-IAC hosted a forum to explore the use of drones and their application to 

government.  The objective of the event was to: 

 

 Obtain a better understanding of the intersection of technology, data and Analytics 

 Develop awareness of existing barriers to entry 

 Provide a showcase of drone applications in Federal and private sector 

 Become familiar with how drone manufacturers partner with technology firms to deliver 

customized products and produce desired solutions 

 Understand current and proposed regulatory direction 

 

Over 70 experts from government and industry attended this collaborative forum.  The event began 

with a presentation by the CEO of the Association for Unmanned Vehicle Systems International 

(AUVSI) who provided an overview of the current environment, discussed emerging issues and 

highlighted key policy issues that could affect the usage of drones.  Three panels comprised of 

government and industry discussed how to get started with drones.  They addressed the existing and 

future regulatory, security, and governance structure; suggested a road map -- from evaluation to 

implementation -- for implementing a drone strategy that included technology, data and analytics; 

and provided four use cases.  The forum ended with the CEO of Govini providing an assessment of 

drone usage, current penetration and future growth.  The event agenda and speakers are identified 

at the end of this paper. 
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Attendees at this forum acquired the following knowledge that can be used to develop and 

implement drone and IoT strategies in their organization. 

 

 Real life examples of drone utilization in different Federal agencies  (Examples on page 4) 

 Insights into the intersection of technology, data and analytics that can provide specific 

quadrants of data for projections and trending 

 List of barriers to entry that should be addressed, such as cost, regulation requirements 

 Current and proposed regulatory direction that enable an easier transition to usage 

 Opportunities for partnerships with private sector firms offering a combined, integrated 

customized products and solutions 

 Future projections on drone usage 

 

 

 

Program Highlights 

 

The representative from the Association for Unmanned Vehicle Systems International noted that 

more effort needs to be extended to scale and accommodate unmanned vehicles especially as they 

increase in volume and usage.  There are a number of pilot projects underway in various states 

(California, Florida, Texas, New York, Colorado, Illinois, North Carolina, Ohio, Pennsylvania, Georgia, 

and New Jersey) designed to test to the potential impact of drones on the environment, public safety, 

etc.  These pilots are also testing the effectiveness of drones as an alternative to more traditional 

data collection methods.  Additional pilots are being added on a regular basis.  Fostering this growth 

in drone usage was the introduction and approval by the FAA of Part 107 which enabled waivers of 

the requirement that drones operate only in restricted air spaces, established equivalent levels of 

safety, and removed the requirement for a private pilot’s license to operate a drone.  Part 107 still 

has a number of requirements that drone operators must comply with.  These include comprehensive 

training; a prohibition of flights over non-participants; requirement that drones not fly beyond visual 

line of sight or operate at night; and a requirement that pilots avoid restricted airspace   The speaker 

referenced the “Know Before You Fly”, campaign that the Association of Unmanned Vehicle Systems 

International (AUVSI) and the Academy of Model Aeronautics (AMA created in partnership with the 

FAA to educate prospective users about the safe and responsible operation of unmanned aircraft 

systems (UAS). The speaker noted that all parties using drones need to understand the regulations 

regarding public safety and be sensitive to privacy concerns.  The speaker concluded by noting that 
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are individuals (bad actors) who are flying drones for malicious reasons without any concern of the 

law. 

 

The first panel focused on the laws, regulations, and policies (e.g. privacy and security) that govern 

drone usage.  They agreed that the UAS platform is designed to collect and secure data with a chain 

of custody that begins with collection and runs through analytics and archiving – and that this creates 

a complex system requiring special assistance.  Recognizing that drone technology is rapidly evolving 

and changing, the speakers voiced a concern that regulations need to evolve simultaneously in order 

to preserve the appropriate balance between new developments and public interests.  The panel also 

discussed the Part 107 requirements established to obtain the Certificate of Waiver or Authorization 

(COA) and the length of time (several months up to a year) that the FAA often takes to issue such 

waivers.   The National Oceanic and Atmospheric Administration (NOAA) secured its first COA over 10 

years ago and now has 54 drones -- 20 different types – in use by various programs.  NOAA is 

partnering with the National Aeronautics and Space Administration (NASA) on programs that will 

involve the deployment of larger drones.  It was interesting to note that NOAA classified the UAS as 

an aircraft – and not Information Technology (IT).  The result is that drones are subject to fewer 

restrictions than if they were classified as IT.   

 

The FAA is using various test sites around the country – Arkansas, Nevada, Virginia, New York, North 

Dakota, and New Jersey– to explore and evaluate UAS operations in different geographic locations.  

The overriding concern is if the volume of drones dramatically increases, what process will be put in 

place to eliminate collisions not only in the small UAS space but with other larger airplanes.   The Safe 

Drone Act of 2017 was recently introduced by Senator Warner and others on the Hill to grant the 

FAA the authority to require registration and marking of small drones.  In enacted, the legislation is 

expected to bring this emerging technology a step closer to widespread use and help address key 

safety and privacy concerns.  The bill would require NASA and the Secretary of Transportation to 

implement a traffic management plan, focus on safety and security, increase training on UAS careers 

and develop funding for research and development. 

 

Since drones send back large volumes of data, the panel emphasized the need to protect the security 

of this data.  Attendees were urged to consider the following questions when developing a security 

policy. 

 

 How does your agency or firm handle the data you are receiving? 

 Is data being received on a standard platform or via a mobile platform and are both 

protected? 
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 Who is really sending you the data – do you always know? 

 Is it encrypted? 

 What return address are you using?  If that data is unencrypted, then the return addressee 

may be vulnerable. 

 Physical security concerns.  If drones crash, is that data accessible by or adversely used by 

other individuals? 

 Which cloud structure should be considered? 

 What is the process for handling, retaining, storing, and archiving the data securely? 

 Since there is a large volume of data and a wide territorial range, should more secure towers 

be installed to manage? 

 How much data actually needs to be maintained behind the firewall?  Storage of data can be 

expensive. 

 

The second panel focused on technology, data, and analytics.   A number of private companies are 

investing in the acquisition and integration of drone firms and air traffic control programs associated 

with drones. Members of the panel noted that some companies create terms for their drone 

products such as “Drone Smart Phone on Wings” and “Micro-Geographics”.  The benefits of the UAS c 

are high volume of data that is high resolution, ability to cross compare from previous historic data to 

determine changes and projections, and the ability to open new dimensions for viewing and 

predictive analytics.  All panelists agreed that regulations – as well as standardization and 

certifications —are needed to meet a gold standard process for managing and using drones.  All 

agreed that the rules, processes and applications need to be kept as simple as possible, especially as 

the usage of drones continues to increase. 

 

Panelists identified several areas that need attention in order to employ drones effectively:  effective 

drone programming is crucial to the successful outcome of the data received; flight times need to be 

lengthened (currently flights between 30-45 minutes); costs need to be reduced, a determination 

needs to be made on the amount of data acquired; and the user (whether industry or government) 

needs to determine what is needed and how it will be used before enacting the drone project.  The 

panelists also agreed that GIS should be included with all UAS to be able to identify GS quadrants and 

locations.   Further, if multiple agencies will be using the data, users should consider the cost and 

security of data sharing. 

 

The final panel consisted of four agency use cases:  U.S. Agency for International Development 

(USAID), U.S. Geological Survey (USGS), the Department of Homeland Security (DHS) Customs and 
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Border Protection, and FirstNet.  U.S. Geological Survey has been using drones for around 7 years and 

provided examples of how the technology is using thermal cameras, and radar to measure steam 

flow velocities; assessing elevation levels; creating 3D topographical models; determining type of 

gases from fire plume; and monitoring seashore elevation.   

 

The agency representatives agreed that before embarking upon a drone program the sponsoring 

organization should conduct research into drone capabilities, train the staff and develop a business 

case justification to demonstrate the value and benefit.  For example, DHS CBP justified a pilot by 

noting that certain surveillance activities currently require 250,000 hours of staff time whereas a 

drone could cover the same area with only around 50,000 hours.   

 

The final speaker was the CEO of Govini who briefed the attendees on recent research.  He noted 

that advancements in data collection, marked by technology breakthroughs in Unmanned Systems 

and the Internet of Things (IoT) is reshaping operating concepts for Federal agencies. Defense 

agencies are further along at integrating these technologies than civilian agencies, which presents an 

opportunity for civilian agencies to buy cheaper commercial solutions instead of custom built ones.  

 

The analytic report released by Govini on Unmanned Systems and IoT Taxonomy provides a roadmap 

for tracking key market drivers as the Federal government further incorporates these two capabilities 

into concepts of operations (CONOPS).   The key findings from the report were: 

 

 

 Spending on Unmanned Systems, IoT and Cyber Defense totaled $31.3 billion in FY16. The 

smallest category by obligated dollars, Cyber Defense grew the most in FY16 by 52.6 percent 

primarily from investment in Endpoint Defense and Application Security - two segments most 

related to IoT.  

 

 IoT, the largest category totaled $12.2 billion in FY16. It encompasses a broad set of solutions 

including Data Collectors and Cloud. Data Collectors accounted for 34.7 percent of IoT 

spending since FY11 and Cloud 26.8 percent. The two will continue to command the largest 

shares of IoT spending until technologies advance and costs come down.  

 Unmanned Systems, the second largest Taxonomy category, has historically been dominated 

by Aerial investments aligned to military missions. However that is beginning to change as 

Processing, Exploitation and Dissemination (PED) is gaining in importance. Proliferation of 
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assets in other domains and the need to connect them through data streams for improved 

decision making is forcing focus on PED.  

 

 An elusive priority remains transitioning from closed PED architectures built around existing 

unmanned platforms to open ones that would allow the integration of the next generation 

unmanned platforms. Together Aerial and PED accounted for 84 percent of Unmanned 

Systems spending.  

 

 Federal Agencies are investing heavily in evolving Cybersecurity capabilities and it is focusing 

on software to do it. Identity Credential and Access Management (ICAM) Software and 

Boundary Defense Software had the largest FY16 spending increases of 198.2 percent and 

126.8 percent respectively. The investment approach is paving the way for greater reliance on 

Unmanned and IoT technologies. 

 

The complete report is available in the Knowledge Bank on the ACT-IAC web site. 

 

 

 

Consolidated Summary of IoT/Drone Survey and Interview Questions:   

In developing this forum the planning committee felt that the value of the event would be enhanced 

if additional content was produced regarding industry perspectives on drones and the Internet of 

Things.  It was decided to conduct a brief survey of selected companies.  Ten surveys – nine 

companies and one university – were conducted via telephone and the results have been 

summarized below. 

 

 

What is your firm currently supporting with unmanned drones, either commercial, Federal, State, or 

Local Government? 

 

The firms interviewed pursued a range of activities, from research and analysis to pilot programs to a 

prototype in a lab or to supporting drones across all sectors.  Several of the firms supported just the 

analysis and trending of data whereas others focused on the entire activity from buying or 

contracting with drone manufacturers to flying, securing and analyzing real data.  Several focused on 

the security and encryption of data.  Many of these firms were educating the government on the 

value and benefit of drones within their specific agency and/or trying to understand the needs and 
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requirements to adjust their drone technology.  Overall, it appeared that the commercial sector was 

more adoptive of the drone concept than the Federal or State sector primarily due to understanding 

of drone capabilities; lack of multi-layers of approval; cost not being a factor; understanding of and 

compliance with regulations; and internal approval processes.  The University participating in the 

interview brought the perspective of an Innovation Design Center connecting with a UAS academy in 

supporting public safety initiatives in the state. 

 

All firms agreed that a drone program in any government agency would bring value to the customer 

ecosystem.  Each felt that there are currently drone applications that would be the right choice and 

enable government to more efficiently do its job when remote or dangerous situations impacted 

their work.  All agreed that the data that would be produced had the depth of quality and precision, 

specific geospatial quadrant reference points, and a valid capability for cross comparing between a 

baseline image and a future change image.  According to the firms interviewed, industry was a 

necessary partner to provide the detailed semblance of camera and video data, comparative analysis, 

predictions, and trending.  In addition, their wide range experience in the commercial sector provided 

the knowledge of how drones could be used, the adaptions or modifications needed for specific 

customers, and the ability to demonstrate outcomes.  Many firms see themselves as an integrator 

working with drone firms, or as an analytic expert that views the data retrieved and compares with 

historical archived data, or additionally as an expert in assuring security of data retrieved. 

 

A missing issue that several firms mentioned was a defined and detailed process for conducting 

drone operations that included standards for drone training, program development, and 

maintenance.  These standards do exist for manned vehicles but are not specifically written for UAS. 

 

 

What do you think the government needs from industry and what does industry need from 

government to support their vision, mission and needs initiatives with unmanned vehicles? 

 

The comments from industry regarding what was needed from government to be successful with the 

adoption and implementation of drones versus what industry needed to provide the government was 

thought provoking.  Below is a summary of those comments. 

 

What government needs from Industry? 

 An understanding of what is possible today and what is being developed for the future. 
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 An industry partner who is open and willing to work closely with government to build a 
comprehensive solution along with robust standards, security, governance, procedures, and 
policies. 

 An industry partner who can develop a customized solution that is “easy and simple” and cost 
efficient to integrate into the government. 

 Guidance on drone program development that incorporates safety, drone law and 
commercial aviation. 

 An assessment of the cloud with potential new guidelines from NIST, FEDRAMP, and FISMA 
 A level of patience, understanding in that the government may not absorb or move as fast as 

commercial sector work. 
 How UAS/drones will save cost. 
 Industry and drone manufacturing firms need to embed geographic information systems (GIS) 

with videos in every drone to assist agencies with overlay mapping detail. 
 
What Industry needs from Government? 

 An open mind with a willingness to be innovative and explorative. 

 An arrangement or a willingness to remove internal barriers, such as new business processes, 

re-training staff whose position may be displaced, political issues, addressing the “risk 

adverse”, removing the “unwillingness to change attitude”. 

 Agreement to developing a working contractual relationship. 

 Sharing of specific needs, requirements to develop the right UAV vehicle that supports their 

specific needs.  Each agency and/or department within the agency have different use case 

need. 

 An understanding up front that a pilot project and/or known outcomes may not be absolute 

during the first drone flight 

 Some agencies need to be open to understanding the capabilities of drones.  If they can see a 

pilot, are shown the camera or video data, see what is capable from analysis and projections, 

they may be more willing to move forward. 

 

Overall, a key concern that may impact both government and industry is the potential displacement 

of individuals who were doing the work prior to UAS and/or the ability to cross-train these individual 

with other skill sets such as maintenance, analytics, etc.  All of the interviewees agreed that the FAA 

does need to regulate the use of UAS in the airspace to prevent unforeseen issues occurring.  In 

addition, the interviewees felt FAA needed to categorize how the “air space” will be used in the 

future with the increase of drones from private and public sectors. 
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Industry would like to have the FAA re-evaluate the regulations to accommodate more UAS/drone 

flights for commercial and government use.  They feel the process of being approved and certified is 

too long with a lot of restrictions.  Industry would also like the FAA to consider a separate 

classification of drones – instead of being just 55 pounds and less, have separate categories classified 

within the 55 pounds. 

 

In summary, even though the government seems to understand the capabilities of UAS/drones, 

industry still feels that the government needs to visually see live examples of capabilities and 

analytics to fully understand the full dimensions of what a UAS/drones can provide. 

 

 

What commercial application with unmanned drones would be of use to the government and Why? 

 

There are many commercial sector applications that could be re-purposed and customized for the 

government.  Examples included: 

 

 Agricultural Monitoring – monitoring pesticide control and water usage impact on crops today 

compared with historical images 

 Infrastructure Assessment – Bridges, dams, rails, road damage, Power lines 

 Environment – oceans, water levels (lakes, dams, etc.), diseases in water killing plants, fish 

 Disaster Assessment – mapping of beaches or land in an “as is” condition and comparing the 

“as is” to a post disaster event 

 Law Enforcement   

 Geospatial mapping 

 Delivery of medications during a disaster 

 Life Saving Measures 

 Contagious Disease Outbreaks 

 Anything impacting the ecosystem 

 City mapping 

 

Two specific areas mentioned are: 

 

1) Government agencies have slightly different operational requirements, but accordingly to 

those interviewed, most drone software and analytics easily can be modified to accommodate 

those requirements.  Industry can work with government to examine the needs, prioritize, 



   

   Advancing Government Through Collaboration, Education and Action  Page 15  

determine a common workable application that would fit both, assess the impact to citizens, 

and determine if the UAS can meet the mission objectives.  Industry’s opinion is that the UAS 

can provide more real time visualization, quicker, with the same or better results and in a 

more energy efficient manner than the traditional manpower staff currently utilized. 

 

2) Industry would like to apply the camera images and refine the video and GIS mapping to 

provide a detailed end product that is clear, accurate and precise.  In a typical drone outing, 

hundreds of thousands of images are collected and placed in an ortho mosaic (A type of air 

photo mosaic that is more accurate than controlled or uncontrolled mosaics that can be 

enlarged and show characteristics of a map with true distance, angles and areas but also can 

be interpreted like a photograph) or a 3D map which provide one large explicitly defined 

image.  The before and after comparisons show amazing clarity and the ability to outline 

exactly what has changed.  With the images provided, the analyst can easily zoom in on any 

particular area of interest. 

 

 

What do you think is the most important by-product of use of drones? 

 

To most of the industry members surveyed, the most important function and use of drones was the 

ability to collect data in hard-to-reach remote areas in a timelier, and more efficient manner and be 

able to combine structured, unstructured, and archived data into trends, future projections, 

remedies, and key data markers.  The second most important function and very close to the 

previously mentioned is the ability to cross compare today’s aerial pictures with historical archived 

pictures to draw comparisons, trends, and projections.  In addition, data from one source can be 

linked with data from another source to determine causes and outcomes.  This would benefit 

government and industry, and the population on assessing what we can anticipate in the future. 

 

Others cited security and safety as being important end products of drone usage, not only for the 

public but also for the workers needing to monitor and view remote areas. 

 

 

What have been the barriers/roadblocks to entering the government sector with providing support 

on unmanned vehicles? 

Several barriers and roadblocks were cited which impact the increase usage of UAV/drones.  Those 

identified were: 
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 Rules, regulations, certifications, viewing restrictions 

 Applicability of law to different government sectors – Federal, State, and Local 

 New cost to agencies, to include fuel and contractor fees 

 Willingness of government to adopt to change; concern of personnel displacement 

 Understanding from industry as to what will work, what cannot work, and what is in progress 

for future applications 

 Security framework and encryption needed to support UAVs 

 Concern with infiltration of larger number of drones in air space; concern with who will be in 

charge of monitoring oversight; concern on safety 

 Bureaucracy of acquisition and approval process in government 

 Intrusion of privacy 

 Loss of sensitive data if UAV/drone gets into the wrong hands (example – drone becomes 

inoperable and falls to the ground) 

 Concern over airspace collisions – over populated airspace 

 Mixing recreational, commercial, and government drones in the same air space with those 

who are poorly trained or have nefarious uses for drones 

 

Industry and government need to have a documented need, a solid use case example and a 

comprehensive business case to justify the UAS/drone program.  At the onset of a contract with a 

government agency, Industry needs to perform due diligence by having preliminary discussions with 

the agency to determine the key stakeholders, champions, leadership, legal counsel, acquisition 

process, and the approval process before moving forward.  Without this knowledge, approvals could 

not be attained.  All assumptions, requirements, timelines, and outcomes need to be articulated.  

Industry also strongly recommended an iterative business case be done to account for the various 

steps involved in the government process as well as the phases of evaluation and implementation. 

 

Several Examples of use cases. 

 

Agriculture:  Drones are being used to monitor and track crops across large acreage in real time. 

Images are taken of the crops once they start growing – as a baseline.  Changes to the crops are 

monitored and compared to the baseline after pesticides are sprayed and during drought or heavy 

rain to determine the effectiveness of pesticides and/or the impact of water or no water on crop 

growth.  During drone inspections, drones can voice activate to specific locations, through GPS 

coordinates, and zoom in on any specific areas to assess.  The tracking and comparisons are analyzed 

to determine future modifications to enhance crop growth. 
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Smart Cities:  Research and pilot projects are being done with Smart Cities and Smart City Grids to 

address security, IoT, drone data, issues, and analysis to form a more integrated City where one 

service could support other services to form more of an enterprise system.  As noted Smart City 

projects with IoT/Drones are being tested and still need the sensors encrypted and to improve the 

power supply. 

 

New Recreational Parks:  A new park was developed without updating the existing land map.  

UAS/Drones were used working with GIS system to fly over the park, take photo maps, and use these 

updates to revise the existing land map or create 3D image models.   

 

Conservatory:  Water runoffs especially with massive storms and flooding create problems for run-off 

water.  UAS/Drones were used to record the areas of run-offs and determine based on land levels 

where run-off water could be contained or eliminated. 

 

Fires:  The amount of smoke and the severe consequence of rapid fire spreading is of great concern 

to firefighters.  Through the use of drones with video feeds, the spread of fire can be monitored in 

real time to determine whether it is being controlled or spreading in a new direction and what 

changes can be made in the future to mitigate fire spread and damage.  GPS coordinates connect 

with map references to pinpoint specific locations.  In addition, drones are used to take a video of the 

land and forest prior to any devastating event that can be used as “before and after” pictures of the 

fire. 

 

Beach Erosion:  Prior video and camera images are taken as a baseline.  City or state can monitor 

beach erosion issues and assess remedies to replace sand.  This is a more environmentally 

conservative way of assessing erosion versus having survey staff  expend long days measuring while 

disturbing dunes. 

 

Traffic Accidents:  With the volume of wrecks on major highways with motorcycles, cars, vans, trucks, 

and 18 wheelers, it is taking the surveyors and police excessive hours to map and analyze the cause 

of an accident.  Currently, the way responders’ document sites are with laser scanners, total stations, 

and photograph, or a mixture of the three to gather measurable data and produce a 3D image. These 

methods take a large amount of time and require personnel trained in surveying, who may not 

always be on hand when an accident occurs.  Closing road or reducing traffic flow in order to 

document a site is not only financially costly to responders and drivers in time and economic costs, 
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but also puts lives in danger. Drones could be used to pre-map roads, survey and map post-accident, 

and develop algorithms for proposed traffic accidents.  Drones could be pre-positioned around 

vulnerable areas to immediately fly to the site within minutes versus gathering manual crews which 

can take hours.  Per the University who is looking to establish a project, if a fatality occurs, on average 

it takes three and a half hours to investigate, map, and gather data that include 9 state troopers and 

500 data points.  On the other hand, if a drone was pre-positioned close by, the drone analysis would 

take 11 minutes and gather 35,000 data pieces in multidimensional format and transmit this 

information real time; thereby alleviating traffic congestion.  The goal of data collection is to produce 

a reliable diagram that can be shown in court, ultimately to determine the cause of the accident.  The 

pilots done thus far have yielded accurate and more detailed camera and video data than what is 

currently being done and has been upheld in court. 

 

Prison Outbreaks:  Drones could easily be deployed to search for and assess where prisoners were 

and number of hostages without affecting the lives of police or guards.   

 

 

Where do you see the future of Drone use? 

Most of the interviewees stated that the UAS drone activity will significantly increase and will serve 

broad applications across all of government, but it will take more initiative from the FAA to align and 

respond to the technology innovations, a lowering of prices, be more fuel efficient, and have the 

ability to have longer flight times.  Overall most interviewees felt it would take another 5 years to get 

to the level of UAS coverage that is being requested, both in the commercial and government sector.  

All agreed the commercial marketsgain faster traction of UAS, such as a Costco or Amazon who want 

to deliver packages faster, quicker, and cheaper from more regional hubs.  Predictive analytics; 

artificial intelligence; advances in cameras, range finders and GPS systems; battery capacity will 

improve; UAS will be smaller but with more capacity; and systems will be developed to further 

enhance aerial avoidance/crashes – all of these capabilities will be developed to support the future 

usage of UAS and drones. 

 

The biggest concerns for the future were the crowded airspace and safety; displacement of current 

jobs in marketplace; ability to train future UAS drone personnel; and the current Administration’s 

viewpoint on innovative concepts like UAS. 

 



   

   Advancing Government Through Collaboration, Education and Action  Page 19  

Summary  

Unmanned aircraft systems (UAS) must address and meet both organizational and operational 
requirements to include complying with the FAA regulations, maintenance, drone condition for flight, 
trained personnel, security, and safety and privacy of our citizens. Time, effort and careful planning 
must be invested by an agency to create a small UAS program that covers every step from equipment 
acquisition to data collection.  Implementing such a program may involve considerable long-range 
strategic planning and commitment of resources before a return can be realized.   
 

Industry, government, and drone manufacturers are great at developing and implementing UAS to 

collect a multitude of data; however, humans still play a role in synthesizing, analyzing and drawing 

conclusions on that data.  Their role should not diminish, but instead evolve to provide more detailed 

analysis, trending, and projections that benefit either the commercial or government client. 
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IoT/Drone Forum:  Unleashing the Power of IoT and Drone Technology Panel Topics and Presenters 

Beginning Keynote Speaker:   
Brian Wynne, President and Chief Executive Officer, Association for Unmanned Vehicle 
Systems International 

 
Panel I:  Getting Started with Drones:  Let’s understand the Regulatory Environment First 

 Moderator:  David Preznuk, Macro Solutions 
Stephen George, Federal Aviation Administration 
Captain Phil Hall, National Oceanic and Atmospheric Administration 
Maria Horton, EmeSec 

 
Panel II:  Road Map from Drones to Decisions:  The Technology, Data and Analytics that Make it All 
Work 

Moderator:  Laura Grant, SAP 
Mitesh Dave, Intel 
Cory Milam, Food and Drug Administration 
Bryan Schromsky, Verizon 
Kurt Schwoppe, ESRi 

 
Panel III:  Use Cases with Drones and IoT 

 Moderator:  Eddie Reyes, The Police Foundation 
Andrew Sharnweber, Department of Homeland Security 
Katie Qutub, U.S. Agency for International Development 
Bruce Quirk, U.S. Geological Survey 
Matthew Walsh, FirstNet 

 
Ending Keynote Speaker: 

Chris Taylor, Chief Executive Officer, Govini 
 

  

  


