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Less is more – a common sense approach to data governance 

Let’s have a frank chat about the state of data governance today. It’s way over-baked. One well 
known data governance guide is 588 pages long! It’s more of a reference work than a practical 
tool. You actually need less governance than the pro-governance people want, a whole lot less. 
All too often they’ll promote an elaborate, one-size-fits-all set of data governance processes 
that inhibit innovation and, perversely, also inhibit good data quality. Let’s look at some 
symptoms from a recent study: 

• 60%+ of data practitioners suffer from “too many data sources and inconsistent data” 
• 80% of data practitioners work in organizations that do not publish information about 

data provenance or data lineage1 
• 50% of data practitioners suffer from “disorganized data stores and lack of metadata” 

All of these symptoms reflect ineffective data governance. I’m on fairly safe ground when I say, 
things have got to change. 

To paraphrase a famous quote from Einstein, we're not going 
to solve these problems with the thinking that got us here. So 
how did we get here in the first place? I’ve worked for a lot of 
large organizations, in both government and industry. Large 
organizations get large by finding ways to do things at scale. 
Scale demands repeatability. So all large organizations invest a 
lot of time and energy identifying the-right-way-to-do-x. They 
start with the most important workloads, and build processes 
around them. Then they mandate that right-way-to-do-x every 
time, everywhere. This fundamentally imposes a one-size-fits-
all mentality. We all know that is a bad idea. One-size-fits-all is 
actually experienced as too-big / too-expensive for some 
workloads, but too-small / too-weak for other workloads. The 
net effect is a reduced Return on Investment (ROI) for data 
governance, and along with it reduced credibility for the Chief 
Data Analytics Officer. 

Happily for us Chief Data Analytics Officers, the way you go about data governance is entirely 
up to you. I do it by starting with target outcomes. Organizational success is the target 
outcome, not data governance. Starting with outcomes will lead you to a three speed approach 
to governance of data analytics (Figure 1). Let’s take a closer look. 

 

                                                           
1 https://www.oreilly.com/radar/the-state-of-data-quality-in-2020/ 

Improve ROI from  
data & Analytics 

“By 2023, 30% of 
organizations will exceed data 
and analytics ROI by governing 
the least amount of data that 
matters most to their strategic 
goals.” 

Gartner 100 Data and 
Analytics Predictions Through 
2024 

https://www.oreilly.com/radar/the-state-of-data-quality-in-2020/
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Exploration & innovation-oriented data analytics 

I’ll start with exploration & innovation-oriented data analytics because this is the simplest 
category. It’s also the most free-wheeling and least predictable space. The target outcome is 
innovation – finding new ways to do new things. A lot of data science is applied research and 
development, and research/discovery is fundamentally what we’re considering here. There can 
be a wide variety of data types and sources, with an equally wide range of data quality. Data 
architectures and ontologies are of limited use. Metadata is scarce and often has to be derived 
/ deduced from the data itself. The data analytics value chain is short: from data custodian 
direct to data practitioner (Figure 2). If you’re dealing with open source data, the data 
custodian may not even be aware of their role in your value chain.  

 

 

 
              Figure 2 

Due to the applied R&D nature of the work, this is a 
domain where the mantra “buoys not boundaries” is 
a useful approach to tools. Enable your data 
practitioners ready access to an enterprise toolkit, 
but give them freedom of maneuver to bring new 
tools into the data sandbox for experimental 
purposes. The only non-negotiable requirements are 
1) compliance with enterprise cybersecurity 
standards; and 2) compliance with ethical 
requirements like PII handling. I’ll leave the matter 
of enterprise cybersecurity standards to you and 
your CISO. But generally, if a practitioner is doing 
work that cannot comply with enterprise security 

Figure 1 – the 3-Speeds of Data Governance 

Pro Tips: 

1. Incorporate your 
organization’s ethical 
principles into your 
Consequence Scanning 
workshops.  

2. Incorporate Consequence 
Scanning workshops into 
your sprint scheduling 
and collaboration tool as 
a required activity. 

3. Feed the workshop 
outputs into your 
enterprise risk register for 
purposes of oversight and 
management. 
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standards then consider sanitizing the data and pushing that work into the public cloud. If a 
practitioner is doing work that does not comply with your organization’s ethical requirements 
then intercede to stop that work immediately! Note that I specified ethical requirements. That’s 
a superset which includes legal requirements. My rule of thumb is that every data analytics 
project will have its “day in court”. It may be a court of law. It may be the court of public 
opinion. It may be both. The time to start getting ready is right now. 

That raises a larger question. How will you discover when a practitioner is doing work that does 
not comply with legal requirements? Or that violates your organization’s ethical principles The 
answer is simple. Include Consequence Scanning2 and tracking as your baseline governance 
requirement for all data analytics activities. Consequence Scanning is an Agile event that fits 
into an iterative development cadence. This is a way for organizations to think about the 
potential impact of their data analytic products and services on people and society. With 
Consequence Scanning, your organization can anticipate and address concerns early in the 
development cycle, before the consequences materialize. This will pay dividends when it comes 
to retaining data talent. For example, in one recent study in the UK one in six (16%) of all 
people in AI have left their company over ethics issues, compared to one in twenty (5%) of all 
tech workers.3 

Operations and process-oriented data analytics 

When you are prosecuting operations and process-oriented data analytics, the target outcome 
is improved performance and cost – doing old things new ways. Compared to exploration & 
innovation-oriented data analytics, operations and process oriented data analytics offer much 
higher potential rewards and risks. The data analytics value chain is now much longer, going 
right to the edge of the organization...from data steward to data custodian to data practitioner 
to data analytics user...and sometimes back around again because a downstream data analytic 
user might also be data steward at the upstream end of the next data analytics value chain 
(Figure 3). The idea that data architectures / ontologies should be fit-for-purpose no longer has 

primacy; now we need data architectures / ontologies that are fit-for-process because we have 
to optimize end-to-end business processes. The intent is not to deliver perfect data, but rather 
to deliver data that is good enough to act on for now. Which in turn requires machine-readable 
/ human-readable indicators of acceptable data quality, including timeliness. 

                                                           
2 Credit to https://www.doteveryone.org.uk/project/consequence-scanning/ 
3 https://www.doteveryone.org.uk/wp-content/uploads/2019/04/PeoplePowerTech_Doteveryone_May2019.pdf 

Figure 3 



Tradecraft for data practitioners  4 | P a g e  
michael.j.conlin10.civ@mail.mil 

The governance practices in this category build on 
the lightweight baseline practices for the exploration 
& innovation-oriented data analytics: compliance 
with enterprise cybersecurity standards and with 
legal requirements. However, this category is where 
governance gets robust. Enterprise standards are 
the rule, from governance roles and 
responsibilities...to techniques, tools & 
technology...to data provenance and tagging...to 
interface and integration methods...to foundational 
capabilities like infrastructure and Identity 
Credential and Access Management (ICAMS). Go all 
in on enablers. Establish a hosted DevSecOps tool 
chain including an Integrated Developer 
Environment (IDE) and a rich set of development and 
testing environments that mimic production, all 
available on-demand. If you want people to use a 
specific data standard, publish the standard as 
tested, production ready code, with a set of 
automated test scripts and test data. Then make all 
those enablers available in the enterprise Integrated 
Developer Environment (IDE). Deploy templates and 
patterns that build-in your organizations standards & 
conventions so compliance is auto-magical. Enable 
self-service access to data, and data-related business 
rules; it makes everything faster. With today’s 
automation tools, you don’t need a one-size-fits-all 
attitude to achieve scale, discipline and rigor. Build compliance into your day-to-day processes 
and toolchain, so governance isn’t experienced as unnecessary overhead or rework. 

Just as the technical elements of governance are more robust in this area, so are the legal and 
ethical elements of governance. We put brakes on cars so we can drive them faster safely. 
Properly implemented governance plays the same role in data analytics. Subject every data 
analytics service to rigorous scrutiny. Is there an industry equivalent? If so, what is the relevant 
benchmark? What’s the minimum standard for statistical validity, accuracy, precision, recall? 
Data analytics that affect human beings require higher standards of acceptability than data 
analytics that only affect things. Peer Review will play a significant role in your Consequence 
Scanning and risk management activities. 

Strategy and oversight-oriented data analytics 
When it comes to strategy and oversight-oriented data analytics, the target outcome is 
sustained enterprise success. This requires a delicate balance between meeting enduring 
requirements like statutory reporting and oversight on the one hand, while simultaneously 
responding to the ever-escalating customer expectations and competitor challenges on the 

Pro Tips: 

1. Loosely coupled data 
architectures, with 
common architectural 
and design patterns, 
lend themselves to 
greater levels of 
consistency, reuse, and 
adaptability. 

2. Resist the temptation 
to mandate data 
standards. Standards 
are a means to an end, 
not the end in 
themselves. The 
proximate end is 
interoperability. The 
ultimate end is 
improved enterprise 
outcomes; focus on 
these. 
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other hand. Success depends on data analytics that deliver situational awareness from a macro 
perspective. 

The data analytics value chain now extends past the 
edge of the enterprise. Many of the requirements – 
from standards to specifications to formats to 
business rules about data quality and meaning – will 
come from outside the enterprise. Every Chief Data 
Analytics Officer has the responsibility to take an 
active role working “up-and-out” to shape evolving 
legal and regulatory requirements, as well as 
industry norms and best-practices. And yes, that 
includes working with downstream customers. 
Working “up-and-out” also includes informing the 
Board of Directors and statutory reporting bodies. 
They deserve an evidenced-based view of your 
enterprise’s performance and competitive 
positioning with a view to the long term. 

The only acceptable evidence, for strategy and oversight-oriented analytics, is statistically-
validated data of the highest quality and proven provenance all the way back to point-of-origin. 
This is no place to be faffing about; automated controls are essential, both across the data 
lifecycle and across the data toolchain. Note my use of the term ‘data toolchain’. If you 
embrace the assertion that ‘data is an enterprise asset’, then manage data as a unique asset 
with dedicated tools that are separate from the tools you use to manage your software and 
hardware plumbing. 

Note that I’m not suggesting you separate data governance strategy from the rest of 
governance. Don’t allow seems to appear between the two. Data governance is a whole-
contained subset of enterprise governance. Your enterprise’s pro-governance people – 
especially the pro-governance people in the IT shop – are going to be your best partners in this 
space. And it’s critical to keep them focused on this space, where all the extra rigor and 
discipline deliver a return on investment. Require an independent cost-benefit analysis for any 
proposal to extend these governance practices upstream into operations and process-oriented 
data analytics, let alone exploration & innovation-oriented data analytics. 

I’ll close with this thought. As Chief Data Analytics Officers, we have the privilege and the 
responsibility to optimize data governance in our respective organizations. Resist the pro-
governance voices. Resist the anti-governance voices. Insist on common sense. 

Pro Tips: 

1. Optimize the enterprise 
governance strategy, 
not just individual areas 
like data governance. 

2. It's a lot easier to add 
more governance 
activities (if you 
discover you need 
them) than it is to 
remove them once 
they're in place. 
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