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American Council for Technology-Industry Advisory Council (ACT-IAC)  
 
ACT-IAC is a non-profit educational organization established to create a more effective and 
innovative government. ACT-IAC provides a unique, objective, and trusted forum where 
government and industry executives work together to improve public services and agency 
operations through the use of technology. ACT-IAC contributes to better communications 
between government and industry, collaborative and innovative problem solving, and a more 
professional and qualified workforce. 
 
The information, conclusions, and recommendations contained in this publication were 
produced by volunteers from government and industry who share the ACT-IAC vision of a more 
effective and innovative government. ACT-IAC volunteers represent a wide diversity of 
organizations (public and private) and functions. These volunteers use the ACT-IAC collaborative 
process, refined over 30 years, to produce consensus-based outcomes. The findings and 
recommendations contained in this report are based on consensus and do not represent the 
views of any particular individual or organization. 
 
To maintain the objectivity and integrity of its collaborative process, ACT-IAC does not accept 
government funding. This report and other ACT-IAC activities are underwritten by ACT-IAC’s 
sponsors that share the ACT-IAC commitment to better government. A complete list of sponsors 
can be found on the ACT-IAC website – ACT-IAC greatly appreciates this support. 
 
ACT-IAC welcomes the participation of all public and private organizations committed to 
improving the delivery of public services through the effective and efficient use of information 
technology. 
 
Disclaimer  
This document has been prepared to contribute to a more effective, efficient, and innovative 
government. The information contained in this report is the result of a collaborative process in 
which a number of individuals participated. This document does not – nor is it intended to – 
endorse or recommend any specific technology, product, or vendor. Moreover, the views 
expressed in this document do not necessarily represent the official views of the individuals and 
organizations that participated in its development. Every effort has been made to present 
accurate and reliable information in this report. However, ACT-IAC assumes no responsibility for 
consequences resulting from the use of the information herein. 
 
Copyright  
©American Council for Technology, 2019. This document may not be quoted, reproduced, 
and/or distributed unless credit is given to the American Council for Technology-Industry 
Advisory Council.  
 
Further Information  
For further information, contact the American Council for Technology-Industry Advisory Council 
at 703-208-4800 or www.actiac.org. 
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1. EXECUTIVE SUMMARY 
 

Getting the most out of government data resources is a top priority across the public sector at 
the federal, state and local levels. There is broad interest in implementing advanced analytics and 
big data solutions (including artificial intelligence, machine learning and robotic process 
automation) to improve mission outcomes, reduce operational costs, and increase enterprise 
agility. Nearly all federal agencies prioritized data and analytics related opportunities in their 
2018-22 strategic plans. The President’s Management Agenda1 identifies “Data, Accountability, 
and Transparency” as one of the key drivers of transformation. And the Leveraging Data as a 
Strategic Asset Cross Agency Priority (CAP) Goal commits the government to developing a long-
term comprehensive Federal Data Strategy2. 
 
Simultaneously, the Foundations for Evidence-Based Policymaking Act of 20183 (“Evidence Act”), 
signed into law on January 14, 2019, emphasizes collaboration and coordination to advance data 
and evidence-building functions in the federal government. It statutorily mandates federal 
evidence-building activities, open government data, and confidential information protection and 
statistical efficiency. As noted in OMB’s Memorandum M-19-234, the Evidence Act accelerates, 
expands, and reinforces the implementation of the Federal Data Strategy. It also creates a new 
paradigm by calling on agencies to re-evaluate how they plan and organize evidence building, 
data management, and data access functions to ensure an integrated and direct connection to 
data and evidence needs. 
 
To help agencies implement the Evidence Act and execute on the Federal Data Strategy 
(consisting of 40 distinct practices), OMB released a Year-1 Action Plan5. The plan contains 16 
actions, including government-wide actions to be led by a single agency or group of agencies and 
agency-specific actions to be implemented by each agency, to align existing efforts and establish 
a firm basis of tools, processes, and capacities to leverage data as a strategic asset.  
 
Agency-specific actions in the Year-1 Action Plan include: 

 Constituting a data governance body driven by Chief Data Officers (as required by the 
Evidence Act), 

 Conducting an initial maturity assessment focusing on data and data infrastructure (e.g. 
organizational structures and knowledge bases, policies, workforce skills), 

 Identifying opportunities to increase staff data skills, 

 Taking initial steps to identify the data needed to answer key questions of interest to the 
agency, and, 

 Identifying the highest priority datasets as the focus for enhancing agency data 
inventories/catalogs and approaches to secure data access and sharing. 

                                                      
1 https://www.whitehouse.gov/wp-content/uploads/2018/04/ThePresidentsManagementAgenda.pdf  
2 https://strategy.data.gov/ 
3 See H.R. 4174 (https://www.congress.gov/bill/115th-congress/house-bill/4174) and Pub. L. No. 115-435, 132 Stat. 

5529. 
4 https://www.whitehouse.gov/wp-content/uploads/2019/07/M-19-23.pdf 
5 https://strategy.data.gov/action-plan/ 

https://www.whitehouse.gov/wp-content/uploads/2018/04/ThePresidentsManagementAgenda.pdf
https://strategy.data.gov/
https://www.congress.gov/bill/115th-congress/house-bill/4174
https://www.whitehouse.gov/wp-content/uploads/2019/07/M-19-23.pdf
https://strategy.data.gov/action-plan/
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Agencies are expected to launch these actions by October 2019 and complete them within a 9-
12-month implementation window, requiring an agile approach with rapid course correction. 
However, agencies are at widely different points on the data maturity curve and the sheer 
volume of ideas and recommendations can make it difficult to know where to start. Agency 
leaders, including newly appointed Chief Data Officers (CDOs) at many agencies, face a huge 
challenge in: 

 Defining an end-state vision for their data strategies that is consistent with their agency’s 
mission objectives, 

 Prioritizing the practices and other guidance from OMB, 

 Identifying the right first steps for implementation, and 

 Managing the cultural change necessary 
for a successful agency-wide transformation that delivers on the mandates of the Evidence Act 
and the Federal Data Strategy. 
 
Getting Started. To help agency leaders get off to a rapid start – especially on the key agency-
specific action to assess the maturity of their data and data infrastructure – the ACT-IAC project 
team developed a Maturity Model for a World-Class Data-Driven Organization (see Figure 1). 
CDOs and agency executives can use the model to rapidly evaluate their current state and define 
an end-state vision and implementation roadmap strategy, consistent with their agency’s mission 
objectives, while complying with executive branch and legislative requirements. The Maturity 
Model covers seven broad areas and will help agencies assess their maturity across 22 key 
capabilities aligned with the 40 practices within the Federal Data Strategy and the mandates of 
the Evidence Act. 

 Outcome Definition: Has the agency identified and prioritized desired outcomes to be 
enabled by an 
enterprise data 
strategy, including 
business and 
policy decisions to 
be better 
informed by data? 

 Data Visibility: 
Has the agency 
inventoried, 
prioritized, and 
provided 
enterprise-wide 
visibility into relevant internal & external data assets? 

 Analytical Infrastructure: Does the agency leverage access to appropriate analytical 
technologies and tools, analytical proficiency, and visual story-telling to generate insights and 
inform decisions? 

 Collaboration: Does the agency build partnerships and share data with all levels of 
government and the public as appropriate? 

Figure 1: The ACT-IAC Maturity Model for a World-Class Data-Driven Organization  
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 Data Governance: Has the agency established governance and efficient practices across the 
data lifecycle (including data acquisition, management, access, and security) with clearly 
defined policies, roles and responsibilities, and aligned Key Performance Indicators and 
outcome metrics? 

 Organizational Capability: Does the agency cultivate a data and analytics savvy workforce 
with a data-driven organizational culture? 

 Continuous Improvement: Does the agency regularly review for and implement 
improvements in data management and usage for the short and long-term, taking 
stakeholder feedback into account? 
 

Keys to Success. The ACT-IAC project team interviewed senior leaders at 13 federal agencies 
(civilian and defense) to identify best practices and tips from successful practitioners leading 
large data and data infrastructure modernization efforts. Based on those discussions, we believe 
the following key success factors can help executives rapidly and effectively implement the 
agency-specific actions in the Federal Data Strategy Year 1 Action Plan within their organizations 
and accelerate compliance with the requirements of the Evidence Act. 
 
1. Take a business and mission-centric approach to data governance. While the Evidence Act 

calls for a centralized data governance body led by an agency’s CDO, it will be critical to ensure 
data governance teams are not perceived as “yet another central bureaucracy” by mission-
focused programs and offices. Agency leaders should pay close attention to how data 
governance teams and initiatives are structured, ensure plans are tailored to the unique 
service vernacular, experience and needs of business lines, and always frame enterprise 
standards in terms of benefits to mission. 
 

2. There is no “one size fits all” approach. Once agency leaders have insight into their current 
data and data infrastructure maturity levels, they should task their data governance bodies, 
in collaboration with business and program leaders, to prioritize the outcomes to be enabled 
by better data-driven decision-making. They should determine which capabilities to 
strengthen within their organizations to drive these outcomes, keeping in mind that not every 
organization needs to achieve the same target maturity level. 
 

3. Quickly execute agile data/analytics pilot projects to build momentum for change. 
Implementing a well-designed, comprehensive data strategy that delivers on all of the 
requirements of the Evidence Act will take time. Progress will depend on where an 
organization falls on the data/analytics maturity curve, especially given the cultural and 
mindset/skillset shifts needed for transformations of this scale to succeed. Leaders will be 
well served by starting small and executing rapidly on a series of agile pilot projects 
demonstrating how data and analytics can drive better decision-making and mission 
outcomes and using this momentum to build organizational commitment to change. 

 
4. Publicize pilot project learnings and successes to deepen support for broader data strategy. 

Leaders should use every opportunity to remind the organization of the benefits of a broader 
data and analytics transformation. For instance, if an initial maturity assessment shows an 
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organization has a limited grasp of its data assets, a pilot project could focus on inventorying 
the data assets. It will be critical to highlight to different stakeholders how they can readily 
access authoritative sources of high-value data, leveraging the data asset inventory, and use 
this information to make better decisions. 
 

5. Focus on culture change when improving staff data skills. The initial maturity assessment 
should help leaders identify immediate next steps, including near and medium term training 
opportunities to improve staff data skills within their organizations. However, simply training 
staff will not accomplish the objective of driving better data-driven decision making unless 
the organizational culture supports a fundamental mindset shift. To foster such a culture, 
leaders could consider appointing “Change Champions” or “Data Evangelists” who can 
educate key personnel on how they can use data to work smarter. 

 
6. Look both within and outside to identify data needed to answer key agency questions. 

Leaders should not just break down internal silos as they seek to connect data assets that 
might be isolated within programs or offices, they should also actively identify other public 
and private sector data assets that, when integrated with agency internal data assets, could 
fuel more powerful analytics across the organization. 
 

7. Engage a diverse community of stakeholders to prioritize datasets for Open Data Plans. As 
they identify initial datasets for stakeholders outside their agency, leaders should seek input 
from a wide constituency (including universities, non-profits, industry and stakeholders) to 
prioritize a few datasets for initial Agency Open Data Plans. These datasets can serve as a 
testing ground to improve secure processes for data access and sharing, engage stakeholders 
to help them understand and use the data, and obtain effective feedback on the agency’s 
open data access processes and technologies. 
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2. CALL TO ACTION: FEDERAL DATA STRATEGY AND EVIDENCE ACT 
 

Exponential Growth in Data. The worldwide explosion in data continues to accelerate, with the 
market research firm IDC estimating that the total volume of data across the globe will grow from 
33 Zettabytes (ZB) in 2018 to 175 ZB by 20256. This overall growth is mirrored in the increasing 
amount of data collected, produced, and made available by public sector agencies at all levels of 
government – for instance, data.gov (the U.S. government’s open data portal) started with 47 
datasets in 2009 and now has nearly 250,000 datasets. 
 
Unsurprisingly, getting the most out of government data resources is now a top priority across 
the public sector (at the federal, state and local levels). There is widespread interest in 
implementing advanced analytics and big data solutions (including artificial intelligence, machine 
learning and robotic process automation) to improve mission outcomes, reduce operational 
costs, and increase enterprise agility. The benefits can be significant – research suggests that 
firms adopting data-driven decision making experienced 5-6% higher output and productivity7. 
There is growing recognition that embracing commercial data-driven best practices can increase 
government agility, efficiency, and impact. Nearly all CFO Act agencies prioritized data/analytics 
related opportunities in their 2018-22 strategic plans, covering three broad thematic opportunity 
areas: 
 Foundational capability building, such as enhancing data collection and utilization 

(e.g., USDA’s Strategic Goal 1 and Objective 1.4) and improving data governance and data 
lifecycle management (e.g., Department of Education’s Strategic Objective 3.1) 

 Technology investment to unlock insights, such as implementing data systems and business 
intelligence solutions (e.g., GSA’s Strategic Objectives 2.1 and 2.2 and Department of 
Transportation’s Safety goal and Strategic Objective 1) 
 

 Better utilizing data to drive mission outcomes, such as improving service delivery 
(e.g., Department of Commerce’s Strategic Goal 5), streamlining processes (e.g., HHS’ 
Strategic Goal 5), improving financial management and reducing audit weaknesses 
(e.g., HUD’s Strategic Objective 2.3) 
 

Government-Wide Call to Action. Beyond these agency-specific initiatives, there is now a federal 
government-wide call to action, with agency leaders accountable for implementing new 
executive and legislative mandates related to data strategy, governance and management. The 
President’s Management Agenda8 identifies “Data, Accountability, and Transparency” as one of 
the key drivers of transformation, and the Leveraging Data as a Strategic Asset Cross Agency 
Priority (CAP) Goal commits the government to developing a long-term comprehensive Federal 
Data Strategy9. The four key pillars of this strategy are: 
 

                                                      
6 The Digitization of the World – From Edge to Core. IDC White Paper, US44413318, November 2018.  
7 Strength in Numbers: How Does Data-Driven Decision-making Affect Firm Performance? Erik Brynjolfsson, et al. 

SSRN, 2011. 
8 https://www.whitehouse.gov/wp-content/uploads/2018/04/ThePresidentsManagementAgenda.pdf  
9 https://strategy.data.gov/ 

https://www.usda.gov/sites/default/files/documents/usda-strategic-plan-2018-2022.pdf
https://www2.ed.gov/about/reports/strat/plan2018-22/strategic-plan.pdf
https://www.gsa.gov/cdnstatic/GSA%20FY%202018-2022%20Strategic%20Plan%20-%20FINAL.pdf
https://www.transportation.gov/sites/dot.gov/files/docs/mission/administrations/office-policy/304866/dot-strategic-planfy2018-2022508.pdf
https://www.transportation.gov/sites/dot.gov/files/docs/mission/administrations/office-policy/304866/dot-strategic-planfy2018-2022508.pdf
https://www.commerce.gov/sites/commerce.gov/files/us_department_of_commerce_2018-2022_strategic_plan.pdf
https://www.hhs.gov/about/strategic-plan/index.html
https://www.hhs.gov/about/strategic-plan/index.html
https://www.hud.gov/sites/dfiles/SPM/documents/HUDSTRATEGICPLAN2018-2022.pdf
https://www.whitehouse.gov/wp-content/uploads/2018/04/ThePresidentsManagementAgenda.pdf
https://strategy.data.gov/
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1. Enterprise Data Governance – setting priorities for managing government data as a 
strategic asset, including establishing data policies, specifying roles and responsibilities 
for data privacy, security, and confidentiality protection, and monitoring compliance with 
standards and policies throughout the information lifecycle; 
 

2. Access, Use, and Augmentation – developing policies and procedures and incentivizing 
investments that enable stakeholders to effectively and efficiently access and use data 
assets; 

 
3. Decision-Making and Accountability – improving the use of data assets for decision-

making and accountability for the federal government, including both internal and 
external uses; and 

 
4. Commercialization, Innovation, and Public Use – facilitating the use of federal 

government data assets by external stakeholders at the forefront of making government 
data accessible and useful through commercial ventures, innovation, or for other public 
uses. 

 
The Federal Data Strategy Team, comprised of a core group of cross-disciplinary data experts 
from across the federal government, developed a set of 40 practices to guide the implementation 
of a comprehensive government-wide data strategy (see Figure 2). 
 

 
 

 
Simultaneously, the Foundations for Evidence-Based Policymaking Act of 201810 (“Evidence Act”), 
signed into law on January 14, 2019, emphasizes collaboration and coordination to advance data 
                                                      
10 See H.R. 4174 (https://www.congress.gov/bill/115th-congress/house-bill/4174) and Pub. L. No. 115-435, 132 

Stat. 5529. 

Figure 2: The Federal Data Strategy consists of 40 practices 

https://www.congress.gov/bill/115th-congress/house-bill/4174
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and evidence-building functions in the federal government by statutorily mandating Federal 
evidence-building activities, open government data, and confidential information protection and 
statistical efficiency. As noted in OMB’s Memorandum M-19-2311, the Evidence Act accelerates, 
expands, and reinforces the implementation of the Federal Data Strategy. It creates a new 
paradigm by calling on agencies to re-evaluate how they plan and organize evidence building, 
data management, and data access functions to ensure an integrated and direct connection to 
data and evidence needs. 
 
To help agencies implement the Evidence Act and execute on the Federal Data Strategy, OMB 
released a Year-1 Action Plan12 containing 16 actions. They include government-wide actions to 
be led by a single agency or group of agencies and agency-specific actions to be implemented by 
each agency, to align existing efforts and establish a firm basis of tools, processes, and capacities 
to leverage data as a strategic asset (see Figure 3). 
 

 
 

 
Each action step describes the action to be taken and desired result, identifies an entity 
responsible for executing the action, lists related Federal Data Strategy Practices, establishes the 
identified metrics for measuring progress during the first year of implementation, and includes a 
timeline for completion of the action. This report focuses on the Agency-specific actions, 
because: 
 

 They are the actions that agency leaders are expected to complete on their own using current 
agency funding resources. Agencies are expected to launch these actions by October 2019 
and complete them within a 9-12-month implementation window, requiring an agile 
approach with rapid course correction. 
 

                                                      
11 https://www.whitehouse.gov/wp-content/uploads/2019/07/M-19-23.pdf 
12 https://strategy.data.gov/action-plan/ 

Figure 3: The Year 1 Action Plan to implement the Federal Data Strategy 

https://www.whitehouse.gov/wp-content/uploads/2019/07/M-19-23.pdf
https://strategy.data.gov/action-plan/
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 Agencies are at widely different points on the data maturity curve and the sheer volume of 
ideas and recommendations can make it difficult to know where to start. 

 

 Leaders, including newly appointed CDOs at many agencies, face a huge challenge in:  
o defining an end-state vision for data strategy that is consistent with their agency’s 

mission objectives, 
o prioritizing the practices and other guidance from OMB, 
o identifying the right first steps for implementation, and 
o managing the cultural change 

 
necessary for a successful agency-wide transformation that delivers on the mandates of the 
Evidence Act and the Federal Data Strategy. 
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3. GETTING STARTED: THE ACT-IAC MATURITY MODEL FOR A WORLD-CLASS 
DATA-DRIVEN ORGANIZATION 

 

Critical first step for agencies. One of the first agency-specific actions, after constituting a data 
governance body (Action 12 from the Year 1 Action Plan), is for agencies to assess their data and 
related infrastructure maturity (Action 13). By May 2020, all agencies are expected to conduct an 
initial maturity assessment focusing on data and data infrastructure (e.g. organizational 
structures and knowledge bases, policies, workforce skills) needed to answer agency priority 
questions and to set a baseline for future improvements. This assessment will identify readiness 
to meet other requirements of the Federal Data Strategy and related legal requirements. It can 
be used to make investment decisions and to prioritize subsequent action steps13. 
 
However, the Year 1 Action Plan does not provide guidance or instructions on how agencies 
should conduct this maturity assessment. The breadth of data and analytics related capabilities 
to be assessed (i.e. all 40 of the practices in the Federal Data Strategy) is daunting. The lack of a 
consistent assessment framework could result in different methodologies in different agencies 
and inconsistent interpretation of the requirements of the Federal Data Strategy and the 
Evidence Act. There are multiple maturity assessment methodologies that agency leaders could 
leverage (e.g., the DMM model for CMMI14, the DCAM model from the EDM Council15 and the 
DAMA DMBOK16). However, they don’t necessarily cover all of the capabilities called for by the 
Federal Data Strategy and they could be too complex and unwieldy to be implemented within 
the relatively short timeline established for conducting the assessment. 
 
  

                                                      
13 https://strategy.data.gov/action-plan/  
14 Data Management Maturity (DMM), CMMI Institute, https://cmmiinstitute.com/data-management-maturity 
15 Data Management Capability Assessment Model (DCAM), EDM Council, 

https://edmcouncil.org/page/aboutdcamreview 
16 Data Management Body of Knowledge (DMBOK), DAMA International, https://dama.org/content/body-

knowledge 

https://strategy.data.gov/action-plan/
https://cmmiinstitute.com/data-management-maturity
https://edmcouncil.org/page/aboutdcamreview
https://dama.org/content/body-knowledge
https://dama.org/content/body-knowledge
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The ACT-IAC Maturity Model for a World-Class Data-Driven Organization. To help agency 
leaders get off to a rapid start, the ACT-IAC project team developed a maturity model (see Figure 
4), that CDOs and agency executives can use to rapidly evaluate their current state and 
 

 
define an end-state vision and implementation roadmap for data strategy that is consistent with 
their agency’s mission objectives while complying with Executive and Legislative requirements. 
The Maturity Model covers seven broad areas and will help agencies assess their maturity across 
22 key capabilities aligned with the 40 practices within the Federal Data Strategy and the 
mandates of the Evidence Act. 
  

Figure 4: The ACT-IAC Maturity Model for a World-Class Data-Driven Organization 
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The Maturity Model capabilities include: 
Capability 
Area 

Capability 

Outcome 
Definition 

1. Desired mission outcomes (e.g., operational and policy outcomes) to be enabled 
and improved by better management and use of data have been identified and 
prioritized 

2. A data strategy to facilitate desired mission outcomes has been defined 

Data Visibility 

3. There is a common language to describe agency data assets (e.g., a data 
dictionary to describe the contents of a data asset and a shared approach for 
defining / describing the data and information needed) 

4. There is an inventory of relevant agency data assets 
5. There is a clear understanding and prioritization of which data assets (both 

agency data assets and external data assets) are needed to improve which 
desired mission outcomes 

Data 
Governance 

6. Data management roles (e.g., a Chief Data Officer, Chief Evaluation Officer, etc.) 
and responsibilities (including decision rights) across the data lifecycle are clearly 
defined and assigned 

7. There are clearly defined and implemented data management policies and 
procedures (e.g., for overall data strategy / governance) 

8. There are clearly defined and implemented data acquisition and maintenance 
policies and procedures (e.g., for budgeting and cost / benefit tradeoff analysis; 
data capture, quality control, storage, obsolescence and archiving / deletion) 

9. There are clearly defined and implemented data security policies and procedures 
to ensure internal and external data security 

10. There are clearly defined and implemented KPIs and outcome metrics for data 
management 

Analytical 
Infrastructure 

11. There are policies and procedures in place to ensure data quality across relevant 
data assets (to avoid the “garbage in, garbage out” risk when using data in 
decision-making) 

12. There is access to the appropriate mix of analytical tools and technologies given 
desired mission outcomes 

13. Staff have the required skills to effectively generate and communicate insights 
derived from data (statistical and analytical proficiency, visual display of 
quantitative information, data-driven story-telling, etc.) 

14. There is organizational transparency into how data is used to drive operational 
and policy decision-making 

Organizational 
Capability 

15. The organizational DNA embraces data sharing to improve decision-making (e.g., 
a default mindset of “data stewarding, sharing and collaborating” vs. “data 
owning and protecting”) 

16. There is a consciously fostered data-driven culture across the organization (e.g., 
celebrating successes with data-driven decision-making) 

17. There are training programs and other resources in place to help relevant staff 
improve their data, analytics, and data-driven decision-making skills 

Collaboration 

18. Data is appropriately shared internally 
19. Data is appropriately shared with other federal agencies 
20. Data is appropriately shared with state / local government stakeholders 
21. Data is appropriately shared with the public and other relevant stakeholders 
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Continuous 
Improvement 

22. Organizational assessments are conducted regularly to identify opportunities to 
improve data governance, management, and usage 

 

A detailed diagnostic questionnaire is provided in Appendix A to help leaders assess their 
agencies’ maturity against each of these capabilities. To ensure consistent assessment and 
interpretation of maturity levels for each capability, a five-point scale for each capability is 
provided below, with Level 1 being the lowest level of maturity and Level 5 the highest (see Figure 
5).  
 

 
We recommend that leaders use the diagnostic to first conduct a rapid self-assessment of their 
agencies’ data and data infrastructure maturity, followed by a more in-depth assessment to 
develop a roadmap for transformation. 

 
It is important to recognize that not every organization needs to achieve the highest or even the 
same level of maturity against each of the 22 capabilities within the Maturity Model. The specific 
maturity level that would appropriate for a given capability within a given agency will be driven 
by multiple factors including the agency’s mission, broader strategic objectives, and the 
environment within which the agency operates. 
  

Figure 5: Maturity Levels for each Capability in Maturity Model 
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4. KEYS TO SUCCESS: BEST PRACTICES AND ADVICE FROM SUCCESSFUL 
PRACTITIONERS 

 
The ACT-IAC project team interviewed senior leaders at thirteen federal agencies (civilian and 
defense; full list in Appendix B) to identify best practices and tips from successful practitioners 
leading large data and data infrastructure modernization efforts. Based on those discussions, we 
believe the following key success factors can help executives rapidly and effectively implement 
the agency-specific actions in the Federal Data Strategy Year 1 Action Plan within their 
organizations and accelerate compliance with the requirements of the Evidence Act. 
 

4.1 Set up a Data Governance Body 
 
Take a business- and mission-centric approach to data governance. While the Evidence Act calls 
for a centralized data governance body led by an agency’s CDO, it will be critical to ensure data 
governance teams are not perceived as “yet another central bureaucracy” by mission-focused 
programs and offices. Agency leaders should pay close attention to how data governance teams 
and initiatives are structured, ensure plans are tailored to the unique service vernacular, 
experience and needs of business lines, and always frame enterprise standards in terms of 
benefits to mission. 

Case-in-Point: “Customizable” standards at the DoD 

The Department of Defense is the single largest organization in the world, with a total of 2.86 million active, 
Guard, reserve, and civilian personnel. The three military departments and fifteen OSD agencies contain 
63 CIOs in and of themselves.  Prior to the current DoD CDO, each department had their own CIO plan/CDO 
plan. Now they are developing a DoD strategy. Each Service will tailor the execution of the DoD Strategy 
to their appropriate needs/vernacular. The overall strategy is broken into three Acts, aligned with the 
National Defense Strategy, NDAA FY18, HR 4174, and OPEN Government Data Act, with the goals of 
supporting defense business reform and improving enterprise affordability and performance: 

Act I – Complete inventory of all data systems, develop repository of data set-up to answer critical business 
questions, build a common enterprise model, be just as an efficient and streamlined as the private sector. 

Act II – Resolve authorities, meet H.R. 4174 “Spirit & Intent” Plan and appointments: 

 Create new positions and descriptions for Chief Data Officers, Chief Evaluation Officers, and 
Statistical Officials 

 Align authorities (e.g., service secretaries also have CDOs) 

 Drive Change Management 
Act III – Drive change management, address culture, drive towards Data Driven Decisions 

DoD’s approach is to issue guidance and allow the department and agency CDOs to tailor plans for lifecycle 
management and overall governance to their own service vernacular, experience, and needs. This 
approach has the advantage of allowing the department to build around existing pockets of excellence and 
to benchmark their progress against the private sector.  To aid in this effort the DoD created the Reform 
Management Group (RMG) comprised of senior civilian and military leaders along with key stakeholders 
from across the DoD. 
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4.2 Assess Data and Related Infrastructure Maturity 
 

There is no “one size fits all” approach. Once agency leaders have insight into their current data 
and data infrastructure maturity levels, they should task their data governance bodies, in 
collaboration with business and program leaders, to prioritize the outcomes to be enabled by 
better data-driven decision-making. They should determine which capabilities to strengthen 
within their organizations to drive these outcomes, keeping in mind that not every organization 
needs to achieve the same target maturity level. Leaders are encouraged to assess the current 
maturity of data management throughout the organization with an associated assessment of the 
desired maturity level for the different practices. Any gaps between these assessments will lead 
to an improvement plan reflecting the agency’s needs and abilities rather than being imposed by 
external sources. 
 
Quickly execute agile data management and analytics improvement pilot projects to 
understand practices and build momentum for change. Implementing a well-designed, 
comprehensive data strategy that delivers on all of the requirements of the Evidence Act will take 
time. Progress will depend on where an organization falls on the data/analytics maturity curve, 

Case-in-Point: Integration of data governance and policy at USAF 

Within the US Air Force, there is a focus on ensuring data is integrated into everything done across the 
enterprise: “If data is a strategic asset, then we need to make sure that it is stitched throughout 
everything we do in the entire enterprise.” The USAF’s two goals for tackling H.R. 4174 are:  

 Short term: Focus on visible, accessible, and actionable data to enable a digital Air Force  

 Long term: Ensure each and every Airman has the data they need at the time they need it, 
enabling just-in-time decisions with just-in-time data  

Four elements will play a pivotal role in delivering on these goals:  

 Make data visible and accessible across the enterprise. To help employees navigate the 
multiplicity of authoritative data systems, create an Enterprise Information Model (EIM) that 
identifies data, where it is, and what is. This should inform leadership with respect to policy 
decisions.  

 Enterprise level governance. Leverage work that has already been done in various areas and 
promote that up from the division to the enterprise.  

 Culture change. This is more of a challenge than technology, and the goal is not just accurate 
data, but actionable data.  

 Ask people how their data is actionable. System owners (who use their own data) often don’t 
consider that they are also providers of data and should be funded to not just use their data 
but also to serve their data in the way their customers need.  

The USAF sees these four elements as critical pieces to a paradigm shift in thinking, with the first two 
laying the ground work for data driven decisions and the last two focusing on culture and data stewards. 
These data stewards, currently managing siloed systems supporting a specific function can magnify 
their impact by sharing their data with others. 
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especially given the cultural and mindset/skillset shifts needed for transformations of this scale 
to succeed. Wholesale improvement efforts are fraught with risk and typically lead to resistance. 
Pilot projects for new data management practices enable an agency to learn about the practice 
and also understand supporting practices, training, and documentation needed to spread the 
practice across the agency. Leaders will be well served by starting small and executing rapidly on 
a series of agile pilot projects demonstrating how data and analytics can drive better decision-
making and mission outcomes and using this momentum to build organizational commitment to 
change. 
 
Publicize pilot project learnings and successes to deepen support for broader data strategy. 
Leaders should use every opportunity to remind the organization of the benefits of a broader 
data and analytics transformation. For instance, if an initial maturity assessment shows an 
organization has a limited grasp of its data assets, a pilot project could focus on inventorying the 
data assets. It will be critical to highlight to different stakeholders how they can readily access 
authoritative sources of high-value data, leveraging the data asset inventory, and use this 
information to make better decisions. 
 

 

  

Case-in-Point: Fixing the “Hairball” at DoD 

Within the DoD, “Hairball” sums up the wide and various data sources across the enterprise. As DoD 
implements the three Acts described earlier to reach the appropriate data maturity, their end goal 
for much of the IT requirements, cloud, data integration, data visualizations, and predictive and 
prescriptive analytics is to pivot from costly custom government solutions to a Software as a Service 
model.  For instance, the DoD is already moving business systems to the cloud. Additionally, they 
are building vibrant spaces to accelerate information sharing and ideas, building a data catalog with 
master indexes, creating a common data strategy which then cascades into implementation plans, 
and building a community of interest and professional development guide. 
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4.3 Identify Opportunities to Increase Staff Data Skills 
 

Focus on culture change when improving staff data skills. The initial maturity assessment should 
help leaders identify immediate next steps including near and medium-term training 
opportunities to improve staff data skills within their organizations. However, simply training 
staff will not accomplish the objective of driving better data-driven decision-making unless the 
organizational culture supports what is fundamentally a mindset shift. To foster such a culture, 
leaders could consider appointing “Change Champions” or “Data Evangelists” who can educate 
key personnel on how they can use data to work smarter. 
  

Case-in-Point: Filling the skills gap and building a data-driven culture at USAF 

The USAF’s approach to addressing skills gaps began by recognizing the challenge and then taking a 
two-pronged, innovative approach to insert opportunities to increase data literacy across enterprise 
career fields:  

1. Instituting data literacy training throughout the career fields: Inject data literacy in regular 
training (e.g., for an officer, embed data literacy into the various courses like Reserve Officer 
Training Course [ROTC] and Air Force Academy; do the same for civilian/enlisted core 
courses). The overall philosophy is that everyone will need an understanding of data since it 
plays a part in everyone’s career.  

2. Upskilling the workforce: Bring in new data-literate personnel via hiring or contracting and 
develop the data skills of current personnel through a master’s course at Air Force Institute 
of Technology (AFIT) or data science boot camps.  

In addition to skills development, a culture shift must occur. The USAF is focusing on cultivating 
“Change Champions” or “Chief Data Evangelists” that support leveraging data in innovative ways. 
Their key messages will include:  

 Staff can use data to work smarter; not for replacing the role of people  

 If there are multiple options, data can help narrow them down so leaders can quickly identify 
the option most likely to succeed  

 Staff should use different metrics and know the difference between performance metrics 
(e.g., completed something) and “power” metrics (e.g., drive big outcomes)  



   

American Council for Technology & Industry Advisory Council (ACT-IAC). 3040 Williams Drive, Suite 500, Fairfax, VA 22031. 
 
  18 

4.4 Identify Data Needs to Answer Key Agency Questions 
 

Look both within and outside to identify data needed to answer key agency questions. Leaders 
should not just break down internal silos as they seek to connect data assets that might be 
isolated within programs or offices, they should also actively identify other public and private 
sector data assets that, when integrated with agency-internal data assets, could fuel more 
powerful analytics across the organization. 
 

 

4.5 Identify Priority Datasets for Agency Open Data Plans 
 
Engage a diverse community of stakeholders to prioritize datasets for Open Data Plans. As they 
identify an initial set of datasets that are priority for stakeholders outside their agency, leaders 
should seek input from a wide constituency (including universities, non-profits, industry, and 
stakeholders) to prioritize a few datasets for initial Agency Open Data Plans. These datasets can 
serve a testing ground to improve secure processes for data access and sharing, engage 
stakeholders to help them understand and use the data, and obtain effective feedback on the 
agency’s open data access processes and technologies. 

Case-in-Point:  FDA Exploring the Utility of Health Data 
 

The US Food & Drug Administration (FDA) was mandated to explore the utility of health data 
generated from sources such as electronic health records, and administrative claims. These data 
sources may be useful to a variety of health conditions.  The FDA recognized the need for a 
collaborative approach that brings internal experts from all medical specialties and external 
stakeholders to initiate high-level dialogue and exchange of ideas. Such exchange of ideas facilitated 
mutual learning and a better understanding about these data sources and their potential.  The FDA 
established committees that overarched all the review divisions and brought together experts from 
multiple other disciplines, such as data science and statistics to work collaboratively to advance the 
collective knowledge. These committees engaged internal and external stakeholders to understand 
their data needs and to start outlining approaches and methodologies for the handling and analyses 
of health data.  

. 
 Case-in-Point: Data sharing at DOI 

Because of the scientific nature of its mission, the Department of the Interior (DOI) is culturally very 
focused on data driven decision making and on continuous improvement. By law, DOI is in charge of 
civilian geospatial data already in widespread use, with both with the Park service and the US 
Geological Survey being pioneers in the field. Further, virtually every decision from the DOI is 
rigorously scrutinized by both the scientific community and industry. The next step is to monetize 
the data by breaking silos, bringing rogue IT into the cloud, and allowing more of it to be shared 
within the Department and with similar outside organizations such as the Forest Service (USDA). 
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5. CONCLUSION 
 
The massive growth in the volume and availability of data together with the emergence of ever 
more sophisticated analytical tools presents unprecedented opportunities to improve decision 
making and program efficiency and effectiveness. Recent legislation and federal management 
strategies and guidance recognize those opportunities and require federal agencies to organize, 
plan, and act to improve their data management and decision making capabilities. Federal 
agencies face a daunting set of challenges to meet those mandates. ACT-IAC produced this report 
to help agencies address those challenges and accelerate their efforts to improve government 
decision making, program performance, and services to citizens. 
  

Case-in-Point: Building Partnerships at FDA 

 

The FDA manages one of the world’s largest distributed databases containing medical product 
safety data. The agency established this system to satisfy a congressional mandate requiring the 
establishment of a system for medical products safety surveillance. This system (Sentinel) is 
designed as a collaboration with multiple public and private entities (data partners) with the goal 
to analyze large scale health data to identify trends and signals. This system utilizes data from 
administrative and insurance claims. However, the agency recognizes the need to augment data 
sources in the Sentinel initiative system and is exploring the potential uses and linkages to data 
from registries and electronic healthcare records among other sources. The FDA sponsors the 
Sentinel System as part of the Sentinel Initiative and manages its operations and contracts as well 
as establishing future directions and priorities. The Sentinel system in general relies on extensive 
collaborations between the FDA and a large network of collaborating institutions. This provides the 
ability to perform studies and searches on important questions related to the safety of medical 
products. The FDA also recognized the need to further such collaborations and is working with the 
National Institutes of Health Collaboratory Distributed Research Network and the Patient Centered 
Outcomes Research Network (PCORnet) to maximize the utility of the system and the data.   
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6. APPENDIX A: DETAILED MATURITY ASSESSMENT DIAGNOSTIC FOR A 
WORLD-CLASS DATA-DRIVEN ORGANIZATION 

 

The goal of this diagnostic is to help agency leaders rapidly assess their organizational maturity 
at managing data and using it to drive decisions, identify opportunities for improvement, and 
develop a roadmap to implement a data strategy that is consistent with their agency’s mission 
objectives while complying with Executive and Legislative requirements. The diagnostic / 
Maturity Model covers seven broad areas and will help agencies assess their maturity across 22 
key capabilities aligned with the 40 practices within the Federal Data Strategy and the mandates 
of the Evidence Act. 
 
I. Outcome Definition: Identify and prioritize desired outcomes to be enabled by enterprise 
data strategy, including business and policy decisions to be better informed by data 
 

1. To what extent have desired mission outcomes (e.g., operational and policy outcomes) to 
be enabled and improved by better management and use of data been identified and 
prioritized? 

☐  Desired outcomes have not been identified, or they have been identified in an ad 

hoc manner (e.g., without defined criteria guiding the selection and prioritization 
of these outcomes). 

☐  Desired outcomes have been identified and prioritized in certain departments 

(e.g., divisions / offices), with little to no coordination at the enterprise-level.  

☐  Desired outcomes have been identified and prioritized at an enterprise level using 

clearly defined criteria, but don’t necessarily tie back to department-level actions. 

☐  Desired outcomes have been identified and prioritized at an enterprise level and 

have been cascaded into consequent measurable outcomes to be driven at the 
department-level. 

☐  Desired outcomes have been identified and prioritized at an enterprise level, have 

been cascaded into the organization, and are regularly reviewed and updated / 
improved as mission priorities evolve. 

 
2. To what extent has a strategy to facilitate desired mission outcomes been defined? 

☐  A data strategy has not been defined, or different strategies have been defined by 

individual departments in an ad hoc manner (e.g., without linking to department 
goals or desired mission outcomes). 

☐  Individual departments have well-defined and principled data strategies, with little 

to no coordination at the enterprise-level. 

☐  There is a comprehensive, well-defined and principled enterprise-wide data 

strategy governing data management and usage in support of desired mission 
outcomes, but it is not consistently understood / implemented throughout the 
organization. 

☐  There is a comprehensive enterprise-wide data strategy and it has been / is being 

implemented consistently throughout the organization. 
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☐  There is a comprehensive and consistently-implemented enterprise-wide data 

strategy, and it is regularly reviewed and updated / improved as mission priorities 
evolve. 
 

II. Data Visibility: Inventory, prioritize, and provide enterprise-wide visibility into relevant 
internal & external data assets 
 

3. To what extent has a common language to describe agency data assets (e.g., a data 
dictionary to describe the contents of a data asset and a shared approach for defining / 
describing the data and information needed to facilitate desired mission outcomes, 
including metadata to describe key characteristics of a data asset) been established? 

☐  The agency does not have a common language to describe data assets, or various 

teams have developed their own terminologies in an ad hoc manner (e.g., 
resulting in multiple terms to describe the same underlying data entity). 

☐  Individual departments have a common language to describe the data assets they 

use, with little to no coordination at the enterprise-level. 

☐  There is a common language to describe relevant data assets at an enterprise level, 

but it is not widely / consistently understood or used. 

☐  There is a common language to describe relevant data assets at an enterprise level, 

and it is widely / consistently understood and used. 

☐  There is a common language to describe data assets at an enterprise level, it is 

widely understood and used, and it is regularly reviewed and updated / improved 
as data footprints evolve. 
 

4. How would you describe your agency’s inventory of relevant data assets? 

☐  There is not an inventory of agency data assets, or various teams have developed 
their own inventories in an ad hoc manner (e.g., multiple manually maintained 
and out-of-sync spreadsheets). 

☐  Individual departments have robust inventories of the data assets they use, with 
little to no coordination at the enterprise-level. 

☐  There is one centralized inventory of relevant agency data assets at an enterprise-

level (e.g., an agency-wide enterprise Data Catalog), but it is not understood / used 
/ maintained consistently enterprise-wide (e.g., only certain people know about 
or have access to it, it is not consistently updated when new data assets are 
acquired by individual departments). 

☐  There is one centralized inventory of all relevant agency data assets at an 

enterprise-level, which all staff have access to and understand / use, but it is static 
and processes have not been defined for maintenance / updates (e.g., making 
changes to metadata, adding new datasets). 

☐  There is one centralized inventory of all relevant agency data assets at an 

enterprise-level, which all staff have access to and understand / use, and 
processes have been defined / implemented and are consistently followed for 
updating and improving it as data footprints evolve.  
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5. To what extent is there a clear understanding and prioritization of which data assets (both 

agency data assets and external data assets) are needed to improve desired mission 
outcomes? 

☐  There is an unclear or partial understanding of which data assets are needed to 

improve which desired mission outcomes. 

☐  There is a clear and complete understanding of which data assets are needed to 

improve which desired mission outcomes, but they have not been prioritized (e.g., 
no evaluation of the relative costs / benefits of multiple data assets that could be 
used to inform a given outcome). 

☐  There is a clear and complete understanding and prioritization of which data assets 

are needed to improve which desired mission outcomes. 

☐  There is a clear and complete understanding and prioritization of which data assets 

are needed to improve which desired mission outcomes, and there is a plan in 
place to acquire / use any needed external data assets. 

☐  There is a clear and complete understanding and prioritization of which data assets 

are needed to improve which desired mission outcomes, there is a plan in place 
to acquire / use any needed external data assets, and processes have been defined 
/ implemented to regularly review and update / improve the mapping between 
data assets and desired mission outcomes. 

 
III. Data Governance: Establish governance and efficient practices across the data lifecycle 
(including data acquisition, management, access, and security) with clearly defined policies, 
roles & responsibilities, and aligned KPIs & outcome metrics 
 

6. To what extent have data management roles (e.g., a Chief Data Officer, Chief Evaluation 
Officer, official(s) with statistical expertise, Data Stewards for different types of data 
assets) and responsibilities across the data lifecycle (including decision rights) been 
defined and assigned? 

☐  Data management roles and responsibilities have not been defined, or they have 

been informally defined / assigned in an ad hoc manner (e.g., are viewed as a “side 
job”). 

☐  Data management roles and responsibilities have been formally defined /assigned 

within individual departments, with little to no coordination at the enterprise-
level. 

☐  Data management roles and responsibilities have been formally defined / assigned 

at an enterprise level, but there are no mechanisms (e.g., KPIs, consistent reviews) 
to hold staff accountable. 

☐  Data management roles and responsibilities have been formally defined / assigned 

at an enterprise level, and there are mechanisms to hold staff accountable. 

☐  Data management roles and responsibilities have been formally defined / assigned 

at an enterprise level, there are mechanisms to hold staff accountable, and 
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reviews are conducted periodically to adjust roles and responsibilities based on 
evolving mission priorities and staff performance. 

 
7. To what extent have data management policies and procedures (e.g., for overall data 

strategy and governance; data operations including stewardship and data usage, 
maintaining data inventories, data models and “golden” copies of data assets; intra- and 
inter-agency coordination on data-related matters) been defined and implemented?  

☐  Data management policies and procedures have not been defined, or they have 

been informally defined and inconsistently documented and implemented. 

☐  Data management policies and procedures have been formally defined and 

implemented within individual departments, with little to no coordination at the 
enterprise-level. 

☐  Data management policies and procedures have been formally defined and 

implemented at an enterprise level, but there are no mechanisms (e.g., KPIs, 
consistent reviews) to hold staff accountable. 

☐  Data management policies and procedures have been formally defined and 

implemented at an enterprise level, and there are mechanisms in place to ensure 
compliance and hold staff accountable. 

☐  Data management policies and procedures have been formally defined and 

implemented at an enterprise level, there are mechanisms in place to ensure 
compliance and accountability, and reviews are conducted periodically to update 
/ improve policies and procedures as mission priorities and data footprints evolve. 
 

8. To what extent have data acquisition and maintenance policies and procedures (e.g., for 
budgeting and cost / benefit tradeoff analysis; data capture, quality control, storage, 
obsolescence and archiving / deletion) been defined and implemented? 

☐  Data acquisition and maintenance policies and procedures have not been defined, 

or they have been informally defined and inconsistently documented and 
implemented. 

☐  Data acquisition and maintenance policies and procedures have been formally 

defined and implemented within individual departments, with little to no 
coordination at the enterprise-level. 

☐  Data acquisition and maintenance policies and procedures have been formally 

defined and implemented at an enterprise level, but there are no mechanisms 
(e.g., KPIs, consistent reviews) to hold staff accountable. 

☐  Data acquisition and maintenance policies and procedures have been formally 

defined and implemented at an enterprise level, and there are mechanisms in 
place to ensure compliance and hold staff accountable. 

☐  Data acquisition and maintenance policies and procedures have been formally 

defined and implemented at an enterprise level, there are mechanisms in place to 
ensure compliance and accountability, and reviews are conducted periodically to 
update / improve policies and procedures as mission priorities and data footprints 
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evolve. 
 

9. To what extent have data security policies and procedures to ensure internal data security 
(e.g., storage and permissions / access control, defining and enforcing privacy standards) 
and external data security (e.g., network security and intrusion detection and handling) 
been defined and implemented? 

☐  Data security policies and procedures have not been defined, or they have been 

informally defined and inconsistently documented and implemented. 

☐  Data security policies and procedures have been formally defined and 

implemented within individual departments, with little to no coordination at the 
enterprise-level. 

☐  Data security policies and procedures have been formally defined and 

implemented at an enterprise level, but there are no mechanisms (e.g., KPIs, 
consistent reviews) to hold staff accountable. 

☐  Data security policies and procedures have been formally defined and 

implemented at an enterprise level, and there are mechanisms in place to ensure 
compliance and hold staff accountable. 

☐  Data security policies and procedures have been formally defined and 

implemented at an enterprise level, there are mechanisms in place to ensure 
compliance, and reviews are conducted periodically to update / improve policies 
and procedures as mission priorities, data footprints, and security risks evolve. 
 

10. To what extent have KPIs and outcome metrics for data management (metrics spanning 
the data lifecycle [e.g., for data acquisition and maintenance costs, data quality, data 
security performance / risks, compliance to policies and procedures], well-defined 
reporting and review processes, executive dashboard, etc.) been defined and 
implemented?  

☐  KPIs and outcome metrics have not been defined, or they have been informally 

defined and inconsistently documented and implemented. 

☐  KPIs and outcome metrics have been formally defined and implemented within 

individual departments, with little to no coordination at the enterprise-level. 

☐  KPIs and outcome metrics have been formally defined and implemented at an 

enterprise level, but there are no mechanisms (e.g., formal / informal incentives 
tied to specific goals for each KPI) to hold staff accountable for results delivery. 

☐  KPIs and outcome metrics have been formally defined and implemented at an 

enterprise level, and there are mechanisms in place to hold staff accountable. 

☐  KPIs and outcome metrics have been formally defined, documented, and 

implemented at an enterprise level, there are mechanisms in place to ensure 
accountability, and reviews are conducted periodically to improve KPIs and 
outcome metrics. 
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IV. Decision-Making: Leverage access to appropriate analytical tools & technologies, analytical 
proficiency, and visual story-telling to generate insights and inform decisions 
 

11. To what extent have policies and procedures that ensure data quality across relevant data 
assets (to avoid the “garbage in, garbage out” risk when using data in decision-making) 
been established? 

☐  There are no formal policies and procedures to ensure data quality, and/or when 

bad data quality is discovered, it is dealt with on an ad hoc / reactive basis (e.g., 
via fixes during data ingestion, such as Extract / Transform / Load [ETL] processes). 

☐  Individual departments have defined and documented policies and procedures to 

ensure data quality across relevant data assets, with little to no coordination at 
the enterprise-level. 

☐  There are clearly defined and documented policies and procedures at an enterprise 

level to ensure data quality across relevant data assets, and certain quality control 
processes are automated (e.g., scripts are run to check data validity against 
business rules associated with data assets). 

☐  There are clearly defined and documented enterprise-level data quality policies 

and procedures, certain quality control processes are automated, and there are 
defined metrics to measure and monitor data quality and data asset performance. 

☐  There are clearly defined and documented enterprise-level data quality policies 

and procedures, certain quality control processes are automated, data quality and 
data asset performance are regularly tracked, and when there is an issue root 
cause analyses are performed and issues are corrected at the source of the 
problem (e.g., by alerting providers of external data assets to potential quality 
issues). 

 
12. How would you describe your agency’s access to the appropriate mix of analytical tools 

and technologies given desired mission outcomes (e.g., different tools identified for 
different analytical purposes / levels of sophistication [spreadsheets, basic statistics 
packages, advanced tools for text analytics and machine learning, specialized visualization 
tools, etc.] and aligned against need)? 

☐  The appropriate mix of analytical tools has not been identified, or only some tools 

have been identified on an ad hoc basis. 

☐  The appropriate mix of analytical tools has been identified by individual 

departments, with little to no coordination at the enterprise-level. 

☐  The appropriate analytical tools have been identified at the enterprise-level, but 

the right staff do not necessarily have access to at least some of the identified 
tools. 

☐  The appropriate mix of analytical tools has been identified at the enterprise level, 

and the right staff have access to identified tools based on mission outcomes they 
are responsible for. 
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☐  The appropriate analytical tools have been identified at the enterprise level, the 

right staff have access to the identified tools, and the toolset / technology 
footprint is regularly evaluated and improved to support evolving mission needs. 
 

13. To what extent do staff have the required skills to effectively generate and communicate 
insights derived from data (statistical and analytical proficiency, visual display of 
quantitative information, data-driven story-telling, etc.)? 

☐  Staff do not have the required skills to effectively generate and communicate 

insights derived from data, or certain staff have the required skills but it is not tied 
to their role. 

☐  Certain relevant staff have the required skills to generate and communicate 

insights derived from data, and it is explicitly / formally tied to their role. 

☐  Most relevant staff have the required skills to generate and communicate insights 

derived from data, and application of such skills is explicitly / formally tied to their 
role. 

☐  Most relevant staff have the required skills to generate and communicate insights 

derived from data, application of such skills is explicitly / formally tied to their role, 
and they are held accountable for doing so in executing their roles / 
responsibilities. 

☐  Most relevant staff have the required skills to generate and communicate insights 

derived from data, application of such skills is explicitly / formally tied to their role, 
they are held accountable, and skillsets and expectations and periodically 
reviewed and adjusted to align with evolving mission needs. 

 
14. To what extent is there organizational transparency into how data is used to drive 

operational and policy decision-making (e.g., precise and shared understanding of what 
data / analytics drove which decisions and why, transparency into potential caveats 
around the data / analysis, avenues for dissenting opinions to be voiced and considered)? 

☐  There is no or limited transparency into how data is used to drive decision-making. 

☐  There is intra-agency transparency at the enterprise-level around how data is used 

to drive decisions, especially those related to desired mission outcomes. 

☐  There is intra- and inter-agency (at Federal and State / Local levels) transparency 

at the enterprise-level around how data is used to drive decisions, especially those 
related to desired mission outcomes. 

☐  There is intra- and inter-agency transparency at the enterprise-level, along with 

transparency across other relevant external stakeholder groups (e.g., the public, 
industry) around how data is used to drive decisions, especially those related to 
desired mission outcomes 

☐  There is intra- and inter-agency transparency at the enterprise-level, along with 

transparency across other relevant external stakeholder groups (e.g., the public, 
industry) around how data is used to drive decisions, and processes for ensuring 
such transparency are periodically reviewed for improvement. 
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V. Organizational Capability: Cultivate a data & analytics savvy workforce with a data-driven 
organizational culture 
 

15. To what extent does the organizational DNA embrace data sharing to improve decision-
making (e.g., a default mindset of “data stewarding, sharing and collaborating” vs. “data 
owning and protecting”)? 

☐  There is not an organizational mindset that embraces data sharing, though select 

individuals may embrace data sharing.  

☐  Certain departments embrace data sharing, but it is a result of individuals rather 

than an intentional organizational effort. 

☐  There have been enterprise-wide efforts to push for greater data sharing, however, 

most staff still think of themselves as data owners rather than data stewards. 

☐  There is an enterprise-wide mindset that embraces data sharing, and most staff 

think of themselves as data stewards. 

☐  There is an enterprise-wide mindset that embraces data sharing, most staff think 

of themselves as data stewards, and staff are empowered to identify ways to 
improve data sharing.  

 
16. To what extent is there a consciously fostered data-driven culture across the organization 

(e.g., encouraging staff to incorporate data into their daily jobs, promoting innovation, 
and celebrating successes with data-driven decision-making)? 

☐  The agency does not promote a data-driven culture, or certain teams within the 

agency promote a data-driven culture on an ad hoc basis. 

☐  The agency promotes a data-driven culture at an enterprise level. 

☐  The agency promotes a data-driven culture at an enterprise level, and there are 

incentives tied to promoting data-driven decision-making and empowering staff. 

☐  The agency promotes a data-driven culture at an enterprise level, there are 

incentives tied to promoting data-driven decision-making and empowering staff, 
and data-driven policy and operational improvement ideas emerge from all levels 
/ departments as a result. 

☐  The agency promotes a data-driven culture at an enterprise level, there are 

incentives tied to promoting data-driven decision-making and empowering staff, 
data-driven policy and operational improvement ideas emerge from all levels / 
departments as a result, and there is a conscious effort to understand / measure 
the culture to make improvements. 
 

17. To what extent are there training programs and other resources in place to help relevant 
staff improve their data, analytics, and data-driven decision-making skills? 

☐  Staff do not have access to training programs / resources to improve their data, 

analytics, and data-driven decision-making skills, or certain staff have access to 
these programs / resources but on an ad hoc basis. 
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☐  Select relevant staff have access to training programs / resources to improve their 

data, analytics, and data-driven decision-making skills, based on their department 
or role. 

☐  Most relevant staff have access to training programs / resources to improve their 

data, analytics, and data-driven decision-making skills. 

☐  Most relevant staff have access to training programs / resources to improve their 

data, analytics, and data-driven decision-making skills, and their incentives are 
tied to improving these skills. 

☐  Most relevant staff have access to training programs / resources to improve their 

data, analytics, and data-driven decision-making skills, their incentives are tied to 
improving these skills, and the available programs and resources are regularly 
reviewed and improved as mission priorities and data footprints evolve. 

 
VI. Collaboration: Build partnerships and share data with all levels of government and the 
public as appropriate 
 

18. To what extent is data appropriately shared internally? 

☐  Data is not shared internally, or data is shared internally to some extent in an ad 

hoc and reactive manner in which only certain staff have access to some data 
assets on an as-needed basis, with no codified principles / criteria dictating who 
gets access to what. 

☐  Relevant data is shared internally in a principled (e.g., based on department / role 

and types of operational / policy decisions and other use cases requiring access to 
data assets) and proactive / timely manner (e.g., data is shared after it gets 
refreshed). 

☐  Relevant data is shared internally in a principled and proactive / timely manner, 

and relevant stakeholders are treated as collaborative partners who can request, 
edit, and contribute data accordingly. 

☐  Relevant data is shared internally in a principled and proactive / timely manner, 

relevant stakeholders are treated as collaborative partners, and the data is shared 
in multiple, user-friendly ways that make it more consumable by relevant 
stakeholders (e.g., sharing data assets in query-able and machine-readable 
formats, including analytical scripts along with datasets). 

☐  Relevant data is shared internally in a principled and proactive / timely manner, 

relevant stakeholders are treated as collaborative partners, the data is shared in 
multiple, user-friendly ways, and evolving stakeholder needs are proactively 
solicited and taken into account. 
 

19. To what extent is data appropriately shared with other federal agencies? 

☐  Data is not shared with other federal agencies, or data is shared with other federal 

agencies to some extent in an ad hoc and reactive manner in which only certain 
agencies have access to some data assets, with no codified principles / criteria 
dictating who gets access to what. 



   

American Council for Technology & Industry Advisory Council (ACT-IAC). 3040 Williams Drive, Suite 500, Fairfax, VA 22031. 
 
  29 

☐  Relevant data is shared with other federal agencies in a principled (e.g., based on 

agency / mission and types of operational / policy decisions and other use cases 
requiring access to data assets) and proactive / timely manner (e.g., data is shared 
after it gets refreshed). 

☐  Relevant data is shared with other federal agencies in a principled and proactive / 

timely manner, and relevant stakeholders are treated as collaborative partners 
who can request, edit, and contribute data accordingly. 

☐  Relevant data is shared with other federal agencies in a principled and proactive / 

timely manner, relevant stakeholders are treated as collaborative partners, and 
the data is shared in multiple, user-friendly ways that make it more consumable 
by relevant stakeholders (e.g., sharing data assets in query-able and machine-
readable formats, including analytical scripts along with datasets). 

☐  Relevant data is shared with other federal agencies in a principled and proactive / 

timely manner, relevant stakeholders are treated as collaborative partners, the 
data is shared in multiple, user-friendly ways, and evolving stakeholder needs are 
proactively solicited and taken into account. 

 
20. To what extent is data appropriately shared with state / local government stakeholders? 

☐  Data is not shared with state / local government stakeholders, or data is shared 

with state/local government stakeholders to some extent in an ad hoc and 
reactive manner in which only certain government stakeholders have access to 
some data assets, with no codified principles / criteria dictating who gets access 
to what. 

☐  Relevant data is shared with state / local government stakeholders in a principled 

(e.g., based on office / mission and types of operational / policy decisions and 
other use cases requiring access to data assets) and proactive / timely manner 
(e.g., data is shared after it gets refreshed). 

☐  Relevant data is shared with state / local government stakeholders in a principled 

and proactive / timely manner, and relevant stakeholders are treated as 
collaborative partners who can request, edit, and contribute data accordingly. 

☐  Relevant data is shared with state / local government stakeholders in a principled 

and proactive / timely manner, relevant stakeholders are treated as collaborative 
partners, and the data is shared in multiple, user-friendly ways that make it more 
consumable by relevant stakeholders (e.g., sharing data assets in query-able and 
machine-readable formats, including analytical scripts along with datasets). 

☐  Relevant data is shared with state / local government stakeholders in a principled 

and proactive / timely manner, relevant stakeholders are treated as collaborative 
partners, the data is shared in multiple, user-friendly ways, and evolving 
stakeholder needs are proactively solicited and taken into account. 

 
21. To what extent is data appropriately shared with the public and other relevant 

stakeholders? 
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☐  Data is not shared with the public and other relevant stakeholders, or data is 

shared with the public and other relevant stakeholders to some extent in an ad 
hoc and reactive manner in which only certain stakeholders have access to some 
data assets, with no codified principles / criteria dictating who gets access to what. 

☐  Relevant data is shared with the public and other relevant stakeholders in a 

principled (e.g., based on types of operational / policy decisions and other use 
cases requiring access to data assets) and proactive / timely manner (e.g., data is 
shared after it gets refreshed). 

☐  Relevant data is shared with the public and other relevant stakeholders in a 

principled and proactive / timely manner, and relevant stakeholders are treated 
as collaborative partners who can request, edit, and contribute data accordingly. 

☐  Relevant data is shared with the public and other relevant stakeholders in a 

principled and proactive / timely manner, relevant stakeholders are treated as 
collaborative partners, and the data is shared in multiple, user-friendly ways that 
make it more consumable by relevant stakeholders (e.g., sharing data assets in 
query-able and machine-readable formats, including analytical scripts along with 
datasets). 

☐  Relevant data is shared with the public and other relevant stakeholders in a 

principled and proactive / timely manner, relevant stakeholders are treated as 
collaborative partners, the data is shared in multiple, user-friendly ways, and 
evolving stakeholder needs are proactively solicited and taken into account. 

 
VII. Continuous Improvement: Regularly review for and implement improvements in data 
management and usage for the short & long-term, taking stakeholder feedback into account 
 

22. To what extent are organizational assessments conducted to identify opportunities to 
improve data governance, management, and usage? 

☐  Data-related organizational assessments are not conducted regularly, or they are 

conducted in an ad hoc / reactive manner (e.g., in response to data-related crises 
or GAO / IG findings). 

☐  Certain departments regularly conduct assessments related to improving data 

management, with little to no enterprise-level coordination and visibility into 
outcomes. 

☐  Organizational assessments related to improving data management are regularly 

and proactively conducted at an enterprise level, but the findings and 
recommendations are not consistently understood / implemented throughout the 
organization. 

☐  Organizational assessments related to improving data management are regularly 

and proactively conducted at an enterprise level, and findings and 
recommendations are consistently understood / implemented throughout the 
organization. 

☐  Organizational assessments related to improving data management are regularly 

and proactively conducted at an enterprise level, findings and recommendations 
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are consistently understood / implemented throughout the organization, and the 
assessment process itself is continuously evaluated and improved as mission 
priorities and data footprints evolve. 
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7. APPENDIX B: FEDERAL AGENCY PARTICIPANTS IN THE STUDY 
 
DEFENSE LOGISTICS AGENCY 
DEPARTMENT OF COMMERCE 
DEPARTMENT OF DEFENSE 
DEPARTMENT OF HEALTH AND HUMAN SERVICES 
DEPARTMENT OF THE INTERIOR 
DEPARTMENT OF THE TREASURY 
FEDERAL COMMUNICATIONS COMMISSION 
INTERNAL REVENUE SERVICE 
NATIONAL AERONAUTICS AND SPACE ADMINISTRATION 
SECURITIES AND EXCHANGE COMMISSION 
SMALL BUSINESS ADMINISTRATION 
UNITED STATES AIR FORCE  
U.S. FOOD AND DRUG ADMINISTRATION 
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