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Synopsis: 
This paper was written by Master of Science in Information Systems students at the Indiana 
University Bloomington in partnership with the ACT-IAC Cybersecurity COI and MITRE.  This 
paper is an exploration of the NIST Cybersecurity Framework (CSF) and its overall usefulness 
to a government agency, specifically when it comes to evaluating continuous monitoring. 
This paper includes: 

 Benefits and drawbacks of the framework and how it might apply to the agency. 
 Criticality and volatility scores given to subcategories within CSF and assessment of 

the helpfulness of those scores.  
 Examination of specific subcategories of the framework and recommendations on 

solutions and metrics to help determine the effectiveness of those subcategories as 
they relate to an agency.  

In general, this paper aims to provide key insights into the NIST CSF and offer new ideas on 
how to improve upon existing or new frameworks within any organization.   
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American Council for Technology-Industry Advisory Council (ACT-IAC) 
The American Council for Technology (ACT) is a non-profit educational organization established to create 
a more effective and innovative government.  ACT-IAC provides a unique, objective and trusted forum 
where government and industry executives are working together to improve public services and agency 
operations through the use of technology.  ACT-IAC contributes to better communications between 
government and industry, collaborative and innovative problem solving and a more professional and 
qualified workforce. 
 
The information, conclusions and recommendations contained in this publication were produced by 
volunteers from government, industry, and academia who share the ACT-IAC vision of a more effective 
and innovative government.  ACT-IAC volunteers represent a wide diversity of organizations (public and 
private) and functions.  These volunteers use the ACT-IAC collaborative process, refined over thirty years 
of experience, to produce outcomes that are consensus-based.  The findings and recommendations 
contained in this report are based on consensus and do not represent the views of any particular 
individual or organization.  
 
To maintain the objectivity and integrity of its collaborative process, ACT-IAC does not accept government 
funding.   
 
Cybersecurity Community of Interest  
The ACT-IAC Cybersecurity Community of Interest mission is to facilitate collaborative development and 
implementation of solutions and best practices related to cybersecurity challenges. The COI provides 
opportunities for industry and federal government to identify, raise awareness, and provide solutions to 
cybersecurity challenges critical to protecting our national interests.  
 
Disclaimer 
This document has been prepared to contribute to a more effective, efficient and innovative government.  
The information contained in this report is the result of a collaborative process in which a number of 
individuals participated.  This document does not – nor is it intended to – endorse or recommend any 
specific technology, product or vendor. Moreover, the views expressed in this document do not 
necessarily represent the official views of the individuals and organizations that participated in its 
development. Every effort has been made to present accurate and reliable information in this report. 
However, ACT-IAC assumes no responsibility for consequences resulting from the use of the information 
herein.  
 
Copyright 
©American Council for Technology, 2020. This document may not be quoted, reproduced and/or 
distributed unless credit is given to the American Council for Technology-Industry Advisory Council. 
 
Further Information 
For further information, contact the American Council for Technology-Industry Advisory Council at (703) 
208-4800 or www.actiac.org.  
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Introduction 
This paper is an exploration of the National Institute of Standards and Technology (NIST) 
Cybersecurity Framework (CSF) and its overall usefulness to the Federal Retirement Thrift Investment 
Board (FRTIB) specifically when it comes to evaluating continuous monitoring. It begins by 
investigating the general benefits and drawbacks of the framework and how it might apply to the 
agency. Then it evaluates the criticality and volatility scores given to subcategories within the 
framework and assesses the helpfulness of those scores. Finally, it examines specific subcategories of 
the framework and provides recommendations on solutions and metrics to help determine the 
effectiveness of those subcategories as they relate to the agency.  
 
This paper aims to provide key insights into the NIST CSF and offer new ideas on how to improve 
upon existing or new frameworks within any organization.   
 
This paper was written by Master of Science in Information Systems students at the Indiana 
University Bloomington in partnership with the ACT-IAC Cybersecurity COI and MITRE.  The students 
briefed the Federal Retirement Thrift Investment Board and the ACT-IAC Cybersecurity COI leadership 
in May 2020. 
  
Overview of Federal Retirement Thrift Investment Board 
The Federal Retirement Thrift Investment Board is best known for a tax-deferred defined contribution 
plan, similar to private sector 401(k) plans, which provides federal employees the opportunity to save 
for additional retirement security. The FRTIB goals are to achieve flawless operations, help 
participants make smart choices, and create excellent relationships with stakeholders. For the agency 
to achieve its goals, pit must ensure security throughout the organization so participants and 
stakeholders can trust that their money is safe.  
 
Since the agency handles and manages large amounts of money, it makes the organization extremely 
vulnerable to malicious actors. So the agency must continue to stay up to date on the best security 
practices, particularly continuous monitoring.      
                                                                                                                                                                                                                                                       
NIST Cybersecurity Framework Assessment 
The NIST Cybersecurity Framework was created as a high-level framework designed to help private 
sector organizations who possess pieces of critical national infrastructure (CNI). Created in 2014, it 
was mandated for adoption by federal agencies in 2017 in the specific field of continuous monitoring 
and detection. 
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Benefits 
The NIST Cybersecurity Framework focuses on the process of arriving at cybersecurity solutions, not 
advice that becomes quickly outdated. According to Ernie Hayden, a former managing principal of 
critical infrastructure protection and cybersecurity at Verizon, “We don't need any more checklists. 
What we need is guidance, we need to give people a sense of the how-to's.” Organizations do not 
need more Service Organization Control (SOC) style checklists, but a way of changing their thinking 
processes. This is the primary goal of the NIST Cyber Security Framework (Hayden). 
 
Another advantage of the CSF is its approach to maturity rather than technology. The CSF, by taking a 
non-technological approach, allows it to be adaptable and work with other frameworks to 
encapsulate their benefits rather than compete with them (Jones). This does not mean CSF is weak, 
however. Jones further stated that the CSF is about cybersecurity maturity, not cybersecurity 
technology. Given that 78% of cyber-espionage incidents involve phishing, a form of social 
engineering, it makes sense that organizations should holistically look a cyber maturity rather than 
specific technologies (Verizon 2019 Data Breach Investigations Report). 
 
Drawbacks 
Owing to its high level nature, it can be difficult for organizations to use the framework to implement 
specific cybersecurity controls. According to the Information Systems Audit and Control Association 
(ISACA), the NIST CSF does not prescribe control requirements (Alsinawi). That means from a 
technical standpoint, it becomes harder to map subcategories to more technical controls, sometimes 
requiring outside resources to complete a cybersecurity profile. The CSF is not intended as a list of 
discrete best practices and should not be used as such. 
 
Another weakness of the NIST CSF is related to outcomes measurement. While it is positioned 
towards an outcomes-based approach, it “does not help to measure cyber risk in tangible terms or 
show any kind of Return on Investment (ROI) for improvements” (Pleshakova). Given the struggles 
with acquiring budgets for cybersecurity, the lack of a dedicated component for this makes it harder 
for business users to wield, given so much decision making is made in terms of ROI. To address this, a 
possible solution could be the use of Expected Loss (EL) to determine organization benefits, showing 
how much can be reduced if cybersecurity is implemented (Coden).  
 
Part of the recommendation for the agency is the tailoring of cybersecurity subcategories with other 
framework specific recommendations. This is not to disparage the framework; on the contrary, it 
respects its intended purpose as a high level document that should be used organizationally, not as a 
low level manual of “what to do.”  
 
As organizations seek to truly implement it however, they will need to access other frameworks in 
order to secure themselves. This paper is designed to pull from FedRAMP, NIST 800-53 and NIST 800-
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137 to help overcome the CSF weaknesses. For the second drawback, one can use the criticality and 
volatility analysis as a suggested way of measuring the subcategories of the CSF. 
Criticality and Volatility Analysis 
When it comes to ensuring security within an organization, one of the most difficult aspects is 
determining monitoring frequencies amongst one’s machines. It can be very difficult for any 
organization to manage, let alone monitor, all of their operating systems, servers, routers, firewalls, 
etc. So an assessment must be conducted, most likely with the help of some risk management or 
security framework, for organizations to determine how often important areas of their organization 
will be monitored and what actions will be taken to ensure they are monitored.  
 
Criticality and Volatility are very useful to determine what must be monitored and how. Criticality can 
be defined as the measure of importance of any particular action as a control to the overall 
cybersecurity posture of the system. This allows organizations to determine what actions and what 
sections of their business are most essential to keep their organization up and running.  
 
Volatility can be defined as a measure of how often something changes. A subcategory as a control is 
volatile if it is subject to frequent change. Additionally, this can help organizations determine how 
often specific systems need to be monitored. By utilizing these two measures, organizations can 
successfully identify which systems are the most critical and how often they change, giving a clear 
roadmap on how to successfully monitor their systems continuously.  
 
Although those measures are helpful when categorizing and prioritizing machines, there are many 
additional measures that companies can use or measure in addition to criticality and volatility. 
According to the NIST Information Security Continuous Monitoring (ISCM) for Federal Information 
Systems, there are several other measures organizations can utilize when determining assessment 
and monitoring frequencies. Below are the additional measures they recommend (United States, 
Congress, U.S. Department of Commerce).  
 

 System categorizations/impact levels: In general, security controls implemented on systems 
that are categorized as high impact are monitored more frequently than controls 
implemented on moderate impact systems, which are in turn monitored more frequently than 
controls implemented on low impact systems. 

 Security controls or specific assessment objects providing critical functions: Security controls 
or assessment objects that provide critical security functions (e.g., log management server, 
firewalls) are candidates for more frequent monitoring. Additionally, individual assessment 
objects that support critical security functions and/or are deemed critical to the system (in 
accordance with the Business Impact Analysis) or to the organization may be candidates for 
more frequent monitoring. 

 Security controls with identified weaknesses: Existing risks documented in security 
assessment reports (SARs) are considered for more frequent monitoring to ensure that risks 
stay within tolerance. Similarly, controls documented in the Plan of Actions & Milestones 
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(POA&M) as having weaknesses are monitored more frequently until remediation of the 
weakness is complete. Note that not all weaknesses require the same level of monitoring. For 
example, weaknesses deemed in the SAR to be of minor or low impact risk to the system or 
organization are monitored less frequently than a weakness with a higher impact risk to the 
system or organization. 

 Organizational risk tolerance: Organizations with a low tolerance for risk (e.g., organizations 
that process, store, or transmit large amounts of proprietary and/or personally identifiable 
information [PII], organizations with numerous high impact systems, organizations facing 
specific persistent threats, etc.) monitor more frequently than organizations with a higher 
tolerance for risk (e.g., organizations with primarily low- and moderate-impact systems that 
process, store, or transmit very little PII and/or proprietary information). 

 Threat information: Organizations consider current credible threat information, including 
known exploits and attack patterns, when establishing monitoring frequencies. For instance, if 
a specific attack is developed which exploits a vulnerability of an implemented technology, 
temporary or permanent increases to the monitoring frequencies for related controls or 
metrics may help provide protection from the threat. 

 Vulnerability information: Organizations consider current vulnerability information with 
respect to information technology products when establishing monitoring frequencies. For 
instance, if a specific product manufacturer provides software patches monthly, an 
organization might consider conducting vulnerability scans on that product at least that often.  

 Risk assessment results: Results from organizational and/or system-specific assessments of 
risk (either formal or informal) are examined and taken into consideration when establishing 
monitoring frequencies. For instance, if a system-specific risk assessment identifies potential 
threats and vulnerabilities related to nonlocal maintenance (NIST SP 800-53, MA-4), the 
organization considers more frequent monitoring of the records kept on nonlocal 
maintenance and diagnostic activities. If a risk scoring scheme is in place at the organization, 
the risk scores may be used as justification to increase or decrease the monitoring frequencies 
of related controls. 

 Output of monitoring strategy reviews: Review and adjustment of the monitoring strategy. 
 Reporting requirements: Reporting requirements do not drive the ISCM strategy but may play 

a role in the frequency of monitoring. For instance, if OMB policy requires quarterly reports on 
the number of unauthorized components detected and corrective actions taken, the 
organization would monitor the system for unauthorized components at least quarterly. 

 
*All measures and descriptions came from NIST SP 800-137 (United States, Congress, U.S. Department 
of Commerce) 
 
Overall, there are many measurements that can help organizations determine assessment and 
monitoring frequencies of all their machines. Criticality and volatility can be enough on their own for 
many organizations. Though if organizations are dealing with high risk assets and have a significant 
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amount of available resources like automation, NIST ISCM provides a solid list of other measurements 
to consider. 
 
Cybersecurity Subcategories 
 
Subcategory Overview  
Meeting the challenges presented in today’s cybersecurity requires diverse thinking and perspectives. 
The CSF is a great place to start for senior leadership to understand the theories behind a robust 
cyber protection approach for any organization. These illustrate great talking points when prioritizing 
budget dollars or scoping the impact of risk mitigation to an organization However, the details 
outlined in the CSF informative references section really provide the depth required to successfully 
accomplish the task. Below are ten examples from the CSF (2018).  
 
Anomalies and Events (DE.AE): “Anomalous activity is detected, and the potential impact of events is 
understood” (Framework V1.1 Core). 
DE.AE-1: A baseline of 
network operations and 
expected data flows for users 
and systems is established 
and managed 

·       CIS CSC 1, 4, 6, 12, 13, 15, 16 
·       COBIT 5 DSS03.01 
·       ISA 62443-2-1:2009 4.4.3.3 
·       ISO/IEC 27001:2013 A.12.1.1, A.12.1.2, A.13.1.1, A.13.1.2 
·       NIST SP 800-53 Rev. 4 AC-4, CA-3, CM-2, SI-4 

 
Detection Process (DE.DP): “Detection processes and procedures are maintained and tested to ensure 
timely and adequate awareness of anomalous events” (Framework V1.1 Core). 

DE.DP-2: Detection activities 
comply with all applicable 
requirements 

·       COBIT 5 DSS06.01, MEA03.03, MEA03.04 
·       ISA 62443-2-1:2009 4.4.3.2 
·       ISO/IEC 27001:2013 A.18.1.4, A.18.2.2, A.18.2.3 
·       NIST SP 800-53 Rev. 4 AC-25, CA-2, CA-7, SA-18, SI-4, PM-14 

 
Security Continuous Monitoring (DE.CM): “The information system and assets are monitored at 
discrete intervals to identify cybersecurity events and verify the effectiveness of protective 
measures” (Framework V1.1 Core). 

DE.CM-1: The network is 
monitored to detect potential 
cybersecurity events 

·       CIS CSC 1, 7, 8, 12, 13, 15, 16 
·       COBIT 5 DSS01.03, DSS03.05, DSS05.07 
·       ISA 62443-3-3:2013 SR 6.2 
·       NIST SP 800-53 Rev. 4 AC-2, AU-12, CA-7, CM-3, SC-5, SC-7, SI-4 

 
DE.CM-2: The physical 
environment is monitored to 
detect potential cybersecurity 
events 

·       COBIT 5 DSS01.04, DSS01.05 
·       ISA 62443-2-1:2009 4.3.3.3.8 
·       ISO/IEC 27001:2013 A.11.1.1, A.11.1.2 
·       NIST SP 800-53 Rev. 4 CA-7, PE-3, PE-6, PE-20 
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DE.CM-3: Personnel activity is 
monitored to detect potential 
cybersecurity events 

·       CIS CSC 5, 7, 14, 16 
·       COBIT 5 DSS05.07 

·       ISA 62443-3-3:2013 SR 6.2 

·       ISO/IEC 27001:2013 A.12.4.1, A.12.4.3 

·       NIST SP 800-53 Rev. 4 AC-2, AU-12, AU-13, CA-7, CM-10, CM-11 

 

DE.CM-4: Malicious code is 
detected 

·       CIS CSC 4, 7, 8, 12 
·       COBIT 5 DSS05.01 
·       ISA 62443-2-1:2009 4.3.4.3.8 
·       ISA 62443-3-3:2013 SR 3.2 
·       ISO/IEC 27001:2013 A.12.2.1 
·       NIST SP 800-53 Rev. 4 SI-3, SI-8 

 

DE.CM-5: Unauthorized 
mobile code is detected 

·       CIS CSC 7, 8 
·       COBIT 5 DSS05.01 
·       ISA 62443-3-3:2013 SR 2.4 
·       ISO/IEC 27001:2013 A.12.5.1, A.12.6.2 
·       NIST SP 800-53 Rev. 4 SC-18, SI-4, SC-44 

 
 
DE.CM-6: External service 
provider activity is monitored 
to detect potential 
cybersecurity events 
 
 

·       COBIT 5 APO07.06, APO10.05 

·       ISO/IEC 27001:2013 A.14.2.7, A.15.2.1 

·       NIST SP 800-53 Rev. 4 CA-7, PS-7, SA-4, SA-9, SI-4 

 
DE.CM-7: Monitoring for 
unauthorized personnel, 
connections, devices, and 
software is performed 

·       CIS CSC 1, 2, 3, 5, 9, 12, 13, 15, 16 
·       COBIT 5 DSS05.02, DSS05.05 
·       ISO/IEC 27001:2013 A.12.4.1, A.14.2.7, A.15.2.1 
·       NIST SP 800-53 Rev. 4 AU-12, CA-7, CM-3, CM-8, PE-3, PE-6, PE-20, SI-4 

 

DE.CM-8: Vulnerability scans 
are performed 

·       CIS CSC 4, 20 
·       COBIT 5 BAI03.10, DSS05.01 
·       ISA 62443-2-1:2009 4.2.3.1, 4.2.3.7 
·       ISO/IEC 27001:2013 A.12.6.1 
·       NIST SP 800-53 Rev. 4 RA-5 

 
All ten subcategories will be evaluated in more detail i.e. metrics, criticality and volatility, etc. ion 
Appendices A-J.  
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Sample Mapping 
Continuous monitoring is the goal in the exploration of cybersecurity frameworks and as such, this 
paper aims to break apart technical and process related items and provide recommendation more on 
the technical side. This approach will allow organizations to focus on items they can place on 
automated and repeatable processes before taking on the challenges associated with manual 
processes that require people and leadership interaction. In order to streamline an approach to 
detecting malicious behavior within an enterprise network, this paper pulls together a mapping of 
FedRAMP, NIST 800-53, and NIST 800-171 to allow for a crosswalk of controls and mitigation 
suggestions.  
 
DE.CM-7 
The use of DE.CM-7 is to monitor for unauthorized personnel, connections, devices, and software 
(“CM-7 LEAST FUNCTIONALITY”). This subcategory of the framework is prominently being used in 
organizations for configuration management and information management. Configuration 
management tools allow administrators to configure settings, monitor changes to settings, collect 
setting status, and restore settings as needed (Dempsey). The implementation and effective use of 
configuration management technologies can assist organizations in automating the implementation, 
assessment, and continuous monitoring of several NIST SP 800-53 security controls (See Figure 1).  
 
Figure 1 – Control Mapping for Configuration Management 

 
 
Information management can be thought of as a general term for data protection. There are vast 
quantities of digital information stored across the myriad of systems, network devices, databases, 
and other assets within an organization. Managing the location and transfer of information is 
essential to protecting the confidentiality, integrity, and availability of the data. As data loss 
prevention is among the top priorities for governement agencies, this framework could be very 
beneficial.  
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DE.CM-8 
The use of DE.CM-8 is to ensure vulnerability scans are performed.  Organizations can use this 
framework to test whether systems are vulnerable or if the controls are effective (“CM-8 
INFORMATION SYSTEM COMPONENT INVENTORY”). This subcategory of the framework is 
prominently being used in organizations for asset management, network management, and license 
management. Asset management tools help maintain inventory of software and hardware within the 
organization. This can be accomplished via a combination of system configuration, network 
management, and license management tools, or with a special-purpose tool (Dempsey). The 
implementation and effective use of configuration management technologies can assist organizations 
in automating the implementation, assessment, and continuous monitoring of several NIST SP 800-53 
security controls (See Figure 2). 
 
Figure 2 - Control Mapping for Asset Management 

 
 
Network configuration management tools include host discovery, inventory, change control, 
performance monitoring, and other network device management capabilities. (Dempsey). The 
implementation and effective use of configuration management technologies can assist organizations 
in automating the implementation, assessment, and continuous monitoring of several NIST SP 800-53 
security controls (See Figure 3). 
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Figure 3 - Control Mapping for Network Configuration 

 
 
License management tools offer a variety of features to automate inventory, utilization monitoring 
and restrictions, deployment, and patches for software and applications (Dempsey). The main use of 
this control is to ensure proper compliance within an organization’s licensing agreement. This 
subcategory could prove useful to organizations as they look to strengthen current vulnerabilities. 
However, it is important to note that CM-8 may require more frequent assessment and monitoring, 
preferably using automated, Security Content Automation Protocol (SCAP)-validated tools that 
provide alerts and status on demand (Dempsey).  

Recommendations 
Understanding the problem is a major factor in helping advance the maturity of any cybersecurity 
organization. If one is not able to identify the issues, they are not able to protect, detect, respond, or 
recover from adverse issues that can compromise a multi-million dollar asset. The theoretical 
approach of continuous monitoring requires rethinking conventional risk mitigation strategies and 
putting technical solutions in place that help scope and control behaviors.  
 
For continuous monitoring, the agency needs to employ a comprehensive approach to its 
cybersecurity efforts. The standard required by federal government, NIST CSF, is great as a high level 
approach to implementing continuous monitoring controls.  
 
Before any organization can begin to improve cybersecurity, it needs to conceptualize its goals and 
vision and understand how it can use different tools to achieve them, rather than chasing “silver 
bullet” solutions that do not meet the needs of the various stakeholders. After this conceptualization, 
however, the organization needs to gather requirements and start charting the items needed to 
secure its cybersecurity environment. It is this second part that prompted the authors to reach out to 
other frameworks such as NIST 800-53, NIST SP 800-137 and FedRamp for ideas on what controls to 
implement. This transition point, between high level and low level, is so important that it needs to be 
explicitly defined before an organization can begin to implement continuous monitoring so that the 
right frameworks are in place. If not, there is the risk of open gaps in implementation—not covering 
the technical parts where security can be lost. By mitigating this risk, the agency can ensure that it 
successfully implements continuous monitoring, not only to satisfy the requirements given to it but 
also to secure the data of those who rely on it. 
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Appendices 
Appendix A - (DE.AE-1) 

 
Name of Subcategory 
DE.AE1: A baseline of network operations and expected data flows for users and systems is 
established and managed 
Definition/Explanation 
A minimum list of network operations and data authorization for users/ systems is created and 
managed  
Real world example 

 The network management team monitors network traffic, utilizing solutions that alert the 
team to potentially abnormal traffic patterns. 

Criticality/Volatility Analysis 
 Disagree 
 Criticality is High- Network operations included critical security infrastructure like backups/ 

storage, Firewall management, Patch management, and more. Plus, it is crucial the right 
people and systems get the correct information, but also abided by the least privilege rule.  

 Volatility is Medium- Volatility should be medium because the network is constantly being 
used and prone to disruptions. Also, people/ roles and systems change once and awhile and 
will need to be updated.  

Metric Recommendation 
 Utilize a networking monitoring software that shows KPIs on aspects like network traffic, 

notable events, authentication activity, etc.  
 

 Source: Splunk 
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Appendix B - (DE.DP-2) 
Name of Subcategory 
DE.DP-2: Detection activities comply with all applicable requirements 
Definition/Explanation 
The current policies and procedures in place for detecting malicious activity are being completed on 
time and in full 
Real world example 

 The detection function is audited annually by either internal audit or an external firm at the 
direction of the CISO 

Criticality/Volatility Analysis 
 Agree 
 Criticality is Medium- There are specific detection controls organization must stay compliant 

with 
 Volatility is Low- Not many changes are made to organizations detection actives once in place 

Metric Recommendation 
 All detection activities should be tested on a pass or fail scale 

o Are system and network monitoring tools record logins and access to applications 
o Are antivirus software monitoring computer systems and identifying computer viruses 

or malware of all types and preventing infections in real time 
 
Appendix C - (DE.CM-1) 
Name of Subcategory 
DE.CM-1: The network is monitored to detect potential cybersecurity events 
Definition/Explanation 
All systems should be monitored continuously, so that organizations can identify cybersecurity 
attacks as soon as possible to prevent potential data breaches. Network monitoring systems ensure 
the availability and overall performance of computers and network services. 
Real world example 

 Simple Network Management Protocol 
o A network management system, which is a toolset on a server that monitors each 

device on a network and communicates information about those devices to an IT 
administrator. 

Criticality/Volatility Analysis 
 Agree 
 Criticality is High- Network availability is essential for an organization to stay in business 
 Volatility is High- Network availability can fluctuate at any time throughout the year 

Metric Recommendation 
 Network Availability  

o Uptime /Total time  
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o The company should decide their risk tolerance for network availability and 
continuously monitor this measurement against the set risk tolerance.  

 
Appendix D - (DE.CM-2) 
Name of Subcategory 
DE.CM-2: The physical environment is monitored to detect potential cybersecurity events 
Definition/Explanation 
The measures taken to protect systems, buildings, and related supporting infrastructure against 
threats associated with their physical environment 
Real world example 

 Both a badge and handprint scanning to allow an employee within an organization’s data 
center 

 Guards and or Receptionists 
Criticality/Volatility Analysis 

 Agree 
 Criticality is High- sensitive information is stored on physical hardware within an organization  
 Volatility is Medium- depending on the company the amount of people filtering in an out of 

the office may vary day to day  
Metric Recommendation 

 Number of physical entrances without a control in place 
 Test the number of times an actor can get into the office   

 
Appendix E - (DE.CM-3) 
Name of Subcategory 
DE.CM-3: Personnel activity is monitored to detect potential cybersecurity events 
Definition/Explanation 
Activities are logged, flagged, and reviewed for potential misuse and anomalies. This can include 
logging software use to ensure use does not violate software agreements and policies, which licenses 
for software are being used and shared, and what software is being downloaded and installed, 
including open source software and the licenses of those packages (NIST SP800-53r4 CM-10; NIST 
SP800-53r4 CM-11). Account management is established and documented, including methods for 
determining access control, approvals, monitoring for proper account management (NIST SP800-53r4 
AC-2). Together with account management and logging, appropriate audit reports and analysis are 
established to ensure they are carried out effectively and to catch any information disclosure issues 
(NIST SP800-53r4 AU-12; NIST SP800-53r4 AU-13).  
Real world example 

 Log in attempts are tracked, generating a failed log for every attempt (regardless if successful 
or not), with appropriate flagging for failed log in attempts. After a certain threshold is met, 
failed log in attempts trigger alerts. 

Criticality/Volatility Analysis 
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 Agree 
 Criticality is High – Without appropriate monitoring, it is difficult if not impossible to track 

events. Furthermore, with appropriate monitoring events can be prevented before damage 
can incur. Personnel are also the easiest system to break into -- it is likely that most intrusions 
are built on the backs of successful social engineering and phishing campaigns. 

 Volatility is High – The nature of personnel is such that the assets are constantly in flux, both 
physically and mentally. People will move on to other jobs, whether intra-organizational or 
inter-organizational. People also move around physically, and they move things around on 
computer systems. This makes the job of monitoring activity essential to protecting and 
tracking assets. 

Metric Recommendation 
 All personnel activity is logged in accordance with agency policies (including privacy policies) 

o The use of a log monitor and analyzer is appropriate (e.g., the ELK stack) 
o Policies are established that ensure users are given only the access they need and that 

ensure as personnel move the appropriate access follows them (e.g., changing groups 
or termination results in change or loss of access) 

 
Appendix F - (DE.CM-4) 
Name of Subcategory 
DE.CM-4: Malicious code is detected 
Definition/Explanation 
Using network and host-based methods for analyzing software for known (signature based) or 
unknown (anomaly based) malicious code, detection helps to prevent the spread of malicious code 
and damage to systems. 
Real world example 

 A Ransomware attack that encrypts any computer it finds its way onto, demanding a ransom 
(typically paid in Bitcoin or other cryptocurrency) before a decryption key is provided. Real 
world examples of malware include Stuxnet, WannaCry, I Love You, and Mirai, to name a few.  

Criticality/Volatility Analysis 
 Agree 
 Criticality is High – Malicious code can cause havoc on systems, and times, can cross over into 

the kinetic world. E.g., the Stuxnet attack caused kinetic damage when it destroyed several 
nuclear centrifuges (Zetter). Furthermore, it is used in many intrusions as rootkits, Trojans, or 
to carry out attacks (Hilton). 

 Volatility is High – Malicious code is bought and sold on the black market, and it is constantly 
being developed and updated as new signatures and fixes are established.  

Metric Recommendation 
 Deploy protection systems, including well maintained and effective anti-malware software 

(NIST SP800-53r4 SI-3; NIST SP800-53r4 SI-8). 
 



    

Agency Assessment of NIST Controls and Monitoring 

American Council for Technology-Industry Advisory Council (ACT-IAC)  
3040 Williams Drive, Suite 500, Fairfax, VA 22031  

www.actiac.org ● (p) (703) 208.4800 (f) ● (703) 208.4805 

Advancing Government Through Collaboration, Education and Action Page 20 

Appendix G - (DE.CM-5) 
Name of Subcategory 
DE.CM-5: Unauthorized mobile code is detected 
Definition/Explanation 
For mobile devices, code that has not been approved by the agency, the partner organization or an 
appropriate third party is found on a device 
Real world example 

 Finding social media applications installed on a device that also contains sensitive information 
pertaining to the organization(s) or their users 

Criticality/Volatility Analysis 
 Agree 
 Criticality is Medium- Some unauthorized code is insecure, but not necessarily malicious 
 Volatility is Low – Mobile devices have restricted user permissions and can be more robust for 

resisting changes in underlying firmware 
Metric Recommendation 

 All mobile devices should have permissions set to least privilege 
o Users must apply for and make the case for having extra code running on devices 
o Policies are updated regularly based on current events and/or potentially toxic 

combinations of applications on devices  
Sources:  
(“SC-18 MOBILE CODE”). 
 
Appendix H - (DE.CM-6) 
Name of Subcategory 
DE.CM-6: External service provider activity is monitored to detect potential cybersecurity events 
Definition/Explanation 
External service providers are checked to ensure that they are in a state of cyber-health, not under a 
breach or major attack, before, during and after information exchanges with them.  
Real world example 

 Before exfiltrating data to an offsite data archiving/storage provider, they are tested to make 
sure that their services are in a fit state to receive the transfer 

Criticality/Volatility Analysis 
 Agree 
 Criticality is Medium – Highly dependent on the information being communicated between 

the two parties, can vary from inconsequential to catastrophic 
 Volatility is High - While there are standards to maintain robust cybersecurity policies, there is 

no way to predict zero-day exploits or   
Metric Recommendation 

 Check external services providers before communicating with them 
o Depends on severity of information communicated 
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 High severity—multiple tests 
 Low severity—one or two tests 

o Should occur outside of normal communications as well 
 Ensure up-to-date cybersecurity profile  
 Determine if agency data at service provider is at risk  

 
Sources:  
(“SA-9 EXTERNAL INFORMATION SYSTEM SERVICES”) 
(“PS-7 THIRD-PARTY PERSONNEL SECURITY”) 

 
Appendix I - (DE.CM-7) 
Name of Subcategory 
DE.CM-7: Monitoring for unauthorized personnel, connections, devices, and software is performed 
Definition/Explanation 
Organizations review functions and services provided by information systems or individual 
components of information systems, to determine which functions and services are candidates for 
elimination (e.g., Voice Over Internet Protocol, Instant Messaging, auto-execute, and file sharing). 
Organizations consider disabling unused or unnecessary physical and logical ports/protocols (e.g., 
Universal Serial Bus, File Transfer Protocol, and Hyper Text Transfer Protocol) on information systems 
to prevent unauthorized connection of devices, unauthorized transfer of information, or 
unauthorized tunneling. Organizations can utilize network scanning tools, intrusion detection and 
prevention systems, and end-point protections such as firewalls and host-based intrusion detection 
systems to identify and prevent the use of prohibited functions, ports, protocols, and services (“CM-7 
LEAST FUNCTIONALITY”). 
Real world example 

 Organizations can generate security event logs that can be integrated into a centralized 
monitoring program for incident detection and response or control remote access 
authentication and user monitoring for remote access, and logs all access attempts (NIST 
Cybersecurity Framework Version 1.1). 

Criticality/Volatility Analysis 
 Agree 
 Criticality is High – there could be severe consequences when not having SoD. 
 Volatility is Medium – there should be controls to stop potential threats, but it could be 

vulnerable due to devices 
Metric Recommendation 

 Number of days to deactivate former employee credentials: 
o By monitoring these cybersecurity metrics, you can define whether the Human 

Resources and IT teams are working in tune. In an ideal scenario, the access of users 
terminated from the company should be canceled immediately. Keeping them active is 
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a tremendous risk, as it leaks sensitive information and can lead to compromised 
devices. 

 
Appendix J - (DE.CM-8) 
Name of Subcategory 
DE.CM-8: Vulnerability scans are performed  
Definition/Explanation 
Organizations may choose to implement centralized information system component inventories that 
include components from all organizational information systems. In such situations, organizations 
ensure that the resulting inventories include system-specific information required for proper 
component accountability (e.g., information system association, information system owner). 
Information deemed necessary for effective accountability of information system components 
includes, for example, hardware inventory specifications, software license information, software 
version numbers, component owners, and for networked components or devices, machine names 
and network addresses. Inventory specifications include, for example, manufacturer, device type, 
model, serial number, and physical location (“CM-8 INFORMATION SYSTEM COMPONENT 
INVENTORY”). 
Real world example 

 Unauthenticated scans, like external scans, search for weaknesses in the network perimeter, 
while authenticated scans  provide vulnerability scanners with various privileged credentials, 
allowing them to probe the inside of the network for weak passwords, configuration issues, 
and misconfigured databases or applications (Rubens). 

Criticality/Volatility Analysis 
 Agree 
 Criticality is Medium – organizations will be testing similar controls repeatedly, once an issue 

is identified, it should be dealt with. 
 Volatility is Low- this should be a rare occurrence 

Metric Recommendation 
 The Common Vulnerability Scoring System (CVSS) is an open framework for communicating 

the characteristics and severity of software vulnerabilities. 
o Two common uses of CVSS are calculating the severity of vulnerabilities discovered on 

one's systems and as a factor in prioritization of vulnerability remediation activities. 
The National Vulnerability Database (NVD) provides CVSS scores for almost all known 
vulnerabilities (“NATIONAL VULNERABILITY DATABASE”).
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