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Synopsis 

This document is intended to be a foundational tool to help small agencies leverage 
management approaches and shared service models for IT infrastructure and 
standard applications. The project team, under ACT-IAC’s IT Management and 
Modernization COI, interviewed several small agencies to develop strategic 
recommendations for overcoming the challenges associated with IT modernization 
and using shared services and outlined steps necessary to take advantage of 
resources from larger agencies. This document recommends that forming alliances 
across the small agency organizations provides opportunity for knowledge sharing, 
leveraged sourcing, and using shared services. 
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American Council for Technology–Industry Advisory Council (ACT-IAC) 
The American Council for Technology (ACT) is a non-profit educational organization established to 
create a more effective and innovative government. ACT-IAC provides a unique, objective, and trusted 
forum where government and industry executives are working together to improve public services and 
agency operations through use of technology. ACT-IAC contributes to better communication between 
government and industry, collaborative and innovative problem solving, and a more professional and 
qualified workforce. 
 
The information, conclusions, and recommendations contained in this publication were produced by 
volunteers from government and industry who share the ACT-IAC vision of a more effective and 
innovative government. ACT-IAC volunteers represent a wide diversity of organizations (public and 
private) and functions. These volunteers use the ACT-IAC collaborative process, refined over 30 years 
of experience, to produce consensus-based outcomes. Findings and recommendations contained in 
this report are based on consensus and do not represent the views of any particular individual or 
organization.  

To maintain the objectivity and integrity of its collaborative process, ACT-IAC does not accept 
government funding.  

ACT-IAC welcomes the participation of all public and private organizations committed to improving the 
delivery of public services through the effective and efficient use of IT. For additional information, visit 
the ACT-IAC website at www.actiac.org.  
 
IT Management and Modernization Community of Interest 

ACT-IAC, through its IT Management and Modernization (ITMM) Community of Interest, developed a 
project to assist small and independent Federal Government Agencies (outside the 24 agencies subject 
to the Chief Financial Officers [CFO] Act) in their struggle to provide state-of-the-art IT services to 
support mission and business delivery for their organizations.  The ACT-IAC IT Management and 
Modernization Community of Interest advises and equips government with best practices and lessons 
learned focused on strengthening IT management and implementation and accelerating legacy IT 
modernization. 

Disclaimer 

This document has been prepared to contribute to a more effective, efficient, and innovative 
government. The information contained in this report is the result of a collaborative process in which 
a number of individuals participated. This document does not—nor is it intended to—endorse or 
recommend any specific technology, product, or vendor. Moreover, the views expressed in this 
document do not necessarily represent the official views of the individuals and organizations that 
participated in its development. Every effort has been made to present accurate and reliable 
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information in this report. However, ACT-IAC assumes no responsibility for consequences resulting 
from the use of the information herein.  

Copyright 

©American Council for Technology, 2017. This document may not be quoted, reproduced, and/or 
distributed unless credit is given to the American Council for Technology–Industry Advisory Council. 

 

Further Information 

For further information, contact the American Council for Technology–Industry Advisory Council at 
703-208-4800 or www.actiac.org.  
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Executive Summary 
According to United States International Trade Commission (USITC) Chief Information Officer, Mr. Kirit 
Amin, many smaller federal government agencies (outside the 24 CFO Act agencies 1) struggle to 
provide state-of-the-art IT services to support mission and business delivery for their organizations2. IT 
staff tend to be limited in numbers and challenged in attracting skilled and experienced talent. Budget 
constraints pose challenges to upgrade or modernize IT systems, aging systems, and infrastructure that 
are not meeting mission needs.   

The ACT-IAC IT Management and Modernization Community of Interest created a working group to 
research and propose ways that small agencies can leverage management approaches and shared 
service models for IT infrastructure and standard applications, such as email or financial management, 
rather than having to provide such services on their own. Mr. Amin agreed to sponsor and champion 
the project on behalf of the small agencies. 

To assist these smaller federal government agencies, the project team outlined the steps necessary for 
these agencies to take advantage of resources from larger agencies. This report also recommends 
strategies for overcoming the challenges associated with modernizing and using shared services. 
Forming alliances across the small agency organizations provides opportunity for knowledge sharing, 
leveraged sourcing, and using shared services. 

The process of developing these recommendations involved independent research by the project team 
and interviews with Chief Information Officers (CIOs) and acquisition personnel from the following 
agencies: 

 Consumer Financial Protection Bureau (CFPB) 
 Nuclear Regulatory Commission (NRC) 
 Small Business Administration (SBA) 
 US International Trade Commission (ITC) 
 Securities and Exchange Commission (SEC) 
 Pension Benefit Guaranty Corporation (PBGC) 
 General Services Administration (GSA) Unified Shared Services Management (USSM) 
 GSA Small Agency National Account Manager (NAM) 
 GSA Data Center Optimization Initiative (DCOI) 
 Department of Interior, Interior Business Center (IBC)  
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Introduction  
Small and independent agency Chief Information Officers (CIOs) within the federal government often 
struggle to provide leading-edge information technology (IT) services to support their agency mission 
and business delivery. The project team interviewed senior executives within the CIO offices of these 
agencies, and found that, while each agency is unique in their mission support, the challenges they face 
to support their mission and business delivery are consistent. The most significant challenges surfaced 
in these interviews include the following:  

1. Unavailability of contract vehicles tailored for small agencies’ needs for procurement of 
commoditized IT services. 

2. Limited budget, with lack of skilled subject matter experts (SMEs). 
3. Exerting significant negotiation leverage when procuring solutions. 
4. The importance of implementing federal regulatory mandates and policies, which are often 

incorrectly interpreted as not applicable to small agencies. 

CIOs have requirements to procure common commoditized core IT services such as email services, 
hosting services, or enterprise analytics services. Though some services are available to agencies, some 
specialized services are currently unavailable to small agencies under a contract vehicle that can be 
procured and can scale with their requirements. Also, some small agencies still run their own data 
centers in a closet or in the building basement. This increases the risk for the small agencies running 
up their costs when budgets are limited. All these services are essential enablers to successfully support 
their agency mission.  

CIOs of the small agencies have core IT requirements—such as email or data center hosting—that may 
be available as shared services, but the agencies often do not have the budget or resources available 
to procure and execute a transition. The small agencies need to be informed of the contract vehicles 
available for their use at a reasonable price point for their smaller volume. These agencies need 
guidance on procurement services and various contract vehicles available. One example is the 
Continuous Diagnostics and Mitigation (CDM) program offered by the U.S. Department of Homeland 
Security (DHS)/Office of Management and Budget (OMB)—available to all agencies, regardless of size, 
with portions of the costs covered in some cases to help fortify government cybersecurity networks 
and systems. If offerings for core IT services common across multiple agencies could be made available 
to smaller agencies with procurement assistance or at least ease of acquisition through volume 
purchasing, smaller agencies would not have to expend scarce acquisition and SME resources. This 
approach possibly can resolve most of the commoditized core IT service requirements for many small 
agencies. 

The second part of the challenge focuses on the affordability of highly skilled SMEs required for 
modernization. Examples include cybersecurity or analytics experts; these are critical resources, whose 
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skills are highly sought to safeguard government information and gain insights from vast data stores. 
Unfortunately, there are limited numbers of these highly qualified people, and the cost of these 
resources is usually above what government agencies can pay. 

The third part of the challenge is the voice of the CIOs of smaller agencies needs to be heard and there 
needs to be a representation of the few of the small agencies CIOs at the CIO Council. If the agency 
CIO’s needs are not serviced by shared services or strategic vehicles, it could impact the mission of the 
agency, which is critical to customers and citizens.  

 
Small Agency IT Management and Modernization Strategy 

Background 

This report lays out strategic recommendations and a strategy to support small agency IT management 
and modernization. This multi-faceted approach focuses on ways to improve the breadth and service 
quality through shared services as well as obtaining efficiencies through better sourcing and acquisition 
of IT products and services. 

Well over a decade ago, OMB began to formally establish interagency shared services through a set of 
fee-for-service “Lines of Business”3 created as part of the Administration’s portfolio of e-government 
initiatives. The group of lines of business grew to include several focused on back-office or 
administrative functions (e.g., financial management, grants management, human resources 
management), but some also targeted more technology-related needs (e.g., information systems 
security and geospatial-related needs). 

Each line of business received strategic leadership from a managing partner agency, but multiple 
agencies are service providers under each line of business. These lines of business, which provide 
centralized service management and delivery and cost efficiencies to recipients successfully support 
many agencies, including small agencies. Additional e-government initiatives were also established 
over time—not all were called lines of business, but several similarly aimed to support additional 
Government-wide functions across agencies in areas that include travel, payroll, training, and others. 

In May 2012, the Federal CIO Council released a Federal Information Technology Shared Services 
Strategy4; in May 2016, OMB released Memorandum M-16-11, Improving Administrative Functions 
Through Shared Services, which described the role of the newly established Unified Shared Services 
Management (USSM) organization within GSA, operating in conjunction with OMB’s Shared Services 
Policy Officer (SSPO) and advised by the Shared Services Governance Board (SSGB)5. Other memoranda 
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sought to formalize functions around strategic sourcing (OMB Memorandum M-13-026) and category 
management (OMB Memorandum M-16-027). 

While these policies and initiatives led to significant progress, they were generally aimed at improving 
performance government-wide, and have not addressed some of the unique needs of the small agency 
community. The strategy laid out in this document builds on the intent and the initiatives that currently 
exist, but examines them through the lens of this community and works to address, in particular, the 
needs of small agencies. 

Shared Services 
Many small agencies already make effective use of back office and administrative shared services, 
including those described above. Beyond those services, it appears that there are untapped 
opportunities to provide more commoditized IT services— including infrastructure services such as 
networking services or data center hosting services—to small agencies. In these cases, having one 
agency build, operate, and deliver a service to multiple small agencies or use already existing and 
unused agency infrastructure—provides an opportunity to centralize the management of such a 
service, potentially resulting in cost efficiencies by reducing the per-user cost of acquiring and 
delivering these services. Additionally, cybersecurity controls in place at the hosting agency can be 
shared with the small agencies; this critical capability may be limited at the small agencies due to 
constrained budgets and lack of IT resources with such skills. 

Opportunities also exist to establish more specialized shared services, such as in the area of business 
intelligence and analytics. In addition to similar efficiencies, an added benefit of a shared services 
model for this type of service is the capability to provide a service for which there may not be sufficient 
demand or resources to bear the investment to establish within a single agency—and/or to provide a 
greater critical mass in skilled resources than any one agency could afford. In all of these cases, in 
addition to direct acquisition cost savings from pooling requirements to create greater competition 
from the marketplace, indirect savings are possible through cost avoidance, by foregoing similar 
acquisitions in multiple agencies for substantially similar services. 

Acquisitions and Strategic Sourcing 
GSA’s Federal Acquisition Service (FAS) historically operated almost as a business development 
organization whose metrics are driven around the volume of funding channeled through GSA contracts. 
This approach to performance measurement helped drive a focus on large agencies where the largest 
spending takes place. The consequence of this approach however, is that the smaller agencies 
challenges are not fully addressed. While the aggregated spending of small agencies is far smaller than 
that of large agencies, in some cases they have the most to gain from shared services and improved 
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sourcing proportionate to their IT budgets. Because small agencies lack the volume to drive cost 
efficiencies solely with their individual spend, by pooling requirements, they could potentially drive 
significant percentage gains in their purchasing efficiencies through greater buying power. The missions 
of some small agencies are as critical to the nation as the important large agency missions, so enabling 
better and more efficient use of IT budgets for small agencies can translate to true impact on citizens, 
businesses, and the economy. 

GSA and other agencies—such as National Aeronautics and Space Administration (NASA) and National 
Institute of Health (NIH)—have established a variety of Indefinite Delivery Indefinite Quantity (IDIQ) 
Government-Wide Acquisition Contracts (GWACs) to support acquisition of products and services by 
federal agencies8. GSA is also working to establish or direct the use of specific acquisition vehicles to 
acquire commodity products, such as the Government-wide Strategic Solutions (GSS) for Desktops and 
Laptops program. These contracts are aimed more at commodity products and services, making it easy 
to acquire products and services that are needed most widely, providing the most commonly used 
capabilities. 

While it is perfectly natural to meet most of the requirements of most customers, the result is that 
these contracts are not always ideally suited to the needs of small agencies. An example the project 
team heard in their interviews is that substantial levels of discounting were not available to the small 
agency due to their lower volume requirements. So although small agencies can save some amount of 
acquisition personnel time by using these contracts, from a pricing perspective there is not always a 
benefit. Several interviewees indicated that there could be some benefit to acquisition vehicles aimed 
at supporting small agencies—to pool the purchasing power of multiple small agencies as well as to 
provide more flexibility to meet specialized needs. 

Strategic Recommendations 

While all of the above discussed issues can be solved without increasing funding to the 90+ agencies, 
it is also possible that the overall cost to each agency could decrease while improving in each of these 
areas. These five recommendations, employed together, could address all of the formerly mentioned 
challenges. 

Recommendation #1: The Administration should consider establishing a Small Agency Shared 
Services Task Force (SASSTF) to identify and address the unique needs of small agencies, working in 
conjunction with the USSM at GSA and the Shared Services Policy Officer (SSPO) in OMB, and with input 
from the SSGB. Outputs from this task force may include actionable tasks aimed at establishing a 
strategic framework and organizational structure for establishing small agency shared services. 
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Enablers for small agency shared services go beyond simply acquisition vehicles and might include 
playbooks, business case templates, governance models, information on funding models, etc. 

Recommendation #2: The Small Agency Council (SAC) should reinvigorate a small agency CIO working 
group or committee under the Small Agency CIO Council (SACC) to focus on small agency IT 
modernization issues, including shared services and acquisition vehicles. Independent of efforts to 
improve the acquisition of information technology services for small agencies, establishment of shared 
services will require cooperation among customer small agencies, for example, by following a model 
similar to the Managing Partner model used for the interagency lines of business that are already 
established and operating in numerous agencies. Additionally, the committee should work with the 
SAAC Special Pricing Initiative (SAAC-SPI)9 to further the pooled acquisition of common business IT 
requirements from the small agencies. 

Recommendation #3: GSA’s National Account Manager (NAM) 10  and all other agency assisted 
acquisition offices should hold a forum for small agency CIOs, procurement executives and business/ 
mission owners, and industry to assess how GSA—and other government agency acquisition 
organizations—and the private sector could provide better acquisition/sourcing support directly for 
small agencies. 

Recommendation #4: The SAC, potentially with the assistance of GSA and other acquisition 
organizations, should consider undertaking a requirements-gathering effort to understand small 
agency needs along with the potential benefits of modifying existing contract vehicles to address the 
needs of small agencies. 

Recommendation #5: GSA’s NAM should consider establishing performance metrics that reflect the 
value that FAS can provide to all agencies, both small and large (unlike Federal dollars spent on GSA 
contracts), while not unintentionally directing most of the acquisition organization’s efforts toward 
support for large agencies. 

Business Case 
Budget was cited, by all the small agencies interviewed, as the major resource hurdle in modernizing 
their legacy environment. In many cases, their Operations & Maintenance (O&M) budget barely meets 
the needs of the agency, so it is not always feasible to use that proportionately small amount to 
modernize. 
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Volume Discounts 
Small agencies are defined as those having fewer than 6,000 employees 11 , but many agencies 
interviewed for this paper have 1,000 or fewer employees. These agencies are not always able to 
leverage the best volume discounts available through existing vehicles because they do not meet the 
minimum purchases for those discounts. Pricing is definitely slanted toward the higher volume 
purchases of the large agencies. How can industry make these volume purchases accessible to smaller 
agencies? 

Some Government acquisition offices that receive requests for procurements less than $25K—which 
may be a large outlay for a small agency—place those requests at the bottom of the pile or reject them 
outright. This is because the acquisition office has to make sure the task meets their cost recovery 
minimum requirements. One suggestion is for small agencies to bundle similar requests to be serviced 
within a month or other specified window of time; of course, this would not work for urgent requests. 

Shared Services 

Though there are multiple shared services available to all agencies in financial management and human 
resources, very few shared services are available to small agencies for core IT services. In addition to 
these, there exist some Federal Risk and Authorization Management Program (FedRAMP)-certified 
cloud solutions such as GSA’s cloud.gov, which is actually a commercial cloud service offered through 
Amazon Web Services (AWS)12. These shared services are available through a shared services provider 
(SSP) catalog via Interagency Agreement (IAA)—although a small agency may not have the funding 
available to procure these services. Some small agencies have moved their common agency services to 
an SSP—such as their financial management to United States Department of Agriculture’s (USDA) 
National Finance Center (NFC) or their HR functions to Department of Interior’s (DoI) Interior Business 
Center (IBC). The core IT services seem to be the most challenging in terms of funding. 

Unified Shared Service Model (USSM), an OMB initiative, is an office within GSA Office of Government-
wide Policy that works with government-wide communities to understand what the government-wide 
standards need to be and establish shared services standards akin to FedRAMP. They closely 
collaborate with the CIO Council and OMB to make certain that the SSPs’ common set of solutions have 
common standards.13 

Shared Business Functions 
 During the interviews, there was open discussion about small agencies that have common 

business functions sharing IT resources. One example provided was Office of Inspector General 
(OIG) offices. OIGs typically have separate IT infrastructure from the agency or department that 
they monitor and inspect. They may have as many employees as a small agency—perhaps 700 
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employees—so their challenges are very similar to those of a small agency. All OIGs use some 
form of case management system. The project team and the government interviewees had a 
brainstorming discussion on the feasibility of a SSP providing an offering of Case Management 
as a Service to OIGs. Other possible common functions discussed were components of law 
enforcement, audit, and financial oversight. 

Of course, having multiple agencies on the same network may present security concerns, but, 
with today’s network segmentation software, this may be closer to being a possibility for small 
agency cost savings, in both O&M and staff. 

 One CIO suggested that a Security Operations Center (SOC) could be established for small 
agencies as a shared service, and that the Network Operations Center (NOC) and SOC could be 
physically located in the same room.  

 Another CIO speculated that GSA could build a federal data center and lease floor space to small 
agencies so they do not have to run their data centers in their building’s closets or basements. 
Another CIO suggested that, with interagency agreements in place, large agencies could lease 
their underutilized data centers to small agencies. 

Modernizing Government Technology (MGT) Funds 
 If the MGT is eventually enacted into law, small agencies may be able to build a consolidated 

business case for shared services to receive a portion of the MGT funds. As understood, OMB 
will consider the consolidated business cases favorably over single agency or program business 
cases. The common business functions mentioned above may make a favorable consolidated 
business case for small agencies. 

Conclusion 
Modernizing legacy systems is an increasing imperative for federal departments and agencies to deliver 
services to citizens and support mission programs securely, efficiently, and effectively. Avoiding 
modernization will only worsen problems and make challenges more difficult to resolve over time. A 
well-planned, disciplined approach to modernization can increase the likelihood of success and reduce 
the risk of failure. However, there is no simple “cookbook” solution to modernization for small 
agencies. Every situation is unique, so modernization plans need to be tailored in each specific case. 
This report provides a series of recommendations that can be worked out in a phased manner that will 
require collaboration between GSA, OMB, and applicable small Federal departments and agencies to 
support their legacy system modernization efforts. 
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