
 Cloud COI Project:  FedRAMP Accelerated Feedback on Templates & Methods of Completion 

 

American Council for Technology-Industry Advisory Council (ACT-IAC)  

3040 Williams Drive, Suite 500, Fairfax, VA 22031  

www.actiac.org ● (p) (703) 208.4800 (f) ● (703) 208.4805 

Advancing Government Through Collaboration, Education and Action Page i 

FedRAMP Accelerated Feedback 
Workstream #3:  JAB Prioritization  

Cloud Community of Interest (COI) 

Date Released: October 18, 2016 
 

 

 Synopsis 
The FedRAMP Program Management Office (PMO) at GSA is revamping “FedRAMP 
Ready.”  The PMO released a draft of the FedRAMP High Level Prioritization 
Criteria for public comment.   
 
The content in this report is in response to the draft feedback request from the 
GSA FedRAMP PMO.  The Cloud COI members actively engaged in collecting and 
preparing these comments in the form of feedback to the PMO.  The COI 
facilitated collaboration of Government, Third Party Assessor Organizations 
(3PAOs), and Cloud Service Providers (CSPs) to provide the feedback and input on 
the new process.  Input and practical suggestions are provided to further enhance 
FedRAMP prioritization.  The scope includes comments on the existing processes 
and new forms and groups that may be useful in assisting the Joint Authorization 
Board (JAB).      

http://www.actiac.org/
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American Council for Technology-Industry Advisory Council (ACT-IAC) 

The American Council for Technology (ACT) is a non-profit educational organization established to 

create a more effective and innovative government.  ACT-IAC provides a unique, objective and 

trusted forum where government and industry executives are working together to improve public 

services and agency operations through the use of technology.  ACT-IAC contributes to better 

communications between government and industry, collaborative and innovative problem solving 

and a more professional and qualified workforce. 

The information, conclusions and recommendations contained in this publication were produced by 

volunteers from government and industry who share the ACT-IAC vision of a more effective and 

innovative government.  ACT-IAC volunteers represent a wide diversity of organizations (public and 

private) and functions.  These volunteers use the ACT-IAC collaborative process, refined over thirty 

years of experience, to produce outcomes that are consensus-based.  The findings and 

recommendations contained in this report are based on consensus and do not represent the views of 

any particular individual or organization.  

To maintain the objectivity and integrity of its collaborative process, ACT-IAC does not accept 

government funding.  This report and other ACT-IAC activities are underwritten by AT&T, ACT-IAC’s 

strategic mission partner, and a number of private sector organizations who share the ACT-IAC 

commitment to better government.  ACT-IAC is greatly appreciative of this support and a complete 

list of sponsors can be found on the ACT-IAC website.  

ACT-IAC welcomes the participation of all public and private organizations committed to improving 

the delivery of public services through the effective and efficient use of IT. For additional information, 

visit the ACT-IAC website at www.actiac.org.  

 

Cloud Community of Interest  

 

The ACT-IAC Cloud community of Interest (COI) mission is to collaborate with federal CXOs and other 

government executives responsible for assessing, acquiring, deploying and maturing cloud 

technologies to become a major component of the IT & business strategy. 

 

We leverage the expertise of the IT community to support the Government's cloud computing 

initiatives: 

 

http://www.actiac.org/
http://www.actiac.org/
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 Coordinate ACT-IAC related activities on Cloud Computing. 

 Eliminate redundant efforts across ACT-IAC program areas and to promote cross pollination of 

ideas and activities. 

 Align the efforts of ACT-IAC on cloud computing with the needs and requirements of the 

federal government. 

 Provide a mechanism and platform for ACT-IAC members to collaborate and communicate 

effectively on the topic of cloud computing. 

 

Disclaimer 

This document has been prepared to contribute to a more effective, efficient and innovative 

government.  The information contained in this report is the result of a collaborative process in which 

a number of individuals participated.  This document does not – nor is it intended to – endorse or 

recommend any specific technology, product or vendor. Moreover, the views expressed in this 

document do not necessarily represent the official views of the individuals and organizations that 

participated in its development. Every effort has been made to present accurate and reliable 

information in this report. However, ACT-IAC assumes no responsibility for consequences resulting 

from the use of the information herein.  

Copyright 

©American Council for Technology, 2016. This document may not be quoted, reproduced and/or 

distributed unless credit is given to the American Council for Technology-Industry Advisory Council. 

Further Information 

For further information, contact the American Council for Technology-Industry Advisory Council at 

(703) 208-4800 or www.actiac.org.  

  

http://www.actiac.org/
http://www.actiac.org/
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Introduction 

The FedRAMP Program Management Office (PMO) at GSA is revamping FedRAMP through the FedRAMP 

Accelerated methodology.  This includes proposals to streamline and enhance the prioritization process 

used by the Joint Authorization Board (JAB) to review applications for a provisional Authority to Operate 

(ATO).  FedRAMP Accelerated seeks to improve the time and cost of applying for and receiving an ATO.  The 

JAB process which includes the technical review of the JAB staff and the final review by JAB members can 

be lengthy.  The FedRAMP PMO is interested in clarifying and revamping the JAB process to ensure that 

cloud products and services that go forward for JAB review meet criteria that favor the cloud systems with 

the largest potential applications across the government.   

 

ACT-IAC Cloud COI facilitated accelerated feedback and collected comments from government leaders, 

Third Party Assessor Organizations (3PAOs), Cloud Service Providers (CSPs) and System Integrators to 

further enhance FedRAMP.  Specific work stream and feedback areas are:   

 

1. Capability Readiness Assessment 

2. Templates & Methods of Completion 

3. JAB Prioritization 

4. Open Forum (on-going) 

This “whitepaper” reports on findings from the third work stream, JAB Prioritization.  This is the third and 

final work stream report.   

FedRAMP JAB Prioritization 

The team collected feedback from ACT-IAC Cloud (COI) members using a series of work groups around 

three stakeholder communities: government, cloud service providers, and independent third party 

assessors (3PAO).   

Each group began with the same purpose and desired outcome.   

Purpose: To ensure that cloud service offerings selected for JAB P-ATO meet U.S. government’s (USG) cloud 

strategy and FedRAMP strategy. 

 

 

http://www.actiac.org/
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Outcome:  The JAB identifies the highest priority cloud service offerings for review and authorization.   

The groups also operated under two assumptions based on the implementation of FedRAMP Accelerated:  

• FedRAMP Director will grant a CSP the status of “FedRAMP Ready” for the cloud service offering 

that demonstrates the ability to successfully complete the JAB authorization process and have an 

acceptable risk posture, as defined by the FedRAMP Readiness Assessment. 

• The number of FedRAMP cloud service offerings selected will be in accordance with the capacity of 

the JAB.  

Each stakeholder group provided its own set of recommendations.  While there were some overlap in 

recommendations, each group provided a different perspective.  The government stakeholders 

recommended the establishment of an Inter-Agency Advisory Committee. The CSPs provided more detailed 

criteria to determine cloud systems qualified for JAB review.   

Government Stakeholders 

Government groups identified several opportunities for improvement that can be applied to FedRAMP 

overall including venues for program training within the government, ways to attract cloud vendors to 

apply for ATO using FedRAMP methodology and controls and possible existing strategies for companies 

that are not meeting the requirements of their ATO.  These are summarized in the slide presentation 

“FedRAMP Accelerated Feedback, JAB Prioritization.”   The government stakeholders’ group 

recommendations for the specific topic of JAB Prioritization are:  

• Have an Inter-Agency board Advisory Committee 

– Consisting of small, medium, and large agencies with varying cloud experience – expert to 

less experienced. 

– 7 to 9 members with an Office of Management and Budget (OMB) MAX page for 

collaboration. 

– To give input into FedRAMP of what types of services would be useful/desirable, possibly 

already are in commercial but not yet in Federal for prioritization. 

– Committee to also track other important inputs such as Cloud Computing Summit, Cloud 

Security Alliance, and others.  

• Procurement requirements should be considered. 

• Prioritize on CSP that have contractual security requirement language with acquisitions or third 

parties / have been audited.  

• Contract procurement language should reflect FedRAMP requirements to be considered 

http://www.actiac.org/
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Government stakeholders also provided suggestions for the criteria used in the prioritization: 

• Categorize Deployment Models to increase similar product interest and opportunity methods 

desired by agencies in: 

–  Public Cloud 

–  Community Cloud 

–  Hybrid Cloud 

–  Private Cloud 

• Include companies who have previous Federal capabilities and Federal market penetration.   

However, the group also recognized that making the criteria for JAB review targeted at the status quo could 

also inhibit competition and technical innovation.  Therefore, their recommendation to establish the Inter-

agency Committee.   

Cloud Service Provider (CSP) Stakeholders 

The CSP focused on the criteria to participate in JAB under FedRamp Accelerated.  They defined three 

conditions that cloud applicants must meet for JAB review: 

 Ability to achieve FedRAMP Ready status 

 Illustrate Cloud-service testing  

 Accommodate innovation and Small or Socio-economically designated CSP solution 

In addition, the CSPs were concerned that system documentation remained an important part of the 

review process.  Specifically, the CSPs recommended that documentation provides an additional gating 

function to ensure CSPs are ready to move forward with assessment and prioritization after FedRAMP 

Ready determination. 

The CSPs also addresses the concern that FedRAMP provide a level playing field and made the following 

recommendations: 

•  Adopt a Portfolio Management strategy under these suggested categories: necessary services, 

competitive services, compelling technologies 

• Establish PMO “Shark-Tank” Capability Interview to contribute to final priority 

• Incorporate consideration for small businesses in the scoring of these Capability Interview CSP 

presentations 

The CSP group made recommendations on processes and resource allocation.   

• Communicate expectations to CSP 

http://www.actiac.org/
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– Rigor & benefits of a JAB Technical Review  

• Access to compliance experts 

• Positive operational impact: “smart stuff” in detailed requirements 

– Initial investment in infrastructure and resources - dependent upon: 

• Existing resilience at the beginning of the process 

• Approach to satisfying requirements e.g. redundancy 

– Recurring investments – one CSP example:  

• Operations – 2 Full Time Employee (s) (FTEs) 

• Security – 1 FTE 

• Supplement PMO resources 

– Recommend CSP hire 3PAO Consultants > Return on Investment (ROI) 

– Establish a CSP Mentor Program – “If only we had known. . .or had an experienced CSP to 

ask. . .”  

• Absence of clarity  
• Subject to many judgment calls 
• Lessons learned from a Software as a Service (SaaS) CSP about the JAB process 

•  Get the whole village engaged 
•  Get organized, very, very organized 
•  Embrace the change 
•  Get help 
•  Educate your Federal customers 
•  The FedRAMP JAB P-ATO is the beginning of something, not the end 

 
For resource allocation, the CSPs had the following recommendations: 
 

• Allocate PMO resources to accommodate Continuous Monitoring (ConMon) and new certifications 

– Maintain existing CSPs – ConMon:   50% 

– Support 8 to 12 new certifications annually: 30% 

– Rotate PMO staff through Shark-Tank reviews 20%  

 

• Identify criteria for participation in Shark-Tank 

– Create a qualification scheme 

– CSP complete questionnaire that is quantifiable 

– Establish a score that illustrates ranking  

http://www.actiac.org/
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• Assess ability to impact the competitive landscape 

• Consider dynamic allocation of PMO resources to respond to external pressures that change 

priorities  

Third Party Assessor Organizations (3PAO) Stakeholders 

The 3PAOs organized their recommendations around 2 Factors: 

1. CSP Selection Criteria  

• Completed FedRAMP Ready  

– No measurable criteria other than FedRAMP Ready testing is currently done 

– Maturation of Security Program (may submit a mix) as determined by FedRAMP Ready 

designation of Level I-V 

• Category of services  

– Determined by Government strategic needs/Chief Information Officers (CIOs) Council 

– Examples  

• Infrastructure 

• Admin / Back Office 

• Apps for Gov’t Employees 

• Apps for Citizens/Beneficiaries 

2. Selection Variables 

• “Clean” or Complete documentation 

– If quality of paperwork is an indicator, this should become a FedRAMP Ready element - Not 

currently part of FedRAMP Ready  - just the technical evaluation 

• Contractor size or socio-economic designations 

• Unique Congressional interest 

 

These recommendations will be presented to and evaluated by the FedRAMP PMO.  There are still several 

outstanding questions that were not specifically addressed by the Stakeholder working groups.  They can 

provide a starting point for additional analysis and improvements as FedRAMP evolves. 

• Customers talk about the cost of compliance, and how do we equate this to ROI? How can we 

articulate this?  

http://www.actiac.org/
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• Can CSPs leverage 18F and/or Compliance Masonry to streamline documentation maintenance 

(ultimately allowing them to reallocate resources to technical maintenance for Continuous 

Monitoring)? 

• If a CSP is selected for JAB prioritization because they have demonstrated maturity in through 

FedRAMP Ready, and the CSP isn’t ready to present to the JAB in a year, what happens?  

– Is there or will there be an extension or waiver process? Are they “pushed” back to regular 

process? 

• Should we limit categories or types of solutions which will be included within the priorities? 

– Recommend limiting Infrastructure as a Service (IaaS) to 1 per year -- several already exist 

– Recommend how to identify the unique needs that are a result of current timing  

– Determine if at least 2 competitors should be JAB ready for those unique innovations 

• How do we address the complaints, accusations or inherent barriers to small business and potential 

innovators?  

– Each step adds overhead costs to entering the Federal Market 

– Plan in advance how to address Congressional Inquiries 

– Determine if 1-2 slots are left for those businesses using Congressmen to push from their 

local areas  

– How to eliminate politics if this isn't what the JAB should handle  

 

 

 

 

 

 

 

 

http://www.actiac.org/
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Acronyms 

3PAO - Third Party Assessor Organization 

ACT - American Council for Technology 

COI - Cloud Community of Interest 

ConMon – Continuous Monitoring 

CSP - Cloud Service Providers 

IAC - Industry Advisory Council 

IT – Information Technology 

JAB – Joint Authorization Board 

PMO - Program Management Office 

SAP – Security Assessment Plan 

SAR – Security Assessment Report 

SSP – System Security Plan 
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