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SYNOPSIS 

This whitepaper is meant to help organizations begin the discussion as to 
how to successfully implement a BYOD program to meet their mission 
requirements. Rather than trying to thwart the trend toward employees using 
their personal devices to conduct government business by further locking 
down functionality, organizations should consider unlocking the additional 
productivity gains by empowering and securing the personal device for work-
related use through Bring Your Own Device (BYOD) programs. This 
whitepaper is not meant to be the definitive guide, but only a starting place.  

 

 



   A Simplified Approach to BYOD 

3040 Williams Drive, Suite 500, Fairfax, VA 22031  
www.actiac.org ● (p) (703) 208.4800 ● (f) (703) 208.4805 

 Advancing Government Through Collaboration, Education and Action Page 2 

American Council for Technology-Industry Advisory Council (ACT-IAC) 

The American Council for Technology (ACT) is a non-profit educational organization established 
in 1979 to improve government through the efficient and innovative application of information 
technology. In 1989 ACT established the Industry Advisory Council (IAC) to bring industry and 
government executives together to collaborate on IT issues of interest to the Government. 

ACT-IAC is a unique, public-private partnership dedicated to helping Government use technology 
to serve the public. The purposes of the organization are to communicate, educate, inform, and 
collaborate. ACT-IAC also works to promote the profession of public IT management. ACT-IAC 
offers a wide range of programs to accomplish these purposes. 

ACT-IAC welcomes the participation of all public and private organizations committed to 
improving the delivery of public services through the effective and efficient use of IT. For 
membership and other information, visit the ACT-IAC website at www.actiac.org.  

Advanced Mobility Working Group 

Mobile Infrastructure Committee 

The Advanced Mobility Working Group (AMWG) was initially established to assist the 
Administration in developing its digital government strategy. With the adoption of the strategy the 
Working Group focused on creating a community of interest where government and industry can 
collaborate on digital technology issues affecting government activities in the area of citizen 
services, remote connectivity, employee services, workforce productivity, digital publishing, and 
enterprise mobility. As the issues on the AMWG agenda cut across many of the Shared Interest 
Groups, there is close communication and cooperation among the various committees. Key 
priorities on the AMWG agenda include Bring Your Own Device (BYOD), acquisition of digital 
products and services, security and enabling the mobile field worker. 

Disclaimer 

This document has been prepared to provide information regarding a specific issue. This 
document does not – nor is it intended to – take a position on any specific course of action or 
proposal. This document does not – nor is it intended to – endorse or recommend any specific 
technology, product or vendor. The views expressed in this document do not necessarily 
represent the official views of the individuals and organizations that participated in its 
development. Every effort has been made to present accurate and reliable information in this 
report. However, ACT-IAC assumes no responsibility for consequences resulting from the use of 
the information herein.  

Copyright 

©American Council for Technology, 2014. This document may not be quoted, reproduced and/or 
distributed unless credit is given to the American Council for Technology-Industry Advisory 
Council. 

Further Information 

For further information, contact the American Council for Technology-Industry Advisory Council at 
(703) 208-4800 or www.actiac.org. 

http://www.actiac.org/
http://www.actiac.org/
http://www.actiac.org/
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Introduction 

According to a focus group of industry leading mobility solution providers, a growing 
percentage of workers are using their personal devices to access work-related resources. 
When these devices are not secured by mobile device management (MDM), this introduces a 
wide range of security threats. Research suggests this trend is only continuing to increase. 
Rather than trying to mitigate this trend by further locking down resources, organizations are 
taking advantage of it by empowering and securing the personal device for work-related use 
through Bring Your Own Device (BYOD) programs. 

Instead of insisting that employees maintain a separate, work-dedicated device, many 
organizations are implementing BYOD models, which enable employees to use their own 
device for both personal and work-related purposes. However, before enabling employee’s 
personal devices with work-related content, organizations need to understand: 

 What is BYOD and why should we enable it? 

 How do we enable a successful BYOD program and what questions should we be 

asking? 

Executive Summary 

An increasing number of organizations are implementing BYOD programs as more and more 
employees are asking their employers to consider BYOD models. Any organization interested 
in hiring the best talent and staying on top of the latest and most efficient enterprise trends 
cannot dismiss the idea of BYOD without careful consideration.  

One of the reasons BYOD has become such a popular trend is the fact that each 
organization can develop a model tailored to the unique needs of their organization and 
employees. In general, BYOD programs may include the following components: 

 BYOD deployment options - organizations using a BYOD model may ask all 

employees to bring their own devices or they may employ a hybrid mobile 

deployment where the devices are a combination of employee-owned and 

corporate-dedicated devices. 

 MDM provider - the MDM provider is a critical component of any BYOD program. 

 Plan management - employees handle all aspects of device management. They 

choose their provider, device type, and device plan. Employees are also responsible 

for paying all costs to the provider. 

 Reimbursement strategy - reimbursement models vary, but a popular model is for 

employers to simply issue a monthly stipend to employees who bring their own 

device.  

http://www.actiac.org/
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Analysis of Options 

By asking employees to bring their own device and enabling those devices with content, 
organizations can gain the following valuable resources: 

 Management flexibility - BYOD eases the burden on management by eliminating 

the need to select and manage a provider and plan. Additionally, there is no need to 

monitor employee telecom usage data for overages or other extras. 

 Cost savings - in addition to the reduced overhead costs in managing a corporate 

phone plan, organizations also save money due to the lower costs associated with 

individually-managed call, data, and SMS plans. 

 Maximized employee performance - employees are more likely to be productive 

while traveling or working away from the office if they are comfortable with the 

device. 

 Greater employee contentment - employees are often partial to a certain device 

platform or service provider and are much more content if they are able to use a 

device that reflects their preferences.  

 Simplified IT infrastructure - BYOD models eliminate or reduce the requirement 

for an IT administrator to administrate a mobile plan. Furthermore, BYOD reduces 

the strain on IT help desks since end-users are primarily responsible for reaching 

out to their mobile provider if they need support. 

Beyond these advantages to the organization, BYOD programs have become increasingly 
popular among employees due to the higher level of convenience they provide: 

 Employees want the freedom to choose the type of device they use. 

 Employees who already have their own device and want the convenience of only 

having one device. 

 BYOD is an appealing recruitment incentive because employees want the ability 

to bring their own device into the workplace. 

Organizations and their employees are eager to reap the benefits of BYOD programs, but 
despite their desire to embrace the BYOD model, both have concerns about BYOD. While 
organizations are mainly concerned with maintaining security, employees are concerned with 
preserving the convenience they need in order to work from their mobile device and the 
privacy they expect regarding the personal information on the device. 

 Organizations want to know how to create and manage a reimbursement policy and 
how to balance employer and employee liability regarding proprietary data on the 
device. 

 Organizations are concerned with the types of devices their employees might have. 
For example, they want to prevent unapproved operating systems and device types 
from accessing sensitive resources. 

http://www.actiac.org/
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 Organizations may have a hybrid of employee-owned, corporate-dedicated, and line of 
business devices. They need flexible management and restrictions policies for each 
device type.  

 Organizations want to isolate personal and work-related data on the device to secure 
all work-related content on devices while leaving personal apps and content alone. 

 Organizations want to ensure secure and convenient mobile access to content, Email, 
and other resources. 

 Organizations need to protect assets if an employee leaves or if a device is lost or 
stolen, while employees do not want the administrator to have the ability to wipe all 
data from their personal device. 

Best Practices & Recommendations 

Best Practice #1: Know Your Organization’s Regulations 

Many of your decisions will be grounded in the regulations for your industry. For example, if 
you are in the Department of Defense, you’ll need to be aware of the mobility requirements of 
OSD as well your specific component. Similarly, several civilian agencies have more stringent 
requirements than may have been detailed in the NIST SP800-1241. Armed with this 
knowledge you can set up your policies. Most companies only have a few policies covering: 

1. Corporate devices 

2. Personal devices 

3. iOS devices 

4. Android devices 

Keep it simple. Many of your settings will be the same for each policy, because the 
requirements of your industry will be the same. Maintenance will be easier if, as much as it is 
possible, you treat all your users the same way. 

Best Practice #2: Require Passcodes 

Of all the ways to protect your devices, requiring passcodes gets you the greatest results with 
the least effort. Small devices like tablets and smartphones are easy to lose, so the chances 
of them ending up in someone else’s hands are high. 

  

                                            

1 NIST Special Publication 800-124 Revision 1 (Draft), Guidelines for Managing and Securing Mobile Devices in the 

Enterprise, is available at http://www.nist.gov/manuscript-publication-search.cfm?pub_id=913427 

http://www.actiac.org/
http://www.nist.gov/manuscript-publication-search.cfm?pub_id=913427
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Options 

Types of Passcodes 

Name Description Example 

Simple 
Repeating, ascending, or 
descending values 

1111, 2233, 1234, 0987, 
xyz 

Numeric 
Requires at least one 
number 

184, 1066, 1490, xyz1 

Alphanumeric 
Requires at least one letter 
and one number 

itbgc11, g2t, pick1e 

Complex, Alphanumeric 
with special characters 

Requires at least one letter, 
one number, and a special 
character. May also require 
at least one uppercase and 
one lowercase letter 

Tlso4r#, wntg?stio2F, R!h9 

Pattern 

Android only. The device 
displays rows of dots, and 
the user slides his finger 
across them in a certain 
order to gain access 

 

Minimum Length 

You can have passcodes from one to sixteen characters long. Longer passcodes are more 
secure, but if you require your users to have very long passcodes your users will have trouble 
remembering them. 

Passcode Expiration 

You can require your users to enter a new passcode after a specified period of time, for 
example every 90 days. When that period ends, they’ll have to change their password. 

Passcode Reuse 

You can prevent your users from using the same two or three passcodes over and over. 

Recommendations 

1. Require passcodes on all devices that will access corporate resources. Passcodes are 
your first line of defense. 

http://www.actiac.org/
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2. The most secure passcodes are complex. We recommend requiring your users to have 
alphanumeric passwords with at least one uppercase and one lowercase letter, even 
though your industry may not require them yet. 

3. Passcodes be at least eight characters long. 

4. Set up passcode expiration. 

5. Requiring a different passcode every time they change it is overkill, but you should set up 

some reuse restrictions. Use your industry’s rules and regulations as your guide. For 

example, a passcode cannot be reused for 10 changes. 

Best Practice #3: Enforce Encryption 

Apple’s iOS provides block-level encryption on all devices that are 3GS and higher. When a 
user sets up a passcode, however, it starts using the file-level encryption data protection 
element. As a result, if you are requiring your users to protect their iOS devices with a 
passcode, you don’t really need to worry about encryption. iOS will handle it automatically. 

Google’s Android operating system is a different matter. Some devices don’t support 
encryption at all (usually the earlier models and operating system versions). To enforce 
encryption, you might have to refuse to support some Android devices. 

Recommendations 

Encryption is a must-have. You may encounter some resistance if you don’t support devices 
that cannot be encrypted, but it’s worth it to know that your data is safe. 

We recommend you prevent any devices that cannot be encrypted from connecting to your 
corporate resources. 

Best Practice #4: Restrict Device Features as Necessary 

If your industry requires it, you may need to disable certain features on the devices. For 
example, you might want to disable cameras if your users work in a secure facility. 

The operating system makes a difference here, too, because device features are different. 
For example, you may want to prevent iOS users from storing data to iCloud or from 
accessing the Siri app, a knowledge navigator, when the device is locked. 

Recommendations 

If these devices are owned by your employees, not given out by the company, you may want 
to restrict as little as possible. We recommend reviewing restricting: 

 Accessing knowledge navigator apps when the device is locked, 

 Bluetooth, or making it non-discoverable, 

 Mock locations, 

http://www.actiac.org/
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 Syncing documents to iCloud, although we don’t recommend restricting backing up 

other things to iCloud or syncing using Photo Stream, and 

 Camera, screen captures, and YouTube if it is required for your industry. 

On iOS devices, we recommend the following settings for Safari: 

 Leave the fraud warnings on, 

 Block pop-ups, and 

 Accept cookies only from visited sites. 

Best Practice #5: Keep a Watchful Eye on Apps 

Apps can improve productivity enormously, but they can also open up your organization to 
risks. Some apps like Dropbox allow your users to store documents outside your control. It 
makes things easier for them, but what happens if the employees leave the company? 

It might make sense for you to restrict some apps, depending on what is dictated by your 
industry or organizational security policies. You might also want to allow other apps. Some 
organizations also require employees to have the same collaboration tools so teams can 
work together. 

Recommendations 

1. Use your MDM solution to restrict, allow and require apps you need to encourage 

productivity while keeping your corporate data safe. 

2. If your MDM solution has one, use a corporate app catalog to push helpful apps to your 

users. 

Best Practice #6: Use a FIPS-compliant email container 

With the right email container, you can encrypt emails and attachments, prevent unauthorized 
backups, prevent copying and pasting contacts and emails, and can block attachments from 
Android devices. It also gives your users a consistent experience, even if they are on different 
versions of Android. 

Recommendations 

1. Block native email capabilities on the device 

2. Block Gmail 

3. Encrypt emails 

4. Encrypt attachments 

There’s an added bonus, too: it’s easier to remove corporate settings when employees leave 
the company or vendors leave a project. 

http://www.actiac.org/
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Best Practice #7: Distribute Settings over the Air (OTA) 

Your wireless network, VPN, and passcode settings will probably be the same for all your 
users. Configuring them all individually will create an undue strain on your IT department. 
Some MDM solutions will let you create settings once and then push those settings to your 
user base. 

Recommendations 

Use a policy that pushes your wireless network, VPN, and passcode settings to your users. If 
you push them OTA you do not have to adjust each device, which can save your IT 
department a great deal of time and effort. There is an added bonus too: you do not have to 
track down all of your users and get their devices. 

When someone leaves the organization, you can remove their access and data the same 
way. You don’t need to try to track down someone’s personal device as they’re leaving—just 
remove the settings and information remotely. 

Best Practice #8: Warn First, Then Remediate Policy Violations 

When your users do something that puts them out of compliance, it’s a good idea to give 
them some kind of notice. Although you probably have the ability to take action right away, a 
better approach is to send them a message and let them remediate the noncompliance on 
their own. 

Recommendations 

Set up device management options to automatically handle out of compliance situations. 
Send users a message explaining the company’s policy and why they are out of compliance 
with it. In most cases, you can give them some time to fix the problem before taking action, 
although there are exceptions. 

Your MDM solution should be able to do all this automatically, without your IT department 
having to learn of the problem and then take action. 

Best Practice #9: Test Your Policies 

Before you deploy a policy to any of your users, you should first deploy it to test users. This is 
especially important with large workforces. 

Recommendations 

It is suggested that any large organization set up a test/evaluation lab with software provided 
by their vendor at no charge to test prior to initial deployment and throughout the lifecycle of 
the technology as software updates are released as well as optional new features. 

Best Practice #10: Monitor Your Devices 

After your policies are in place, you’ll want to make sure your users are following them. 

http://www.actiac.org/
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Recommendations 

Your MDM solution should provide you with statistics on how compliant your devices are. You 
should be able to see how many devices are out of compliance, and which devices they are. 

Authors & Affiliations 

Walter Bigelow, Bureau of Alcohol, Tobacco, Firearms and Explosives 

Jeff Ward, MaaS360 by Fiberlink, an IBM Company 

Mark Williams, AirWatch by VMWare 

Appendix 

The Mobile Device Management Security Requirements Guide (SRG) Version: 1, Release 1, 
18 January 2013, together with an overview memo, is available in a zipped file at 
http://iase.disa.mil/stigs/net_perimeter/wireless/u_mdm_srg_v1r1_srg.zip. The SRG 
document is in XML format.  

Mobile Device Management (MDM) Server Security Technical Implementation Guide (STIG), 
Version 1, Release 2 is one of several documents available in a zipped file at: 
http://iase.disa.mil/stigs/net_perimeter/wireless/u_apple_iOS_6_v1r2_stig.zip 

Protection Profile for Mobile Device Management Version 1.1, published March 7, 2014, 
available at https://www.niap-ccevs.org/pp/pp_mdm_v1.1/ 
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