
 
 

 
September 20, 2017 

 

MEMORANDUM TO THE AMERICAN TECHNOLOGY COUNCIL 
SUBJECT: ACT-IAC Comments on the Report to the President on Federal IT Modernization 
 
The American Council for Technology-Industry Advisory Council (ACT-IAC) appreciates the 
opportunity to comment on the Report to the President on IT Modernization. We commend the 
Trump Administration for developing much needed direction on this important topic and for 
providing the opportunity to comment. We believe the report contains many essential concepts 
and offer the enclosed comments to make it even better. These comments are the result of a 
collaborative process involving knowledgeable individuals from both industry and government.  
This approach garners the best ideas from the private sector and the perspectives and support 
of federal employees who will implement the Trump Administration’s programs and policies. 
 
ACT-IAC is the only forum where industry and government executives are working as partners 
toward a shared vision of a more effective and innovative government.  We have provided this 
trusted, ethical and vendor-neutral forum for over 30 years and stand ready to assist the 
Administration as it pursues its technology goals.  The community we offer has 7,000 industry 
members from 400 companies and 6,000 government members. 
 
We support the Trump Administration’s technology objectives and offer a neutral forum where 
government and technology company executives can exchange ideas and solve some of the 
most difficult issues confronting agency leadership as they deliver critically important mission 
outcomes.  
 
Please contact me at my personal number (703.208.4800, ext. 204) or via email at 
kallen@actiac.org to discuss how we can best help the Trump Administration going forward. For 
more information on ACT-IAC, please see www.actiac.org. 
 
Respectfully yours,  

 
Kenneth B. Allen  
Executive Director  
American Council for Technology–Industry Advisory Council   

http://www.actiac.org/


 
 

As requested, ACT-IAC’s comments address the five key questions provided and include some 
additional recommendations. Summary recommendations for each question are followed by 
more detailed responses to each question and some additional suggestions are included at the 
end. The following general recommendations apply overall: 
 

 The report provides an approach to modernize and secure federal agency networks 
through cloud migration and shared services. However, not all mission-critical legacy 
applications can be easily upgraded, secured, or migrated to a cloud environment. Such 
systems must be addressed in any effort to modernize federal government IT. We 
recommend that the report direct agencies to carefully consider mission needs, costs 
and benefits, risks, and viable technical options to determine the best way to modernize 
and secure those systems.  
 

 Modernization has been previously attempted in many agencies.  The overall success 
rate has been low but not usually due to a lack of planning.  Agencies struggle to 
successfully execute modernization programs that require skilled, experienced staff in 
all facets of program and project management – skills that are lacking in most 
government agencies. Informed, engaged agency leaders are also essential to the 
success of these complex and challenging efforts. Any modernization initiative needs to 
address the critical element of agency readiness and ability to undertake a successful 
modernization initiative. 
 

 

Summary Recommendations 

1) What are major attributes that are missing from the targeted vision?   

 Change the current focus in the report on network architecture to a broader system 
architecture perspective necessary to achieve the stated “Defense-in-Depth” 
capabilities. Security vulnerabilities occur in other parts of the architecture, e.g. 
applications, and excessive focus on network architecture could result in inadequate 
attention elsewhere.  

 Add attributes on data archiving, data retention, open source, mobile security, and data 
mobility and interoperability. Segmenting data architecture and limiting privileges e.g 
data access or extraction, etc. are important parts of data-level protection that can 
strengthen “Defense-in-Depth” and overall cybersecurity. 

 The report should promote a comprehensive target enterprise architecture-driven 
approach that includes the network, cloud services, legacy hardware and software, data 
and its integration with other systems, cybersecurity, mission/business applications, and 
user experience. 



 
 

 Raise the cost and reduce the benefits from cyber-attacks by focusing on prevention, 
utilizing holistic, integrated security tools capable of rapidly deploying preventive 
countermeasures regardless of where an enterprise’s data resides in combination with 
aggressive, proactive testing for vulnerabilities. 

 Virtual desktops can reduce the risks of inconsistent implementation of baselines, 
patches, and upgrades while reducing overhead, resources and expense and should be 
recommended. 

 Add cloud-based code vulnerability scanning to identify potential security issues in 
addition to improved management and authentication of devices and encryption of 
data. 

 OMB controls the purse strings and can be much more influential in directing how funds 
are spent to support achieving the White House’s IT modernization objectives. 
 
 

2) What are major attributes that should not be included in the targeted vision?  

 The recommendation of a single data call with each Agency to identify all systems that 
may be ready for cloud migration may be not realistic within the timeframe proposed. 
More time may be needed to conduct an appropriately thorough assessment. 

 Avoid publicly exposing the names of the 'crown jewel' mission-critical high value 
assets/systems because that could lead to them becoming targets of focused attacks. 
Also restrict release of information about the status of remediating system 
vulnerabilities and about systems that do not get budgeted for modernization for the 
same reason. 

 Revise the patching requirement so that agencies are required to resolve discovered 
vulnerabilities within 30 days of a patch being released from the vendor. 
 

3) Are there any missing or extraneous tasks in the plan for implementing network 
modernization & consolidation? 

 Include strategies that allow Non-FedRAMP Software-as-a-Service (e.g. low impact) to 
reside on a FedRAMP platforms (inheriting the cloud infrastructure protections) and still 
be included in OMB’s FedRAMP metrics. 

 Rewrite the current Authorization to Operate rules and regulations to embrace new 
software development methodologies.  

 Revise the implementation plan requirements to include activities related to network 
security and the protection of High Value Assets to support the mission application 
prioritization process. 

 Require agencies to complete a full transition roadmap to properly assess all legacy 
systems and determine which strategies and technologies best apply depending on 
mission and business needs. 



 
 

 Establish Advanced Development assets to institutionalize technology refresh within 
federal agencies to replace the ad hoc methods used today. 

 IT modernization workforce readiness is critical and includes agency preparations 
required to set the technology architecture and help ensure project success. 

4) Are there any missing or extraneous tasks in the plan for implementing shared services to 
enable future network architectures? 

 Require clear accountability and deliverables for technical experts in infrastructure, 
process design, and financial and change management. 

 Data mobility and interoperability is critical to establishing a shared service ecosystem. 

 IT security could be greatly improved by replacing legacy low-speed connections with 
fiber based networking systems. 

 Utilize competition drivers for pricing large multiagency contracting vehicles rather than 
using price bands. 

5) What is the feasibility of the proposed acquisition pilot?   

 The modernization strategy and framework should be set prior to starting pilots.  

 Advanced Development organizations could be stood up to continually evaluate new 
technologies and pilot those that seem most promising to address agency mission 
needs. 

  



 
 

Detailed Recommendations 

1. What are major attributes that are missing from the targeted vision?   

Network: 

Suggest changing the name from 'network' because the desired outcome is more than just 
better networks. A recent DHS CERT stated that 90% of the identified, potential security 
vulnerabilities reside at the application layer of systems' architectures. An enterprise 
architecture-driven initiative should include the network, cloud services, legacy hardware 
and software, data and its integration with other systems, cybersecurity, mission and 
business applications, and user experience. Focusing exclusively on the network portion of 
the architecture will not address that root problem. Applications need to be re-architected, 
migrated to modern technology stacks, and transitioned to run on modern infrastructure. In 
many cases with legacy IT systems, you can’t “bring the government to the cloud” without 
doing this. 

Systems: 

Many agencies have trouble retiring systems because of the need to access data. There are 
missing attributes on data archiving and data retention specific to retiring legacy systems. 
The discussion of cloud migration needs to include how Disaster Recovery will be enabled in 
the future. Data segmentation is also not discussed to keep sensitive data not only 
encrypted but isolated and apart from less sensitive data. The report should address data 
design and database technology design criteria beyond encryption. Flat file storage does not 
provide fallback strategies as effectively as an RDBMS. The use of Open Source and the 
approval process for it should also be addressed. The report is missing a description of the 
vision of citizen access to data and applications via digital means - (e.g. mobile security and 
data visibility). 

IT Security:  

Network architectures have evolved rapidly driven by technology trends such as increased 
adoption of virtualization, cloud, software as a service (SaaS), and the internet of things. 
While there is no one technology to solve all security challenges, its critical for government 
to focus on implementing security technologies that can work together in an automated, 
holistic way to actively prevent cyber-attacks across an organization’s entire network 
infrastructure. A focus on prevention is critical. Stopping cyber-attacks at the key tactical 
and strategic places where attackers need to act to be successful can deter malicious 
activity by making it more expensive in terms of resources, time and personal impact for our 
adversaries. To do so, security tools must be fully interoperable technologies capable of 
automatic reprogramming based on newly discovered cyber threat information. If a threat 



 
 

is detected in one component of an enterprise, then protections against that threat should 
automatically be generated to protect the entirety of the network architecture, including all 
network, cloud, and endpoint environments. They must be capable of deploying preventive 
countermeasures regardless of where an enterprise’s data resides or the deployment model 
of the network—whether on-premises, in the cloud, or stored in third-party applications. 
Coupled with an aggressive testing program to detect vulnerabilities, this approach could 
significantly accelerate protection, detection, and response actions and reduce damage. 

The Current State section of the report says “This report recommends emphasizing a 
layered defensive strategy in government-wide programs, through increasing emphasis on 
application and data-level protections.”  This is certainly the correct approach, but the 
report does not address data-level protection in any depth. Recommendations are grouped 
into two categories, both focused on networks when studies show that the majority of 
breaches occur due to application vulnerability issues. Suggest adding a third 
recommendation category to discuss how to handle vulnerable legacy application code, 
particularly since later in the paper it says this report focuses on modernizing government-
hosted applications.  Although the report calls for the identification of High Risk High Value 
Assets (HVAs), it does not address changing the data architecture to minimize the impact of 
a breach.  A major lesson learned from past breaches, including OPM, was that once 
breached, the attackers had access to almost all of the information.  Segmenting data 
architectures, limiting data extractions, etc. is a critical element of a data-level protection 
program and should be included in the report. Furthermore, though complex, data tagging 
can enable the use of a number of technologies not currently viable for the government 
because all data is treated the same. Tagging could enable use of multiple encryption 
technology, attribute based access control, and more advanced data loss prevention 
technology. 

Recommend implementation of virtual desktops to the maximum extent possible as a 
superior, modern method of automated deployment. Virtual desktops reduce the risk of 
inconsistent implementation of baselines, patches, upgrades, as well as reduce overhead, 
resources and expense. There are a number of easy-to-implement, reliable virtual desktop 
solutions available. Agencies would get greater results from implementing virtual desktops 
than other automated deployment approaches. A complete adoption by all federal agencies 
of IPv6 (Internet Protocol version six) for all network attached IT equipment is also 
recommended. Add a recommendation to adopt dynamic, agile optical fiber systems as a 
foundation for providing common shared high performance networks with on demand and 
elastic services. This is the networking equivalent of what on-demand cloud has done for 
computing and storage assets. 

  



 
 

Budget and Management: 

The Executive sSummary] says that agencies “should consider ‘cut and invest’ strategies 
that reallocate funding from obsolete legacy systems to modern [ones]…”. For the last 20 
years, multiple Administrations have attempted to modernize IT with limited success. 
Federal agencies are notoriously resistant to change. Accomplishing meaningful change may 
take a heavier hand than just suggesting what agencies should consider doing. OMB 
oversees agency funding and can be influential in directing agency spending to accomplish 
the White House’s IT modernization objectives. OMB should direct  agencies to adjust their 
FY 2018 and 2019 plans to implement the direction in the report. Formal guidance should 
be provided by OMB in the 2020 budget formulation process that will begin in the near 
future. OMB should actively oversee agencies’ development and execution of plans and 
budgets to modernize their IT systems. The President’s Management Council should be 
involved in developing and implementing this kind of budget guidance for it to have support 
“from the top” and maximum impact in the agencies. 

Additional change in direction could occur by not only stopping new procurements but also 
terminating current spending where feasible.  It is important to show the degree that 
retraining existing workers can work. The federal government needs to engage industry 
experts throughout all phases of the lifecycle to be successful. A high degree of change 
management must be in place. Current workers may not be willing or able to embrace the 
changes to make them successful. 

Cloud: 

Add code-vulnerability scanning in cloud environments to identify potential security. 

2. What are major attributes that should not be included in the targeted vision?  

The recommendation to conduct a single data call in each agency to identify all systems that 
may be ready for cloud migration may be not realistic. Large agencies may have hundreds of 
applications, so a single data call will not suffice. Agencies struggling to manage their 
security today are unlikely to know if their applications are cloud-ready. Allow the data call 
to extend beyond 30 days to allow more time to conduct a cloud-readiness assessment for 
the high value assets. A disciplined, structured assessment process for cloud migration, 
using tools and methods with proven track records, can help agencies make better decisions 
and reduce the risk of costly, time-wasting mistakes and failures. Time needs to be allocated 
for fact-based decisions to be made using business, security, and technical impact 
assessments. 
 



 
 

Avoid publicly exposing the names of the 'crown jewel' mission-critical high value assets. 
Releasing this information could increase the risk of them becoming targets of focused 
attacks. Also prevent the release of any information about the status of identifying and 
remediating vulnerabilities in those systems. Do not release information about which 
systems don't 'make the “budgeting cut” because that could attract attacks on them. 

The statement in ‘Patching’: “required agencies to patch critical vulnerabilities within 30 
days of being notified of such vulnerabilities.” should be revised to “required agencies to 
patch critical vulnerabilities within 30 days of being notified of such vulnerabilities AND a 
patch being made available by the vendor”.  Vulnerabilities are often reported before a 
patch is available from the vendor and agencies can’t implement patches until they are 
available. 

The reference to halting procurement actions and developing a list of legacy IT systems to 
modernize assumes no agencies are currently executing IRM Modernization plans.  The 
reference should state that an immediate and critical prioritization is needed due to 
growing security issues and significant technical debt. 

3. Are there any missing or extraneous tasks in the plan for implementing network 
modernization & consolidation? 

Cloud Security: 

The cloud sections of the report do not address the fact that FedRAMP does not readily 
address thousands of useful Software-as-a-Service (SaaS) applications that are not 
FedRAMP approved and that do not intend to become FedRAMP approved (because of 
business value, expense, and overhead, etc). This puts an undue burden on agencies cited 
by OMB for not restricting cloud usage to FedRAMP solutions. A more practical approach is 
to include strategies that allow Non-FedRAMP SaaS (e.g. low impact) to reside on FedRAMP 
platforms, inheriting the cloud infrastructure protections, and still be included in OMB’s 
FedRAMP metrics. 

Application Security: 

Rewrite the current Authorization to Operate rules and regulations to embrace new 
software development methodologies. Rethink application security in a way that highlights 
the applications security exposures and identifies ways to decrease the risk. It would be 
wise to: 1) craft sensible procedures (and a Cliff Notes version of ALL of those policies); 2) 
ensure that the appropriate people receive practical training on how to comply; 3) initiate a 
checks and balances (e.g. DevOps) process to ensure immediate and shared accountability 
and stop bad practices to realize the benefits of modernization more quickly than current 
timeframes.  



 
 

Network Security:  

The draft reports states that many small agencies lack the appropriate expertise to draft 
effective task orders and the resources to manage their TIC contracts. We recommend 
creating a cross-agency team at GSA dedicated to those capabilities that all agencies could 
use. 

There are numerous references in the network modernization plan to the Enterprise 
Infrastructure Solutions (EIS) contract. This appears to favor EIS at the expense of other 
qualified contracts, and agencies should have a choice. WhileEIS is a viable vehicle for 
assisting agencies in transitioning, there is another government-wide vehicle with a 
qualified cadre of firms, both large and small, capable of assisting small agencies needing 
network and telecommunications labor, equipment, and support for buildings and 
campuses. Using GSA Connections II, agencies can acquire network infrastructure solutions, 
including: infrastructure design, installation, and implementation; professional services to 
support existing networks; network equipment and system upgrades; and transition 
planning and integration services. Of the twenty awardees, nine are small business 
concerns. Connections II contractors were vetted for network capabilities, including supply 
chain risk management. Including Connections II would enhance competition, provide 
additional small business participation opportunities, and deliver additional sources of 
qualified network-focused expertise.  Additionally, the Connections II contractors provide 
value for their capabilities in ancillary premise/LAN/BAN solutions. These services are 
primarily outsourced by the larger telecommunications companies and provided at 
additional costs. 

There is a persistent, heavy focus on network and cybersecurity activities in the 
implementation plan.  Activities to support the mission application prioritization, 
transformation and consolidation of HVA are missing application-specific tasks and 
activities.  These tasks should include: 

1. Prioritization and development of a plan for HVA applications based on leveraging 
IRM Strategic Plans, Enterprise Roadmaps, and existing system inventories identified 
through the Cybersecurity Strategy and Implementation Plan (CSIP). 

2. The Modernization of Applications Plan includes TIC and NCPS modernization but it 
needs to focus on application modernization activities to support the move to the 
new cloud architecture - including re-platforming to cloud, application retirement 
with data archiving, re-architecting, etc. 

3. Consolidation of Networks.  This should include reference to consolidation and 
rationalization of applications (multiple email systems, asset management, etc.). 

4. The network control plane infrastructure is a higher priority attack vector in 
converged networks because of its value and use as a compromised target. 



 
 

5. Physical access to the switching, routing devices and management servers should be 
strictly controlled and with links encrypted. 

6. Converged networks allow users to have larger than normal domains so appropriate 
network segmentation should be implemented. 

7. Because of the potential vast sizes of the network geography and logical topology, it 
is recommended that principals of the Zero Trust Model for network design be 
considered and implemented where appropriate. 

Transition to IT Modernization: 

A successful legacy system modernization program combines business processes, people, 
and technology to reduce risks, promote adoption, and realize potential benefits. A 
transition to IT Modernization program requires key stages in the modernization lifecycle 
including: Assessment and Roadmap, Readiness, Execution, Deployment, and Post-
Modernization. Various modernization strategies can be executed to address legacy IT 
system challenges (e.g. re-platforming to cloud, retiring etc.). Each strategy has unique 
business cases, business drivers, and strengths and weaknesses that may make it the best fit 
for a particular modernization effort.  It is critical to complete a full transition to IT roadmap 
to properly assess the IT legacy systems to determine which strategy best applies, 
depending on the business objective. 

The draft discusses the use of pilots to further evaluate new technology.  This is good 
practice for federal agencies - pre-production experience and lessons learned can enhance 
requirement definition, planning and implementation, and improve the probability of 
overall program/project success. Commercial best practices include establishing a dedicated 
team for Advanced Development which is used as a bridge between R&D and production  
and operations. The Advanced Development team is responsible for prototypes and pilots 
and may vary from a single person to multiple sub-teams depending on the agencies’ 
requirements. The team is responsible for validating the features and functionality of 
internally developed software or COTS products against mission requirements and work 
with the development teams on how to effectively implement those capabilities in 
production. 

It is likely that a number of these technologies will be common across the Government 
leading to opportunities for shared quality assurance and control facilities supporting 
multiple agencies or for larger or more complex agencies to establish dedicated facilities. 
Temporary cross functional teams, by technology or application for example, could be 
created to guide and monitor the application of the technology against multiple agency 
missions, similar to the Federal IPv6 Task Force and the adoption of IPv6 by all agencies.  

IT Modernization Workforce Readiness 



 
 

Agency IT modernization workforce readiness is critical and includes agency preparations 
required to set the technology architecture and to staff a program to help ensure success. 
Too often in the past, agencies that developed modernization plans failed to successfully 
execute them. Modernization readiness involves actions needed to plan, communicate, 
organize, staff, train, and equip the modernization program and related projects. It is critical 
to establish a team with skills and experience necessary to lead the agency modernization 
effort. This is most critical ingredient for success of any modernization effort.   

4. Are there any missing or extraneous tasks in the plan for implementing shared services to 
enable future network architectures? 

The first deliverable, “implementation plan to support a risk management culture” requires 
specific accountability, stated deliverables, and technical experts in infrastructure, process 
design, financial and change management. The project team for a shared services offering 
must efficiently control budget for everything tied to this initiative that will have agency 
wide attention as they implement a plan and report crystal clear performance 
measurements along the way. Without this financial control and accountability, chances of 
successful implementation will be low. We recommend establishing a very visible public 
rewards program to make this cultural change work. "People working in tandem..." - CIOs, 
CISOs, Functional Experts, Executives, and other stakeholders leads us to believe there will 
be diffused responsibility and therefore no one will truly be in-charge and accountable. This 
effort will require that one Program Manager, supported by the appropriate team, is 
assigned and empowered to implement this 'plan'. Otherwise it will just become another 
ineffective, un-implementable plan. 

A critical element for establishing a successful shared services structure is establishing an 
environment where agencies can easily and rapidly move from one shared service provider 
to another and move data from one provider to another or connect them together with 
seamless interoperability and without major technical or acquisition barriers. To achieve 
this, data mobility must be a focus to support a flexible, secure approach to shared services 
for cost, performance, and security reasons. The biggest challenge to this objective is the 
movement of data not just the applications. The method and approach for data mobility is 
not discussed in the report. 

Agency and the associated Shared Service Providers are in aggregate a High Valued Asset 
(HVA) and are required for mission accomplishment. Redundancy and Continuity of 
Operations Plans (COOP) must be formulated and implemented to mitigate unforeseen 
natural and manmade events that disrupt services. As a network shared service, the federal 
government should adopt the use of elastic, fiber-based networking systems to seamlessly 
switch network traffic between one or more routes that transit one or more service 
provider’s networks, add additional capacity without preselected routes, and manage these 



 
 

services through an agency orchestration portal. This will help prevent service disruptions 
that current facilities have not been designed to mitigate.  

5) What is the feasibility of the proposed acquisition pilot?   

Pilots are good, yet a modernization strategy and framework should come before an 
implementation plan.  That strategy must be practical with tangible, regularly paced 
deliverables followed by an implementation plan. The pilot would be good to test the likelihood 
of realizing the desired outcomes of this program. This can allow for adjustment of the plan 
while providing transparency into the variance from the initial baseline, empowering agencies 
to move forward based on lessons learned from the pilot. An Advanced Development 
organization can be stood up to continually evaluate new technologies and pilot those that 
seem most promising to address agency mission needs. Since Advanced Development 
organizations may not be ideal for all agencies, the government should consider standing up an 
Advanced Development shared service provider (potentially through GSA) for agencies to run 
advanced technology pilots. The end goal is to not fall back into a state of federal IT 
obsolescence by having the ability to rapidly and continually conduct advanced technology 
pilots that lead to production systems. 

6) Other Comments: 

a) The report should be vendor and product agnostic. Not being so could result  in 
contracting issues later as well as possibly skew pilot outcomes. 

b) Strategically consolidate the large number and variety of agency facilities’ network 
interfaces into a reduced number of standard high speed optical interfaces to reduce 
the overall attack surface and number of interfaces and network links that have to be 
secured. 

c) Require a new acquisition model, similar to how cloud services are currently obtained in 
the commercial marketplace, and require coupling with service providers real-time 
elastic orchestration portals for ordering, accounting, billing and real-time reports. 

d) Pages 46-51 of the report provide a summary of 44 different recommendations. A 
majority of the recommendations refer to creating, updating, or releasing reports, 
strategies, roadmaps, plans, and frameworks; developing or revising policies and 
guidance; issuing, responding to and reviewing data calls, and updating and collecting 
metrics. These actions are an indirect path to real progress. While important, given the 
historically slow pace of changes in government IT, it may at some point become 
necessary to provide stronger direction and oversight to achieve the desired results. 
More firmly worded, action-oriented recommendations could help set the stage for 
meaningful change. For example, mandatory agency implementation of Software Asset 
Management should be required six to nine months before the government-wide data 
call goes out. This would instill confidence in the accuracy of the data collected. The 



 
 

pilot makes the broad assumption that agencies will have accurate information on all of 
the products within their networks which is not likely to be the case. 

e) Regarding ENSTEIN, there must be a solid 'inventory' of all the methods, techniques and 
tools, and people that do cybersecurity work. Once the current baseline is in place and a 
future tangible target is documented, prioritize using sound, objective and transferrable 
best practices to fill the gap. Do not wait for a 'perfect' federal government set of 
security-centric standards before doing anything and leverage what agencies already 
have in place.   

f) Track sensible performance metrics to gauge progress while resolving issues and 
managing change each day. Engage independent firms with experienced experts to 
make this program successful. Re-use best practices from existing initiatives and stop 
wasteful activities. 

g) Agencies have traditionally focused on the unique requirements of their mission rather 
than a shared service mind set to see where common requirements can be leveraged 
across government. The development of a shared service culture, in which agencies 
understand that not all unique requirements may be met, is critical to move the federal 
government to more modern IT by prioritizing requirements with shared services in 
mind.  

h) As cloud infrastructure has matured, the security focus has transitioned to the security 
of the data both in federal facilities, in transit, and at rest regardless of its location. 

i) Volume pricing has been executed in the government marketplace, most recently in the 
DHS CDM and CMaaS BPA. Vendors were asked to establish 32 pricing bands based on 
cumulative government-wide purchases. Bands were broken into increments of 10,000. 
The effort to track banded pricing for thousands of products is a Herculean effort for 
both the 17 industry partners as well as for GSA FEDSIM. Competition drives the pricing 
more than the bands. Because task orders are consolidated (one order had 40 small 
agencies participating), resulting in large quantities, agency buying power is improved 
and significant discounts (below the 32nd price band) are achieved. Task order 
consolidation and competition are the cost-saving features rather than the price bands. 
Absent the competition, with a sliding discount over time, there is little incentive to be 
an early adopter understanding that late-comers will enjoy a better discount. 


