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Introduction 
 

Congress, with the support of the Government Accountability Office (GAO), created the FITARA 

Scorecard to gauge agency progress towards deployment of a modern, digital infrastructure 

implementing the requirements of the seminal Federal IT Acquisition Reform Act (FITARA)1 by 

tracking agency progress towards improved IT management and modernization. The FITARA 

Scorecard has been the subject of numerous Congressional hearings seeking to hold agencies to 

account in their journey towards IT modernization of their unclassified systems environment.2 

While serving a salutary purpose, the passage of time and the successful efforts of many agencies 

to drive IT modernization has created the recognition that the first versions of the FITARA 

Scorecard required updating and revisions. Reflecting this need for change, in September 2022, 

the American Council for Technology – Industry Advisory Council (ACT-IAC) issued a report 

entitled Recommendations for Evolving the FITARA Scorecard, which includes detailed 

recommendations to revise and modernize the FITARA Scorecard to reflect the changing 

technological landscape. As noted by ACT-IAC CEO David Wennergren: 

“The pace of technological change just continues to accelerate, and as we’ve gone 

through the pandemic, we’ve recognized that this world of uncertainty will be with 

us forever in one form or another. As a result, certain sections of the Scorecard have 

become more prominent than others. For an accurate evaluation of federal agencies, 

the Scorecard’s elements need to align with the issues that are most important to 

those agencies. Without such changes, an agency’s grade won’t accurately indicate 

the success of its modernization efforts.” 

Four IT planning documents introduced in the ACT-IAC report on evolving the FITARA 

Scorecard are deemed essential to evaluating the maturity of any IT organization. The four 

planning documents are: 

 
1 Using the FITARA Scorecard, the House Oversight and Government Reform Committee (OGR) has held 15 

hearings to assess and evaluate the progress of agencies in improving their management of IT and delivering 

modernization. This level of Congressional oversight represents an unprecedented collaboration between Congress 

and OMB to maintain the momentum within the federal agencies toward IT modernization. 

 
2 As noted in one recent publication: “FITARA’s semiannual assessment ranks agencies on how well they meet the 

requirements outlined in the law, including data center optimization, enhancing CIO authority, cybersecurity and 

more. When 24 agencies were first assessed on the FITARA report card in 2015, only seven received a grade of C or 

higher. On the most recent Scorecard, every agency received a C or higher, with half earning an A or a B.” Over that 

same time frame, those agencies have saved more than $30 billion through IT modernization and optimization, and 

82 percent of software projects now use incremental (or “Agile”) development workflows. Before 2015, only two of 

the 24 agencies had software license inventories. Today, they all do.” FITARA Scorecards Spur Agencies to Faster, 

More Efficient IT Modernization – The Federal Information Technology Acquisition Reform Act dramatically 

changed the path to improved IT.” https://fedtechmagazine.com/article/2022/10/fitara-scorecards-spur-agencies-

faster-more-efficient-it-modernization 

  

 

https://fedtechmagazine.com/article/2022/10/integrated-solutions-allow-agencies-quickly-add-technology
https://fedtechmagazine.com/article/2015/11/report-feds-missed-fitara-deadlines-earned-poor-grades
https://fitara.meritalk.com/
https://fedtechmagazine.com/article/2022/10/fitara-scorecards-spur-agencies-faster-more-efficient-it-modernization
https://fedtechmagazine.com/article/2022/10/fitara-scorecards-spur-agencies-faster-more-efficient-it-modernization
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1. IT Modernization Plan 

2. Cloud Computing Adoption Plan 

3. Zero-Trust Architecture Plan 

4. IT Workforce Strategic Plan. 

 

The project team developing the ACT-IAC report included the existence and substance of these 

four reports in the scoring recommendations for evolving the FITARA Scorecard.  

In a meeting with Senior OMB officials on the ACT-IAC report, there was a request to ACT-IAC 

to provide more detail regarding the content that should be included in each of the four planning 

documents. This report, in response to the OMB request, provides outlines for each of these 

planning documents. 

In developing the outlines for these four IT planning documents, the ACT-IAC project team 

decided that it is essential that each of these plans be stand-alone. Doing so enables a reader to 

fully comprehend a plan without referring to other agency plans or documentation. Yet, it is also 

the case that an agency must integrate and harmonize these four plans. For instance, migrating to 

the cloud and implementing a zero-trust architecture are crucial components of IT modernization. 

The approach of having stand-alone plans does lead to a certain amount of redundancy among the 

plans. For instance, the outlines for the IT Modernization, Cloud Computing Adoption, and Zero-

Trust Architecture Plans all include an IT system and infrastructure inventory to establish a current 

agency IT baseline. An agency should have one effort to capture and keep its IT inventory current. 

In preparing these plans, an agency would showcase elements of the inventory relevant to that plan 

(e.g., the Cloud Adoption Plan would showcase the agency’s current cloud assets, including cloud 

use as IT infrastructure and the use of Software-as-a-Service (SaaS) offerings). 

To truly modernize an agency’s IT requires significant change, not just for the IT organization, but 

for every mission and business organization throughout an agency. The appropriate incorporation 

of change leadership concepts is imperative to success. Hence, change leadership is an essential 

element introduced in each of these four planning documents. A change leadership plan is simply 

the plan to communicate, communicate, communicate the change vision and why the change is 

needed, establish a coalition who will be part of the team to help execute the plan, who will be 

responsible for communicating with the initiatives many internal and external stakeholders, what 

are the key messages, and how to persevere when the support for the initiative wanes. There are 

many books on change leadership⎯two for consideration are: “Leading Change” by John P. 

Kotter and “The Art of Change Leadership” by Cheryl Cran. Regardless of which framework an 

agency chooses, it should be part of every technology initiative, from an agency’s modernization 

strategy to its workforce strategy. 

The federal government must serve many constituents, whether digital natives, immigrants, or 

non-digital citizens. Federal agencies must also provide service to their civil servants and 

government contractors and vendors. Today, the proper use and management of information 

technology are critical to an agency’s success, both in its ability to effectively serve its constituents 
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and its ability to do it efficiently. The FITARA Scorecard has been an effective tool to drive 

agencies to improve their management of IT. Now is the time to update this tool, recognizing the 

evolving nature of technology and working to ensure federal government agencies are adopting 

modern IT management practices. 

___________________________ 

The project team members that created this report are listed in the Appendix. In addition, members 

of the ACT-IAC IT Modernization & Management and Cybersecurity Communities of Interest 

(COIs), along with the Cloud Working Group, provided input and review of the outlines included 

in this report. 
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IT Modernization Plan 
 

An IT Modernization Plan provides a comprehensive view of how a federal agency will accelerate 

digital transformation in support of a modern, 21st-century digital government. It is vital to the 

timely provision of essential services and support owed to the American people by our federal 

system. The IT modernization of government also is essential to protect the American people from 

the growing threat to critical infrastructure.  

 

Without a comprehensive approach to IT Modernization, federal government agencies cannot 

leverage the tools and insights enabled by technology to add new value and connections to their 

mission and to drive economic growth. 

 

The purpose of an agency IT Modernization Plan is to spell out the steps necessary to improve the 

speed, pace, direction, and success of essential agency investments in IT capabilities. An IT 

Modernization Plan must go beyond the simple reinforcement of transparency (although 

transparency is critical) in agency reporting to OMB and Congress. Its purpose is to assist agency 

IT organizations to be successful with their IT modernization efforts for operations, service 

delivery, and cost savings. The ultimate focus, however, is on how investments in IT capabilities 

will lead to continuously improving agency outcomes. 

 

Outline for the Structure of an Agency IT Modernization Plan 

 

An agency IT Modernization Plan should be organized into the following sections: 

 

1. Overview of desired agency mission and business improvements 

2. IT systems and infrastructure inventory sorted by mission and business and mission 

portfolios 

3. Overview of the agency IT modernization strategy, with a focus on modernization of 

infrastructure (e.g., use of the cloud) and migration and replacement of IT systems to meet 

agency mission and business needs 

4. Identifying essential, at-risk, and otherwise outdated IT systems and infrastructure 

5. Overview of the associated IT security strategy (including migration to a zero-trust 

architecture) 

6. Plan of actions and milestones (POAM) for migrating infrastructure and systems, along 

with the development of new systems and retirement of systems consistent with the IT 

modernization strategy 

7. Change leadership approach 

8. Risks to the plan and associated mitigation strategies. 

 

More detail on each of these sections follows: 

 

1. Overview of desired agency mission and business improvements 

 

Based on the agency’s business reference model in the enterprise architecture (EA), this section 

should provide a high-level view of the agency’s desired mission and business improvements 

over the next three-to-five years. There should be a description of the mission and business 
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portfolios within the agency. The focus should be placed on where significant gaps exist 

between the desired functionality and capability versus what currently exists. 

 

2. IT systems and infrastructure inventory sorted by mission and business portfolios 

 

A systems inventory should be provided, with descriptions of the major IT systems serving the 

agency and associated infrastructure (e.g., networks, data centers, cloud offerings, etc.). IT 

security systems and related hardware should be included in the inventory. 

 

3. Overview of the agency IT modernization strategy 

 

This section describes, at a high level, the critical elements of the agency’s IT modernization 

strategy. The focus is on the key principles the agency is using to modernize, such as aggressive 

migration of its systems to the cloud (more detail is to be provided in the Cloud Computing 

Adoption Plan), consolidation and retirement of multiple systems to be replaced by a new, 

SasS-based solution, etc. This section should include a description of how the modernization 

of IT is addressing the critical agency mission and business gaps identified in Section 1 of this 

plan.  

 

4. At-risk and otherwise outdated IT systems and infrastructure 

 

Within the inventory listed in Section 2 of this plan, this section lists the IT systems and 

infrastructure that are at-risk and otherwise outdated, which leads to issues with support and 

maintenance, inabilities to be upgraded to support new mission and business functionality, or 

introduces additional cybersecurity vulnerabilities. 

 

5. Overview of the associated IT security strategy 

 

Integral to any IT modernization strategy is appropriately upgrading the agency’s IT security 

posture using zero-trust architecture principles. This section describes the high-level strategy 

for the modernization of an agency’s IT security (more detail is to be provided in the Zero-

Trust Architecture Plan). 

 

6. IT modernization plan of actions and milestones (POAM) 

 

Consistent with Section 3 above, this section contains a three or five-year schedule that 

identifies when essential systems will be modernized (upgraded or replaced)⎯this schedule 

needs to clearly identify priorities based on accompanying evaluation criteria (e.g., 

applications no longer supported, hardware no longer under warranty, security vulnerabilities). 

In addition, the POAM: 

 

• Schedule should align with the agency’s target architecture 

• Schedule should align with business goals/strategies 

• Schedule should align with the agency’s other essential IT plans, including a cloud 

migration strategy and zero-trust architecture implementation 

• Schedule should include those systems that will be retired over the planning period. 
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There should also be a comprehensive list of prioritized acquisitions and initiatives, at least 

broken down by year (and preferably in smaller increments), that transitions information 

technology and data-related services and capabilities into a more modern, integrated, and 

secure environment. These acquisitions and initiatives should: 

 

• Leverage existing vehicles and shared services to the greatest extent possible rather 

than a new RFP/RFI for every acquisition 

• Highlight the benefits of low code/no code, reuse of licenses/components, and 

security accreditations that lead to cost savings or cost avoidance 

• Describe the impact on the agency’s FTE count 

• Identify critical assumptions/risks  

• Describe the project methodology (e.g., agile, hybrid) and product type (e.g., 

software as a service, commercial off the shelf, mainframe as a service). 

 

7. Change leadership approach 

 

This section includes identifying the key stakeholders (both inside and outside the agency) that 

are both affected by and can influence the agency’s IT modernization. For each stakeholder 

group, there should be an explicit description of how that stakeholder group is to be kept 

informed, and for key stakeholders, how they are involved in the governance of the IT 

modernization efforts. 

 

8. Risks to the plan and associated mitigation strategies 

 

This section should outline the critical risks to the execution of the plan, and may include items 

such as risks in the agency’s ability to fill IT positions (more detail is to be provided in the IT 

Workforce Strategic Plan), have the proper acquisition contract vehicles in place, required 

updating of agency-specific cloud requirements that limit migration, identify potential budget 

shortfalls for out-year fiscal years, and identify needed changes to OMB policy or other 

governmentwide guidance (e.g., NIST guidance, GSA acquisition). For each critical risk, this 

section should identify one or more mitigation strategies that become part of the POAM in 

executing the agency’s IT modernization plan. 
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Cloud Computing Adoption Plan 
 

An agency’s Cloud Computing Adoption Plan, as an adjunct to its IT Modernization Plan, 

describes how an agency will maximize its use of cloud computing resources to meet 

Congressional and OMB mandates3 to accelerate and deploy cloud-based infrastructure in support 

of a modern, 21st-century digital government. 

 

A Cloud Computing Adoption plan calls for strategies and measures to meet agency goals and 

objectives for cloud computing. The purpose of this plan is to spell out the steps necessary to 

establish and then leverage cloud computing resources, including the use of cloud-based 

infrastructure and SaaS offerings, as appropriate. This plan should be an integral component of the 

over-arching agency IT modernization strategy, and it should be clear how implementing cloud-

based services supports the improvement of an agency’s mission and business outcomes.  

 

Outline for the Structure of an Agency Cloud Computing Adoption Plan 

 

An agency Cloud Computing Adoption Plan should be organized into the following sections: 

 

1. IT cloud system and infrastructure inventory sorted by mission and business and mission 

portfolios 

2. Overview of the agency IT cloud adoption strategy, both for IT infrastructure as well as 

application modernization 

3. Application rationalization of the agency’s legacy systems 

4. Overview of the associated cloud security strategy 

5. Plan of actions and milestones (POAM) for migrating infrastructure and systems to the 

cloud 

6. Change leadership approach 

7. Risks to the plan and associated mitigation strategies. 

 

More detail on each of these sections follows: 

 

1. IT cloud system and infrastructure inventory sorted by mission and business 

portfolios 

 

An IT cloud system and infrastructure inventory should be provided, to include any existing 

cloud-based cybersecurity solutions. 

 

 
3 Congressionally, these mandates were set forth in the seminal Federal Information Technology Acquisition 

Reform Act (FITARA) and its predecessor, the Clinger-Cohen Act. Congressional mandates were subsequently 

implemented in the Cloud Smart Policy. In the Report to the President on Federal IT Modernization, released 

publicly in 2017 in accordance with Executive Order 13800, the Office of Management and Budget (OMB) pledged 

to update the Government’s legacy Federal Cloud Computing Strategy (“Cloud First”). Fulfilling this promise, the 

Administration has developed a new strategy to accelerate agency adoption of cloud-based solutions: Cloud Smart. 

This work plan follows the recommendation and requirements of the OMB-driven Cloud Smart policy. 
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2. Overview of the agency IT cloud adoption strategy 

 

This section describes, at a high level, the critical elements of the agency’s cloud adoption 

strategy. The focus is on the key principles the agency is using to migrate to the cloud, such as 

the use of a single or hybrid-cloud approach, what are the acquisition contract vehicles it is 

using, what are the critical legacy IT infrastructure platforms that will be migrated to the cloud, 

how the agency is rationalizing its applications, how it will test applications as they migrate to 

the cloud, and how will the agency will optimize the use of cloud resources. 

 

3. Application rationalization of the agency’s legacy systems 

 

This section shall provide the complete inventory of the agency’s legacy systems and the 

rationalization strategy for each (using the CIO Council’s Application Rationalization 

Playbook4 or other methodology). For each system, the agency shall present the cloud adoption 

approach (migrate the system to the cloud as-is; migrate with upgrades to the system; redevelop 

the system for operation in the cloud; replace the system with a SaaS-based approach; do not 

migrate the system to the cloud) with the rationale for the decision.  

 

4. Overview of the associated cloud security strategy 

 

Integral to any IT cloud adoption strategy is appropriately addressing IT security in the cloud. 

This section describes the high-level strategy for the agency’s cloud security in the context of 

its overall zero-trust architecture. 

 

5. Cloud Adoption plan of actions and milestones (POAM) 

 

Consistent with Sections 2 and 3 above, this section contains a three or five-year schedule that 

identifies when systems will be migrated to the cloud⎯this schedule needs to clearly identify 

priorities based on accompanying evaluation criteria (e.g., applications no longer supported, 

hardware no longer under warranty, security vulnerabilities). In addition, the POAM: 

 

• Schedule should align with the agency’s IT Modernization Plan 

• Schedule should align with business goals/strategies 

• Schedule should align with the agency’s other key IT plans, including the zero-trust 

architecture implementation. 

 

There should also be a comprehensive list of prioritized acquisitions and initiatives, at least 

broken down by year (and preferably in smaller increments), that establishes the cloud service 

offerings and supports the migration of systems to the cloud. In addition, the POAM should 

contain steps the agency is taking to optimize its use of the cloud, such as using Cloud FinOps 

to analyze and optimize the agency’s cloud spending. 

 

 

 
4 The CIO Council’s Application Rationalization Playbook https://www.cio.gov/assets/files/Application-

Rationalization-Playbook.pdf 

 

https://www.cio.gov/assets/files/Application-Rationalization-Playbook.pdf
https://www.cio.gov/assets/files/Application-Rationalization-Playbook.pdf
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6. Change leadership approach 

 

This section includes identifying the key stakeholders (both inside and outside the agency) that 

are both affected by and can influence the agency’s cloud adoption plan. For each stakeholder 

group, there should be an explicit description of how that stakeholder group is to be kept 

informed, and for key stakeholders, how they are involved in the governance of the cloud 

adoption efforts. 

 

7. Risks to the plan and associated mitigation strategies 

 

This section should outline the key risks to the execution of the plan, and may include items 

such as risks in the agency’s need to train individuals on cloud technologies (more detail is to 

be provided in the IT Workforce Strategic Plan), have the proper acquisition contract vehicles 

in place, require updating of agency-specific cloud requirements that limit migration, identify 

potential budget shortfalls for out-year fiscal years, and identify needed changes to OMB 

policy or other governmentwide guidance (e.g., NIST guidance, GSA acquisition). For each 

critical risk, this section should identify one or more mitigation strategies that become part of 

the POAM in executing the agency’s cloud adoption plan. 
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Zero-Trust Architecture Plan 
 

Zero trust is the term for an evolving set of cybersecurity paradigms that move defenses from 

static, network-based perimeters to focus on users, assets, and resources. A zero-trust architecture 

(ZTA) uses zero-trust principles to plan industrial and enterprise infrastructure and workflows. 

Zero trust assumes no implicit trust is granted to assets or user accounts based solely on their 

physical or network location or based on asset ownership. Bottomline: No resource is inherently 

trusted. 

 

The National Institute of Standards and Technology (NIST) Special Publication (SP) 800-207 

provides a definition of zero trust and of ZTA.5 Agencies can use these guidelines to establish the 

best architecture for their enterprise. Furthermore, the U.S. Department of Homeland Security’s 

(DHS’s) Cybersecurity & Infrastructure Security Agency (CISA) has developed a Zero-Trust 

Maturity Model6 for agencies planning use and self-evaluation. And the Department of Defense 

has developed its own Zero-Trust Strategy and Roadmap.7 

 

Outline for the Structure of an Agency Zero-Trust Architecture Plan 

 

An agency Zero-Trust Architecture Plan should be organized into the following sections: 

 

1. IT security inventory sorted by mission and business and mission portfolios 

2. Overview of the agency ZTA strategy 

3. Plan of actions and milestones (POAM) for migrating infrastructure and systems to a ZTA 

4. Change leadership approach 

5. Risks to the plan and associated mitigation strategies. 

 

More detail on each of these sections follows: 

 

1. IT security inventory sorted by mission and business portfolios 

 

An IT security inventory should be provided, with descriptions of the major security solutions 

(including identity, credential, and access management (ICAM) systems; firewalls and other 

intrusion detection systems; secure access service edge (SASE) systems, etc.) sorted by 

mission and business portfolios. 

 

 

 

 

 
5 “Zero Trust Architecture: NIST publishes Special Publication (SP) 800-207 SP 800-207, Zero Trust Architecture | 

CSRC (nist.gov) 
6 CISA Zero Trust Maturity Model https://www.cisa.gov/zero-trust-maturity-model 
7 Department of Defense Zero Trust Strategy and Roadmap 

https://www.defense.gov/News/Releases/Release/Article/3225919/department-of-defense-releases-zero-trust-

strategy-and-roadmap/ 

 

 

https://csrc.nist.gov/publications/detail/sp/800-207/final
https://csrc.nist.gov/publications/detail/sp/800-207/final
https://www.cisa.gov/zero-trust-maturity-model
https://www.defense.gov/News/Releases/Release/Article/3225919/department-of-defense-releases-zero-trust-strategy-and-roadmap/
https://www.defense.gov/News/Releases/Release/Article/3225919/department-of-defense-releases-zero-trust-strategy-and-roadmap/
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2. Overview of the agency ZTA strategy 

 

This section shall describe the agency’s ZTA strategy in terms of logical and physical 

architectures. The strategy should align with the logical components of ZTA, namely: 

 

a. Policy Engine (PE): responsible for the ultimate decision to grant, deny or revoke 

access to a resource(s). This element can have input from multiple sources (e.g., 

CDM, threat intelligence) and be hosted on-premises or in the cloud. 

b. Policy Administrator (PA): responsible for establishing and/or shutting down the 

communication path between a subject and a resource, as well as generating 

session-specific authentication and credentials. 

c. Policy Enforcement Point (PEP): responsible for enabling, monitoring, and 

eventually terminating connections between a subject and an enterprise resource. 

The PEP communicates with the PA. 

 

The agency ZTA shall also be described in terms of physical ZTA Pillars as defined by CISA, 

including identity; devices; network/environment; application workload; and data. 

 

Finally, the agency ZTA should be described in terms of cross-cutting capabilities defined by 

CISA, including visibility and analytics; and automation and orchestration. 

 

3. ZTA plan of actions and milestones (POAM) 

 

Similar to the IT Modernization and Cloud Adoption Plans, this section contains a three or 

five-year schedule that identifies what actions will be taken (e.g., implementation of multi-

factor ICAM systems and SASE solutions) to implement ZTA for an agency. This schedule 

must clearly identify priorities based on accompanying evaluation criteria (e.g., addressing the 

most significant security vulnerabilities, replacing antiquated security systems, etc.). This 

POAM should align with an agency’s IT Modernization and Cloud Adoption Plans.  

 

There should also be a comprehensive list of prioritized acquisitions and initiatives, at least 

broken down by year (and preferably in smaller increments), that establishes the basis for ZTA 

and supports migration of security systems to support a ZTA.  

 

4. Change leadership approach 

 

This section includes identifying the key stakeholders (both inside and outside the agency) that 

are both affected by and can influence the agency’s ZTA plan. For each stakeholder group, 

there should be an explicit description of how that stakeholder group is to be kept informed, 

and for key stakeholders, how they are involved in the governance of the agency’s ZTA efforts. 

 

5. Risks to the plan and associated mitigation strategies 

 

This section should outline the key risks to the execution of the plan, and may include items 

such as risks in the agency’s need to train individuals on security technologies (more detail is 

to be provided in the IT Workforce Strategic Plan), have in place a cybersecurity supply chain 
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risk management (SCRM) program, have proper acquisition contract vehicles in place, identify 

potential budget shortfalls for out-year fiscal years, and identify needed changes to OMB 

policy or other governmentwide guidance (e.g., NIST guidance, GSA acquisition). This plan 

should also identify risks associated with emerging technologies, such as quantum computing. 

For each critical risk, this section should identify one or more mitigation strategies that become 

part of the POAM in executing the agency’s ZTA plan. 
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IT Workforce Strategic Plan 
 

Finding, growing, and keeping IT people has never been easy. What has changed recently for 

federal government agencies is the severity and complexity of the IT staffing problem. Today the 

search for skilled professionals has risen to a fever pitch. Why? Because the volume, complexity, 

and business importance of IT work have grown exponentially. Because the demand for 

technology professionals far outstrips supply. Because traditional employment “contracts” have 

been shattered, highly skilled people are highly mobile. And because the U.S. economy is 

booming, with unusually low unemployment rates in general. It is not a surprise that the first 

element in the President’s Management Agenda is “strengthening and empowering the Federal 

workforce.” 

 

Some of the unique workforce challenges in the public sector include: 

 

• IT Workforce Age and Retirement Eligibility – Certain agencies face upcoming critical 

skill shortages given that much of their IT staff are already retirement eligible, and they 

struggle to recruit and retain younger technical talent. 

 

• Education and Certifications – Having the right skills in an IT organization is a foundation 

for success. And keeping current with evolving technology is an essential aspect of 

professional development for those in the technology field. 

 

• In-house vs. Contractor Workforce – While contractor staff can provide needed skills and 

abilities, outside contractors do not typically support an agency’s ability to mature its IT 

management practices and build an organization that can continue to evolve and mature. 

(Note: Some departments and agencies, such as the Department of Energy and NASA, for 

example, were deliberately structured to operate under a different model). 

 

Understanding and documenting what an agency IT organization should have in terms of the 

number of positions, and skills and abilities for each position, is critical for maturing the 

organization. And understanding the current gaps against that plan is imperative when recruiting. 

So, two things are crucial. First, having an IT Workforce Strategic Plan for the agency. Second, 

ensuring that the plan includes a workforce gap analysis and that each year it reports on what 

percentage of that gap has been closed in the past 12 months. 

 

There are several readily-available templates for workforce strategic plans. Gartner, with their 

expertise in Information Technology, offers a good model8, and it serves as guidance for the plan 

structure presented below. 

 

An agency IT Workforce Strategic Plan should be organized into the following sections: 

 

1. Assessment of the agency’s current IT workforce capacity 

 
8 Gartner, Strategy on a Page for HR https://www.gartner.com/en/documents/3955947 

 

 

 

https://www.gartner.com/en/documents/3955947
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2. Forecast of IT workforce needs by IT disciplines 

3. Identifying gaps in the IT workforce 

4. Plan of actions and milestones (POAM) for actions addressing the IT workforce gaps 

5. Change leadership approach 

6. Risks to the plan and associated mitigation strategies. 

 

More detail on each of these sections follows: 

 

1. Assessment of the agency’s current IT workforce capacity 

 

An agency should develop a skills catalog or inventory of employees so that it has a clear 

understanding of its current IT workforce capabilities. This inventory should include 

everything from degrees to certifications to recent training and professional development 

activities. This information can be assessed to decide whether or not an employee is ready to 

take on more responsibility and to plan/forecast future training and career development needs. 

 

2. Forecast of IT workforce needs by IT disciplines 

 

This step includes projecting the workforce needs for the future based on the strategic goals of 

the organization and the associated IT strategic plan to support those goals. In this step, the IT 

organization should, based on its IT Modernization Plan and operational needs, address the 

following questions: (1) What positions will need to be filled in the upcoming two-three years? 

(2) What skill sets will OCIO employees need? (3) How many full-time equivalents (FTEs) 

will be required to achieve the agency’s strategic goals? (4) What affects an agency’s ability 

to attract and retain new employees? (5) What is expected to evolve or change in the job 

environment in the upcoming period? 

 

3. Identifying gaps in the IT workforce 

 

This step requires a hard and honest look at where the IT organization is currently and where 

it needs to be in the future. The CIO must look at the employee count and the skills evaluation, 

comparing it with what is needed to achieve the desired future goal. The CIO should team with 

the CHCO to review current HR practices, identify what are useful and should be continued, 

and what new things could be added to help achieve the goals. The questions to be answered 

include: (1) What new positions and FTEs are needed? (2) What new skills are needed? (3) Do 

the current employees have the needed skills? (4) Are employees aligned with their strengths? 

(5) Are employees aligned with the strategic goals? (6) Are current HR and OCIO practices 

adequate to achieve the strategic goals? 

 

4. Plan of actions and milestones (POAM) for actions addressing the IT workforce gaps 

 

Like the other plans described above, this section contains a three or five-year schedule that 

clearly identifies what actions will be taken to address the IT workforce gaps. There are several 

strategies to consider to increase the likelihood of success; they can be pursued individually or as 

elements of an integrated plan: 
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• Training and development strategies, including earning degrees and credentials, along 

with informal on-the-job learning through rotational assignments 

• Recruitment strategies, including the use of any available hiring authorities 

• Outsourcing strategies, moving certain IT functions to contractor staff and 

responsibility 

• Restructuring strategies, including an IT reorganization  

• Collaboration strategies, such as rotating individuals with other agencies. 

 

5. Change leadership approach 

 

This section includes identifying the key stakeholders (both inside and outside the agency) that 

are both affected by and can influence the agency’s IT Workforce Strategic plan. For each 

stakeholder group, there should be an explicit description of how that stakeholder group is to 

be kept informed, and for key stakeholders, how they are involved in the governance of the IT 

workforce efforts. 

 

6. Risks to the plan and associated mitigation strategies 

 

This section should outline the key risks to the execution of the plan. It may include risks in 

the agency’s ability to garner more positions for IT (if needed), ability to fully leverage special 

hiring authorities, funding for adequate training for IT professionals, etc. For each critical risk, 

this section should identify one or more mitigation strategies that become part of the POAM 

in executing the agency’s IT Workforce Strategy Plan. 
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Appendix - Project Team Members 
 

The recommendations in this report represent the consensus view of 12 project team members, all 

of whom have significant experience in dealing with federal government information technology. 

The group consists of individuals with policy, management, operational, and legislative 

backgrounds—thus ensuring the project team considered various viewpoints when developing 

recommendations regarding the outlines for the key IT planning documents. 

The project team members include: 

• Jonathan Alboum, former CIO of the U.S. Department of Agriculture (USDA) 

• Alan Balutis, former CIO of the U.S. Department of Commerce 

• Rich Beutel, former Congressional Lead Acquisition and Procurement Policy Counsel  

  (including being the legislative manager of FITARA) 

• Dan Chenok, former Branch Chief for Information Policy and Technology at the   

U.S. Office of Management and Budget (OMB) 

• Casey Coleman, former CIO of the U.S. General Services Administration (GSA) 

• Margie Graves, former Deputy Federal CIO 

• David McClure, former Associate Administrator of the Office of Citizen Services and 

Communications at the U.S. General Services Administration (GSA) 

• Essye Miller, former Deputy CIO of the U.S. Department of Defense (DoD) 

• Dave Powner, former Director, IT Issues, at the U.S. Government Accountability Office  

  (GAO) (supported Congress in developing the original FITARA Scorecard) 

• Richard Spires, former CIO of the U.S. Department of Homeland Security (DHS) 

• Dave Wennergren, former CIO of the U.S. Department of the Navy 

• Renee Wynn, former CIO of the National Aeronautics and Space Administration (NASA) 

 

 

 


